Locate User Manual Trel I iX

This document is intended for installers, set-up technicians, and IT
professionals of Trellix products.

Important: Engage appropriate network security professionals to ensure all control system hardware and servers are secure for access.

Network security is an important issue. Typically, the IT organization must approve configurations that expose networks to the Internet. Be
sure to fully read and understand customer IT Compliance documentation.
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Trellix Locate User Manual

Read all the instructions thoroughly before installing this product.
This manual provides information on the installation and operation of Trellix Locate. For proper operation it is important to follow

the instructions.
The purpose of this document is to provide sufficient instructions for using the systems.
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Trellix Locate User Manual 1 — About this Document

1 = About this Document

This document describes how to monitor the health of connected devices with the Trellix Locate platform and associated applications.

O

Important

This document does not cover the initial Trellix Core installation and setup. Please refer to the Trellix Core Quick
Start Guide if you are installing the Trellix platform for the first time.

1.1 - Using This Manual
Use the table below to quickly identify the kinds of the tasks you need to perform.
If you are... Then...
Installing Trellix for the first time Refer to the Trellix Core Quick Start Guide and the Trellix Lighting System
Configuration Guide
New to Trellix Locate Begin with Overview and rraud Locate Login and Authentication, and
then follow the Walk-Throughs provided at the beginning of each
chapter
Setting up and testing Sensors See Configufation M&hagement
Creating, editing, and working with Departments See Degpagtment Management
Enabling, assigning, and editing Tags See adNdanagem€nt
Creating, editing, and working with Assets Sce Asset Mamagepent
Creating, editing, and working with Geo-Fences Sée Geo-Feffee Mahagement
Working with Alarms and Events N Seelarmp and Event Management
Tracking assets SeeAssegt Tracking
1.2 - Key Terms

The terms listed below are used in this document.

Alarm - An error notification that requires an action

Application Programming Interface (API) — A set of clearly defined methods of communication between various software
components

Asset - A digital representation of a Tag, Object, or People, created when the system is set up and a Tag is assigned

Bluetooth Low Energy (BLE) — A wireless personal area network technology aimed at novel applications in industries such as
healthcare, fitness, security, and home entertainment

Department - A collection of Assets and the data they generate

Departments of Responsibility (DOR) — The departments assigned to a user to determine which Assets they can access

Event - A notification, such as a cleared alarm or system event, that does not require any action

Geo-fence - A digital representation of a physical space that detects Tags crossing into or out of its boundaries, and generates
alarms and events based on those movements

Internet of Things (IoT) — The extension of Internet connectivity into physical devices, enabling them to communicate and interact
over the Internet for remote monitoring and control

Media Access Control (MAC) ID - A unique identifier for a physical device (Tag)

Pyroelectric ("Passive") InfraRed (PIR) sensors — A sensor that uses Infrared light to detect occupancy in a space

Received Signal Strength Indication (RSSI) — Shows the relative strength of a Tag’s signal as detected by a sensor

Tag - A physical BLE device that broadcasts its location and includes properties such as MAC ID and Battery Level

Trellix Core (TC) — A gateway that aggregates Wireless Area Controller device data

Wireless Area Controller (WAC) — An application that coordinates the WaveLinx Mobile App with various WaveLinx devices to
provide lighting zone configuration, monitoring, and control (also referred to as “Controller” or “Area Controller”)
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1.3 — Related Documentation

Document

1 — About this Document

Description

Trellix Core Quick Start Guide

Covers the initial installation and setup of the Trellix platform

Trellix Lighting System Configuratio

n Guide Covers the administration and configuration of the Trellix Smart Lighting loT
platform and associated applications

Tag Configuration Manager Manual

Covers the use of the TCM mobile app to configure BLE Tags for use in Trellix
Locate

Trellix Locate API Reference Manual Documents the API calls available to build applications that rely on the published

Trellix Locate data

WaveLinx System Network/IT Planning Guide  Covers the planning, design, set up, and configuration of a WaveLinx System

Cyber Infrastructure Security Tips

Tips and advice about common security issues for non-technical computer users

1.4 — What's New in Locate 8.0
Change

Description

Support for more Assets

Trellix Locate now supports up to 5000 Tags

Increased Audit Log coverage

The Audit Log supports a wider variety of user an\d system activities (Refer to “Downloading
Audit Logs” in the Trellix Lighting System Configuration Guide for details)

Improved location accuracy by
incorporating occupancy data

It is now possible to combine PIR (Passive'lnfraRéd) occupancy data with existing location
sensor data for improved accuracy

Access to telemetry data

Temperature and humidity data can now,be enabled and read for sensors that support it

Obtain Tag data without Asset
Management

System integrators can savetimewand effort by obtaining Tag location and telemetry data with
no Asset Management steps
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2 - Overview

2.1 - Introduction

Trellix Locate is a smart loT platform that offers real-time location sensing and monitoring. The Trellix platform accelerates insight
around your building operations and business processes, unlocking efficiency and enabling more effective decision-making with apps
from Trellix and our partners.

The platform manages a trellis, or network, of digital sensors, collecting the data gathered by the sensors and analyzing it to provide
meaningful insights to users. The Trellix platform hosts the Trellix Core Services, Trellix Locate API Services, and Trellix Apps described
in the topics that follow.

2.1.1 - Trellix Core Services

A set of microservices required for fully functional loT solutions.

2.1.2 - Trellix Locate API Services

A set of REST APIs that enable third-party applications to unlock the value of the data gathered by the Locate system. Refer to the
Trellix Locate API Reference for details.

2.1.3 = Trellix Admin
The Admin application lets users perform administrative tasks for managing the Frellix,Core services, for example:

Enabling/disabling interfaces
Creating/editing/deleting users and roles

Backing up and restoring configuration databases
Upgrading the platform

2.1.4 - Trellix Locate

The Locate application lets users configure and monitor a wide array of digital sensors, collect, and analyze the data gathered by these
sensors, and ultimately gain meaningful insight into their'operations.

2.1.5 - Tag Configuration Manager

The Tag Configuration Manager is used to preparesdnd manage'the Fags associated with Trellix Locate.
2.2 - Tags, Assets, and Asset Types

2.2.1 - Tags

Tags are BLE (Bluetooth Low Energy) devices that broadcast their location and perhaps other data, such as temperature or the status
of a pushbutton. Each Tag has a unique and fixed identifier (e.g., “A14D85") known as a MAC (Media Access Control) ID. When a Trellix
Locate system is set up, a set of Tags are enabled for use at a site.

These Tags are assigned to people, using badges or wristbands for example, or attached to equipment such as electrocardiographs.
The location and other data transmitted by the Tags is picked up by sensors, either standalone or embedded in the lighting system, that
are installed throughout the site.

NotE
Trellix Locate supports up to 5000 Tags in the current release.

2.2.2 - Assets

An Asset represents a physical item found on your premises in a Trellix Locate system. Unlike the MAC ID of a Tag, the Asset name and
other properties can be configured and changed to suit their location and purpose.

Asset Categories

Assets are grouped into two categories, Object and People. These categories permit filtering and enable role-based permissions. For
example, you might want a “Device Admin” role for managing equipment like vital signs monitors or patient wristbands, but not
surgeons or nurses. To do this, you would grant the Asset Management (i.e., Object) permission to the “Device Admin” role, but not the
People Management permission.
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2.2.3 - Asset Types

Trellix Locate supports the concept of Asset Types, which enables additional information on an Asset beyond basic Tag data. Each
Asset Type can have a name, icon, category (Object or People), supported Tag types, and additional custom fields. This creates a more
rich and meaningful set of location data.

2.3 - System Access - Accounts, Roles, and Departments

The ability to manage user access to Trellix Locate is a key requirement. This is handled with a combination of the features described
below.

Feature Description

User Accounts A login account with a strong password is required to access any Trellix Locate features or data.

Roles To simplify the assignment of access permissions, Trellix Locate provides several predefined Roles that confer
a set of permissions. A user can be assigned the “Viewer” Role, for example, and automatically gain view-only
access to the Track, Alarms, Event Logs, and Departments sections. See Default Accounts, Roles, and
Permissions for more information.

Departments To give organizations further flexibility, Trellix Locate employ the concept of Departments to organize Assets.
The set of Departments can be customized, and each asset is assigned to a Department. Users are granted
access to one or more Departments according to their needs. These are known as DoR (Departments of
Responsibility).

ExAMPLE >

A nurse working in the Maternity Ward and Neonatal Intensive Care Unit is assigned those two Departments.
When she looks at the Alarms page, only the Assets indhoseitwo Departments will appear.

2.3.1 - Visibility and Interaction

The diagram below provides a simple illustration of access management in TrelliXLocates/This determines which assets users able to
see and how, if at all, they can interact with them.

ON View + Acknowledge View Only

20xx Alarms
91xx Alarms

Neonatal Neurological

DEPARTMENTS Matemity Ward Intensive Care Surgery

20xx series 91xx series Oxx series
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2.4 - Web Interface

Trellix Locate can be accessed with a desktop or tablet Web browser from anywhere on the Trellix network. A desktop view of the Asset
Tracking page is shown below.

Show Filter ~ Applied Filter  Assets Floor Asset Movement
Refresh List  Options Badges Map Display History Search List Details Panel
Expand/
Collapse -
Cooper menu = Locate
(collapsed)
Asset Tgk G = FILTER Clear All Filters Searct Q % Asset Details
Tracking p People Cleaning Crew Standard Details v
Alarm 7%
Management = Status -
LB | pefreshed Today at 15:48 e 50 v
_Event 5 ’ “T———— Update Time Ak
Vlewmg B Active

Assets

Asset ® ast Known Locat
Management o Bruce 055.D25  5F8D25 Cleaning Crew  5F8D25 10> Default > Open HallWay
Tag A David 074 D32  5F8D32 Cleaning Crew  5F8D32 = pia
Management e a |Way 22-07-2020 15:48

o Dr_Who_CF5_99... 5F8CF5 Cleaning Crew  S5F8CFS il v
. Geo-Fences 1
View and PJ.002_D93 5F8D93 Cleaning Crew  SF| oo
Manage Q *
Departments Conts Riz_040_D56 5F8D56 Cleaning Crew F8
Sonni_045_D8C  5F8D8C Cleanin R i g
Test assetD_05779 5F90) Control
V4 Displayed
Columns
Selected ' mber of
e Asset S per Page SHOW ON MAP
15:48

\ Q : Show Selected Asset
on Floor Map

The key facility management features available in Trellix, grouped as they appear in the user interface shown above, are described in
the following table.

2.5 - Key Features

Feature Description

The app menu (i) lets you switch between the Admin and Locate apps. The System, Users, Clients, and License
features appear in the Trellix Admin app, along with Admin Alarms and Events.

ADMIN
Manage system settings and users for your Cooper applications

LOCATE
Track your people and equipment

LIGHTING
Operate your lighting system

Track and view Asset location details by Building, Floor, Department, Category, and search for Assets in table or
floor plan views. View Asset movement history in floor plan view.

Track
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Feature Description
‘ Monitor active Asset alarms to assess the health of your system and quickly address issues. Alarm notifications
_ can also be emailed.
Alarms
°— View all system natifications, including past alarms, and perform sequence of events analysis for a better
o— understanding of system behavior.
Event Logs
— View tagged Assets by Department, Category, and use search to find Assets. Create new Assets and assign
B them to Tags one at a time or in bulk. View Asset Types by Category and by searching. Edit, create, and delete
Assets Asset Types. Import and export Assets.
View Tags by Type, Status, and search for Tags. Enable discovered Tags. Edit, disable, delete, and export existing
Tags.
Tags
e View, edit, create, and delete Departments.
e
Departments

2.6 — Cooper Menu P

The Cooper menu (below left) is collapsed by default and runs vertically alongtheleft.€dge of every page. It provides access to the top-
level feature sets such as Alarms and Tags. This menu can be expanded (bélow center) to.display other options, including the software

version, a link to this manual, and the Logout button. The 2 button appéars.inside the expanded Cooper menu to provide quick access
to the installed Trellix apps (below right).

Release 8.0

= () COOPER

9 Locate
Track

Welcome!

N
m ation MOdQ
Event Logs y o
Q Ttk

8]
Assets
‘ @Alarms
Tags
i= Event Logs
L1l
-_
Depts.
1 Settings
Geo-Fences
] Assets
Config
‘ Tags
& Departments
LOGOUT
& coopER ® 2020 Cooper Lighting Solutions. All Rights Reserved.
13:05 30-06-2020 13:01

() COOPER

Lighting Solutions

Locate

E Admin
Manage system settings and users for your

Cooper applications

ﬂ Locate
Track your people and equipment

Lighting
Operate your lighting system

LOGOUT
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2.7 - Trellix Admin: System and User Management
The Admin application lets users perform administrative tasks to manage the Trellix Core services. These include the following:

Enabling and disabling interfaces

Creating, editing, and deleting users and roles
Backing up and restoring the configuration databases
Upgrading the platform

2.8 - Requirements

Trellix Locate has been tested with Safari 11+ for iOS devices, Chrome 53+ for Android devices, and Chrome 53+ or Edge for Windows
laptops/tablets.

The necessary Trellix Lighting setup must be complete, including the following:

o Trellix Core configuration is complete

Tags have been enabled and associated with the appropriate Wireless Area Controllers (WACs)

The Departments and Asset Types have been configured (if they will be different than the default sets provided)

The Trellix Date/Time is stable and accurate (Latency and Historical reporting for Locate data depends on accurate time
synchronization)

2.9 - Licensing

Trellix Locate is a licensed application. It cannot be used without a valid license, which'spécifies the maximum number of managed
Tags and the expiry date. See Adding and Updating a Trellix Locate License fordetails.

2.9.1 - License Expiry

To help you manage your license and ensure smooth system operatijon, Trellix Locate will send progressive notifications to users as the
license gets closer to expiry. These notifications will begin 15 days ahead of the expiry. date”and will be displayed to all users at login.
The message will read as shown below, and the number of days will count dowmaccordingly:

The application license will expire in 15 days. Please renew your license to ensure coptinued access to the application.

2.9.2 - License Renewal with Fewer Tags

If you renew your license with a limit that is below: the\number of Tagswon your system, a grace period with be initiated. Like the license
expiry situation described in the preceding topic, yol will be notified that you only have X Tags licensed and after Y days you will be
forced to upgrade the license or disable Tags.
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3 - Trellix Locate Login and Authentication

Trellix Locate provides a standard set of user accounts, roles, and permissions. Each role has a specific set of permissions, and each
user account is assigned to one role. New user accounts, and new roles with custom permissions, can be created when logged into the
Trellix Admin app under the System Administrator role.

IMPORTANT
Changing the passwords provided for all default accounts is critical for the security of your system. See Changing Default Account
Passwords for details. Refer to the Trellix Lighting System Configuration Guide for complete user account setup documentation.

3.1 - Logging into Trellix Locate

Follow the steps below to login to Trellix Locate. See Default Accounts, Roles, and Permissions for more information about the default
accounts provided with Locate.

NoTEe
The first time the Admin account is used to login to Trellix Core, a Setup Wizard guides the user through the initial system configuration.
Refer to the Trellix Core Quick Start Guide for step-by-step instructions if you are installing Trellix for the first time.

Step Action
1 Browse to https://<ipaddress>, where <ipaddress> is the IP address,efithe Trellix Core host (192.168.2.100, by
default). {

RESULT

Trellix

Password Q

~\

FORGOT PASSWORD

By logging in you agree to our End User Licence Agreement (EULA)

04.02.2020

(%) COOPER

Lighting Sclutions

2 Enter your Username and Password, and then click Login.

NoTtEes
+ After 10 failed attempts to log in, you will be locked out for 15 minutes.
« If you cannot locate your username or password, contact your Facility Manager to reset the password.

3 To log out, click = to expand the Cooper menu, and then click Log Out.
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3.2 - Changing Default Account Passwords
Follow the steps below to change the default passwords of the predefined Trellix Locate user accounts.

NotE
You will need the Trellix Core IP address and a login account with System Administrator permissions (e.g., “Admin”) to follow this
procedure. Trellix Locate will be hosted on Trellix Core (Enterprise or Virtual).

Step Action

1  Click 2 to display the app menu, then click Trellix Admin, and then click Users. Click Filter, then select the Trellix Locate
checkbox under Applications, and then click Apply Filters.

EXAMPLE
-
o ALL USERS ROLES
Alarms
= | Manage Users + = FLTER  Clearallfilters Search Q
Event Logs .
LOCATE
System
2 0 - o >
e cer Name 4 Ema Application Role m
2
Clients Admin N/A LOCATE System Adrfiimistrat ra

LightingAPI N/A LOCAT &Pany Integrati

I 4

Facrnan N/A LOCATE ‘Fa[i® ‘ 2) /
ITAdmin N/A LOCATE | iniStrator Q y
> 4

2 Type “Viewer” in the Search field, and then pres

EXAMPLE

[\

°
Alarms
. = Manage Users + = AL ear all filters R e
LOCATE
System
E tems perpage 50 ¥ 1-20f2
User Name & Ema Application Role m
2
Clignes User1 N/A LOCATE Viewer 7
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Step Action

3 Click ¢ in the row for that account.
EXAMPLE

& Edit User

Viewer ﬂ CHANGE PASSWORD

Role(s)

k SELECT DEPARTMENT (0}

Rk SELECT AREA OF RESPONSIBILITY (0)

4 Click Change Password, and then enter and confirm the new Password value

Tip
Green check marks are displayed to reflect the password quality as you are entering“and confirming it.

EXAMPLE

& Change Password

New Password

LL L1} i Q

Enter a valid password

R
/

g a0 Qi

Password Expires

5 Click Save Password (shown inset above) when complete. Repeat Steps 2-4 for each of the predefined Trellix accounts
listed in Default Accounts, Roles, and Permissions.

3.3 - Creating a New Account
Follow the steps below to create a new Locate account.

NoTE

You will need the Trellix Core IP address and a login account with System Administrator permissions (e.g., “Admin”) to follow this
procedure. Trellix Locate will be hosted on Trellix Core (Enterprise or Virtual).
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Step Action

1 Click % to display the app menu, then click Trellix Admin, and then click Users.

EXAMPLE
Manage Users + = FLTER  Clear all filters Search Q
LOCATE

& 50 - 3

+ m

Admin N/A LOCATE System Administrator Va
Facman N/A LOCATE Facility Manager B Va
ITAdmin N/A LOCATE IT Administrator B 7’
LightingAPI N/A LOCATE Third Party Integration B ra

2 Click + beside Manage Users. Enter the User Name, Password, and Confi assword values.

Tip
Green check marks are displayed to reflect the password quality as you are entering and confirming it.

EXAMPLE
L 2
&  Add User
User Name
ViewOps Email for Notificat c:ns..o P 4
Pas: r Confirm Password Q
LITITI 1] ]] ........‘ Q /
+/ Between 8 and 16 characters y \

v/ At least 1 number
+" At least 1 special character ( + & % Wegfot allowed)
/' At least 1 upper-case letter

Password Expires

If =elected Pa;sl_‘_.g"d will expire in [+T4] -:Is'_._,‘s ittt eleillelellelelalllelelllelelleleleigh .

Additional Information (optional)

3 Click Assign Roles (show inset above). Select Trellix Locate from the Application list, and then select the appropriate Role
in the Role list.

EXAMPLE

Role(s) for "ViewOps"

Role(s)

Application Role

TrelliX Locate ~  Operator M k  SELECT DEPARTMENT

[ Receive Email Notifications
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Step Action

4 Click Select Department. Select the checkbox for each Department that a user with this Role will be able to access.

EXAMPLE

& Department for "ViewOps"

[ Select All Departments

[ Anesthesiology & Perioperative Care Cardiology [ Cardiovas
[ Critical care Default [ Dermatolc
[ Emergency Medicine [ Endocrinology [ Family Me
[0 Gastroenterology O gest O Intesive cz
[ Maternity Ward [ Medicine. Basic and Clinical Immunology [ Neonatal i

Neurological Surgery Neurology Obstetrics

O Primary C:

[ oncology [ Paediatric intensive care unit

5  Click Add to Role (shown inset above), and then click Cre:
OQ SV
0\ Q V4
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4 - Configuration Management

This chapter describes the features available under Config in the Cooper menu.

NotE
You should have at least one Asset created and connected to a Tag before you begin any configuration.

4.1 - Configuration Page

The Configuration page is shown below with a Building and Floor selected.

o Expand/Collapse Expand/Collapse
Building/  Building Navigation Floor Details

Floor Panel (expanded)  Panel (expanded)
Enable/
= Configuration Disable
° / Tracking for
Default Client Tes) » F1 Details @@ Floor Tracking Enabled this Floor
Most Recent
. Controllers : Sensor
Sele_c‘[!ng Defaults
Building

ALERT : Some sensors may have been modified individually an@{not reflgct these values

and Floor ikl SN

u Enable/
..—— Disable
Choose /‘/' SELECTASSET Office-WAC-... -60dB 255 34 37 18 ® Tracking for
Asset to = Sensors [ 4 : (_ - a ; 7_ ) Y each
Show on e S ~ Controller
Ma - Settings (Enabled)
P R Q BLET
I:I The default values for the configiagtion ar@shown below. BpdatingiHeEe values will change each sensor for all
T (_) BLE 12 controllers on this floor
4 |V | 4 Configuration
Q BLET3 RSSI Cut Off Qs ;
e I categories
O BlE4 (One selected)
= SR N y
Sensors _—| '(_} BLE 15
Available ) &
Q BLE16 (& Repert Inggrval ( Stationdry Jagp©
Q BLE18 l_ . S @\~ 4
@cooes g
“:;4 O BLE 2 REVERT TO DEFAULTS CANCEL UPDATE CONTROLLERS
- V / /
Reset Leave Without Apply Selected Configuration
Configuration to Applying Changes to Controllers
Trellix Default Configuration

4.2 - Configuration Features

The Configuration page provides access to range of Trellix Locate settings relating to Floors, Controllers, and sensors. These are
described below.

4.2.1 - Trellix Lighting Building and Floor Configuration Required

Trellix Locate uses the Building and Floor configuration provided by Trellix Lighting. This includes the Floor Map images (DXF and
SVG/PNG/JPG) that work with fixture and sensor locations. Refer to "Chapter 5 - Building Configuration” in the Trellix Lighting System
Configuration Guide for more details. For specifics on Floor Maps, see “Section 5.6 - About Floor Maps”, and the procedures that follow
it.

4.2.2 - Floor Details Settings
The Floor Details page provides access to the following configuration.

Feature Description

Floor Tracking You can enable and disable Asset location tracking on a Floor.

Controllers You can enable and disable Asset location tracking by Controller.
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Feature Description

Floor Settings You can configure and apply the following sensor settings to one or more Controllers associated with a Floor:
+ RSSI Cut Off: Tile Mount and Fixture Mount (default is -62 dB)
+ Report Interval: Stationary Tag (default is 7 seconds)
+ Report Interval: Tag in Motion (default is 2 seconds)
+ Channel: (default is All Channels)
+ Channel Offset: Fixture Mount (default is 0 dB)
+ Channel Offset: Tile Mount (default is -8 dB)
+ Clear PIR Motion Filtering

Trellix Default Trellix maintains a collection of default sensor settings (e.g., RSSI Cut Off, Channel Offset) that you can apply to
Floor Settings the Floor Settings. This is done using the Revert to Default feature.

4.2.3 - Floor Map

The Floor Map view in Configuration displays sensor and Asset data, including signal strength in numeric and visual (Heat Map) format.

Expand/Collapse Building Visual (Heat Map) Signal Strength for Expand/Collapse Floor
Navigation Panel (expanded) Selected Floor Map Selected Asset Details Panel (expanded)

a /

= Configuration Locate

° X e
e Default Client Test P g » Device Details
[
& L | e : :
asrms L B1 - | \ | ‘ | i
‘ BLE 14
Selecting Building = — = pay ‘ = g
and Floor S ! ) L g | I -
i . | | 1 L 1 J 17T 1T T 1 | Coordinates
Asset Selected f ot BL 4 BT T[]
sset Selected for = . -50 dB —B
Calibration Lo | q.t= [/ | @d [ | IE RSSI 0
Tags 'R 1 'BLE 27, BLE 22| { = )
S -
. 4 ds  BLE41 8dB N/A Bl -
r;-: - -~ ¥32 0 B ¥
Sensors Available \" Q BLEM | 2 s
——— O] D 1 Vi
Cj; Q BLE12 E44 B 2 %F} 1_14, —e
- - N/A 37dB  N/A- !
© K BEIIE —n é" - — -60 dB
Sensor Alarm IR BLE13  BLE31 BLE12 wsBLE 14 BLE20 BL
StatusBar Q Blen N/A & Asset N/A 4 it
(Green = 0K) O BLETS | fham{ 15-06-2020 09:45:16 : -44 dB
Y +BLE3 & Heatmap 15-06-2020 09:45:16 : -44 dB
—N/A 15-06-2020 09:45:16 : -44 dB
Q BLET6 Selected Sensor 3 RSSI Values \ 4l | 8 15-06-2020 09:45:16 : -44 dB
! 15-06-2020 09:45:16 : -44 dB
Q BLE18
— - Lt Labels
ey Q BLE 2 ) / @@ enabled
Visible Layers  Numeric Signal Strength Show/Hide
Values for Selected Grid (shown)
Asset
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4.2.4 - Device Details

The settings for a sensor are available when it is selected on a Floor Map.

» Device Details

Coordinates

“ X: 648.3717 px

Y: 536.9233 px

——— RSSI

B"Lﬂ Channel

om -;:

Choke Point
& 15} 2] . A
1 Disabled

f /] =.I5EI

o8 gt Label Placement

-«.'.'%B—i:'lsﬁh— Shape

as

a o= E @ Enabled

I

You can modify the following settings:

e Sensor Location (X and Y Coordinates)
e RSSI Cut Off

e Channel Offset

e Choke Point Status

e Map Label Placement

e Map Icon Shape

e Read Temperature & Humidity

¢ PIR Motion Filtering

(Device) Enabled/Disabled

NoT1e
The Choke Point Status and Read Temperature & Humidity features are mutually exclusive. You cannot enable both on a single device.

4.2.5 - RSSI Cut Off

The RSSI Cut Off setting of a sensor determines the minimum signal strength required from a Tag before its location will be reported.
For example, if the RSSI value is set to -79 dB then only Tags at or above that level will be reported by that sensor.

4.2.6 — Choke Point Status

A Choke Point is a location where high traffic is likely, such as the entrances to buildings, hallway intersections, and doorways. Enabling
Choke Point status will increase the sensor scan rate to provide better accuracy. This will generate more network traffic, however, so
the number of sensors with Choke Point enabled should be kept to a minimum (e.g., 5 or less per WAC). An alert will be displayed if you
attempt to enable more than 5.

4.2.7 — Read Temperature & Humidity

Telemetry data reading can be enabled in devices that support it. The temperature and humidity data provided will be reported as high
priority, meaning every 5 seconds. A maximum of 10 devices per WAC may have this feature enabled. An alert will be displayed if you
attempt to enable more than 10.
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4.2.8 - PIR Motion Filtering

PIR occupancy data can be used to improve room-level accuracy. PIR Motion Filtering is helpful when motion activity occurs just
outside a room but is incorrectly interpreted by a BLE sensor as being inside the room. PIR filtering works by comparing the room'’s
occupancy data with the BLE sensor data. If the PIR sensor shows the room is unoccupied, the inaccurate BLE reading is filtered out
(suppressed). The reading of PIR data must be enabled in Trellix Locate.

4.2.9 - Integrated Sensors — A Special Case

The exact position of BLE sensors is the key to reliable location data. By integrating sensors with light fixtures, the location data
available is increased with no added installation cost. The size and placement of light fixtures on a Floor Map is specified in the DXF
data files configured in Trellix Lighting. A sensor can be installed in various locations within a fixture, however, and the Trellix Locate
configuration must match the actual sensor location to deliver accurate data. The diagram below illustrates possible sensor positions
in a fixture, and shows a mismatch between the configured and actual sensor positions.

Configured Sensor Position Possible Sensor Positions

e

Actual Sensor Position
Trellix Locate lets you edit the Floor Map to align the configured sensor position with its actual position in the fixture.
4.3 - Configuration Management — A Walk-Through )

This walk-through follows a fictional user, Sam, as heworks with,the, Configuration page to check the RSSI for a Sensor with respect to
a selected Asset.

Phase Description

1 Sam navigates to the Config page, and then selects a Building and Floor. Trellix loads and displays the Floor Details, and
a list of Sensors.
REsuLT
= Configuration Locate
Q
tocate  Default Client Test » F1 Details @ Floor Tracking Enabled
. B1 Controllers
Ee o o Settings
@ The default values for the configuration are shown below. Updating these values will change each sensor for all
Assets .
e — controllers on this floor
2
Tags RSSI Cut Off @
Sensors
D::(‘s Q BLE 11 Report Interval ( Stationary Tag) @
Q BLE12 Report Interval (Tag in Motion) @
Q BLE1S Channel @
Q BLE14

Channel Offset @
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Phase Description
2 Sam clicks Select Asset to find an Asset for sensor signal strength testing.
REsuLT
& Select an Asset (* Q %» F1 Details
e ’ Controllers
@ Circle_1
Settings
&+ Circle_10
The default value
|sm Circle 11 controllers on thi
& Cirde_12 [ RSSICut Off
mn Circle_13
[ Reportinten
2 Circle_14
[J Report Intery
® Circle_15
M Circle_16 [0 Channel @
3 Sam clicks Circle_14 in the Asset list, which displays a Floor ‘@ gthe et location, and then clicks Done.
REsuLT *
Default Client Test &« G
Building
B1 -
foor
F1 S ) 0\ P 4
Atcircle_14 o
Sensors . =Se———— N
Q BLEM
=l g o i
Q BLE12
L LA . BLE 18 .BtEggé ~ miets. Bleds)
Q BLE13 i E 1
| i
= 1 BEE27 BLE 22 |
Q BLE14 dg BLE41 | | A BBLE 37 2|
- N/A | = N/A - IT
| L LBLE 1 Mgyl |
O BLE15 11 %291_‘4 MIA g BLEQ
— MSA b = !dn
|BLE13 BLE 31 BLE E14 BLE20 4 BLE 16 |
Q Bt | iM8cR (BBCB M9dE | N/A 3808 NA 008
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Phase Description

4 Sam selects the sensor he is interested in, BLE 14, and then clicks & to focus on it.
REsuLT
Default Client Test « sﬂﬂi » Device Details
A BLE 41 N/A 42 dBBLE
- N/A > : N/ BLE 14
» v BLE2SHSS | »
- SO BB VA BLE o
m— N/A N/A ~ 3 | z
&C\rCIeJL K ! i
X: 427.6181 px
3LE 31 BLE 12 E14 BLE20 'BLE
Q BLEN N/A N/A 46 dB N/A \i Y: 726.09106 px
e BLE30  BLES .- =
'Q oLE 13 N/A- o528 (/ 1'
| O BLE14 Rl | . | Channel
Q BEER A.A v l- Choke Point
s % e
Q BLE1S
Q BLE 2 ' Q‘szx‘blemyers "“‘ 'Q vQ e & ﬁ 2@ cnabled

5 By reviewing the Floor Map, Sam can see that BLE“14 has an RSSI,6f -46 dB for the Circle_14 Asset. With the Heat Map
layer enabled, under Visible Layers, they can,quickly see how,the BLE 14 signal strength for this Asset compares to other
nearby sensors (darker purple equals stronger signal).

6 To view a short history of the/RSSlvalues over time, Sam-expands the RSSI section in the Device Details panel and sees
the Runtime values list.

RESULT

RSSI

g,
ABE 14 BLE2( ©°

N/A 15-06-2020 11:23:27 : -46 dB
15-06-2020 11:23:27 : -46 dB
15-06-2020 11:23:27 : -46 dB
15-06-2020 11:23:27 : -46 dB
15-06-2020 11:23:27 : -46 dB

m

4.3.1 - Filters, Sorts, and Searches

There is an Asset search feature in the Visible layers menu of the Map Display Tools that searches the Name and MAC ID fields. The
Configuration page does not support any other filtering or sorting.
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4.4 - Configuration Procedures

This section includes procedures for using the main Configuration page features.

4.4.1 - Using the Map Viewing Tools on a Floor Map

The Map Viewing Tools, as they appear on a Floor Map, are shown below. The Visible Layers menu options are shown separately.

“

Procedure
The table below describes the use of each Map Viewing tool.

Tool Action

Enable or disable the display of the following Floor
Asset Map information:

+ Asset: Select and display an Asset, or hide Asset
Heatmap display

+ Heatmap: Show or hide visual signal strength map
RSSI Values for sensors detecting the selected Asset

+ RSSI Values: Show or hide the numeric signal
Labels strength values for sensors detecting the selected

Asset

Visible Layers + Labels: Show or hide sensor labels

Click to center the selected Asset and zoom,in on it

| iy | H H
Lk (available only when an Asset is selected)
Focus
Click to fit the entire Floor Map intothedisplay area
KA
& |

Show Entire Map

Click to Zoom Out

Q

Zoom Out

Click to Zoom In

Q

Zoom In

Click to select and drag the map position

L

Drag

4.4.2 - Displaying a Sensor on a Floor Map

Follow the steps below to display a sensor on the Configuration page.

Step Action

4 - Configuration Management

1 Click Config, then select a Building, and then select a Floor.

Scroll through the Sensors list to find the one you want.

2
3 Click the desired sensor in the list to display it on the Floor Map with its Device Details panel expanded.
4

Click (® to focus the Floor Map on the selected sensor.

Release 8.0
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4.4.3 - Displaying an Asset on a Floor Map
Follow the steps below to display an Asset on a Floor Map of the Configuration page.

Step Action

1 Click Config, then select a Building, and then select a Floor.
2 Click Select Asset (above the list of sensors) to display the Asset selection panel.
ExAMPLE
& Select an Asset (* Q
= Circle_1
&% Circde_10
lsm Circle_11
3 Scroll through the list to locate the Asset you want, or click Q to seargh«for it by name. Select the Asset to display it on
the Floor Map, and then click Done.
ExamPLE
Default Client Test &«
B1 BLE 35
t dB
.BfEGZT’
BLE 41 N/A
i i pui e 25L
1 BLEZ21 NIA
| Nf+| -
% Watch_11 2
Sensors
Q BLET
4 To choose a different Asset, click the current Asset button (above the sensors) to display the Asset selection panel.

4.4.4 - Displaying Heat Map and Relative Signal Strength
Follow the steps below to display the Heat Map and RSSI data on a Floor Map of the Configuration page.

Step Action

1 Show the target Asset as described in Displaying an Asset on a Floor Map.

2 Click Visible Layers in the Map Viewing Tools.

Release 8.0 www.cooperlighting.com
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Step Action
3 To see a visual display of signal strength data for the sensors picking up the current Asset, select the Heat Map
checkbox.
EXAMPLE
B o, e T TSa
> ,on | A— 7,-~. -“r.-
[.‘@ ——. b Ku " B Asset &L "wm 1
| Heatmap
e i ————
s . )
[ RSSI value w a afl: 15
4 To view a numeric display of signal strength data for the sensor§,picking up the current Asset, select the RSSI Values
checkbox.
EXAMPLE
¥ i
-59 dB V
, 62 dB
. s
A N7A
B 39) S
- 1 1 M Asset e
| Heatmap
Oubes e ———
RSSI Values w aQa a 2 W
Release 8.0 www.cooperlighting.com
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4.4.5 - Using the Map Editing Tools on a Floor Map

The Map Editing Tools, as they appear a Floor Map, are shown below.

4 - Configuration Management

/7 T H
Edit Paint Grid
Procedure
The table below describes the use of each Map Editing tool.
Tool Action
Click to begin a sensor location editing session.
,’
Edit
o) Click to discard the changes made in the current editing session.
Revert
B Click to save the changes made in the current editing session.
Save
- Click to copy the selected sensor configuration, and then click on oneé erMore sensors to apply the copied
configuration to them.
Paint
i Click to show or hide a grid overlay.
Grid

4.4.6 - Relocating an Integrated Sensor on a Floor Map

Follow the steps below to change the location of an integrated sensor inthe Configuration page.

Step Action

1 Click Config, then select a Building,.andthen seléct a Fleor.

Scroll through the Sensors list tofind'the oné you want:

2
3 Click the desired sensor in thé€ list to display it on the Floor Map.
4 Click Edit in the Map Editing Tools.

Note
An integrated sensor will appear as a green dot inside a grey light fixture shape.
EXAMPLE
_ /s T B _ _
Default Client &« Edit Paint Grid » Device Details
Office Building 1 . M
BLE 19
Office Floor B ®
Coordinates
Sensors
X: 349.0792
Q BLE10 2
O BLE17 BLE 19
Y: 264.33847 pX
Q BLE19 *
Q BLE23 NGa
| - —m RSS!
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Step Action
5 Drag the green sensor dot to the desired location in the light fixture.
Note
You can also edit the X and Y Coordinates in the Device Details panel to change the sensor location.
EXAMPLE
al © B T B
Default Client « Edit Revert  Save Paint Grid » Device Details
. ;I -
Coordinates
Sensors
O BLE 10 X: 320.76865 px
0 st BLE 19 _
b Y: 265.41075 px
Q BLE19 ( |
BLE 42 .
Q BLE23 " E ¢ LI
1 a g RSSI

6 Click Save to apply your changes, or click Revert to discard thems

4.4.7 - Using the Paint Tool to Edit Multiple Sensors Quickly
Follow the steps below to apply the configuration of a selectedssensor.to one offnore other sensors.

Step Action

1 Click Config, then select a Building, and then'select a Floor.
2 Scroll through the Sensors list to find the one you want.
3 Click the desired sensor in the list to disple?y it on the Eloor Map. Use the Map Viewing Tools to scale the Floor Map so
that all of the sensors you wantsto modify are visible:
Norte
You can edit the configuration‘ef the selected sensor before using the Paint feature.
ExamPLE
7 T H ) )
Default Client &« Edit Paint  Grid » Device Details
Office Building 1 \=¥I e
Office Floor B ®
Coordinates
Sensors
Q BLE10 X: 349.0792 px
Q BLE17 BLE 19
. - Y: 264.33847 px
Q BLE19
= BLE 42
Q BLE23 -
R - rm RSS!
Q BLE24
Q BLE 28 BLE 43 Channel
LE 28 - - i
Q BLE3 : ] Choke Point
el Rl LR
Q BLE 34 & Visible layers w Q Q I & ﬁ [" ® Enabled
O RiFa | | I ! d
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Step Action

4 With the sensor still selected, click Paint to copy the configuration of the selected sensor. Next, click one or more
sensors to apply the copied settings to them.
EXAMPLE
7 T H#

Default Client « Edit Paint Grid » Device Details

Office Building 1

BLE19
Office Floor B ® coordinates
Sensors
Q BLE 10 X: 349.0792 px
Q BLE17 BLE 19
- ° Y. 264.33847 px
Q BLE19
- BLE 42
Q BLE23 ,—E |
9 RSS!
Q BLE24
Q BLE 28 BLE 43 P 4\ Channel
LE 28 - - - i
Q BLE3 ? ] Khoke Point
: om0 [ V] \o
Q BlE3 e usnemes ) Q@ @ 22N e ) Erabies
QO RiFa | | N N@Eh as d N ) |
5 Click Paint again to end the painting operation.
4.4.8 - Enabling and Disabling Asset Tracking by Floor or Controller
The Details for a selected Floor on the Configuration page“are shown below.
Cooper » Office FlogFA Qetails @ Floor Tracking Enabled

Office Building 1 v Ghntrollexs

ALERI : 86me sensors may have been modified individually and not reflect these values

Office Floor A - ©
Sensors
Office-WAC-... -80 dB 7s 4s 37 0 [16)
Q BLE19 Office-WAC-... -80 dB 7s 4s 37 0 ©
Q BLE23
Procedure
Follow the steps below to enable or disable Asset tracking by Floor or Controller.
Step Action
1 Click Config, then select a Building, and then select a Floor.
2 To enable or disable tracking for the Floor, click Floor Tracking Enabled in the upper right corner to toggle its current
status.
3 To enable or disable tracking for a Controller, click Controllers to show the available Controllers, and then click Tracking

Status for the desired Controller.
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4.4.9 - Changing the Settings for All Sensors on a Floor

The Sensor Settings for a selected Floor, which appear on the Floor Details page, are shown below.
» Office Floor A Details #® Floor Tracking Enabled

Settings

The default values for the configuration are shown below. Updating these values will change each sensor for all controllers on this
floor

RSSI Cut Off @

— e -80 dB

Report Interval ( Stationary Tag) @

m

—e9 7

Report Interval (Tag in Motion) @

w

_— 9 4

Channel @

37

N v CANCEL UPDATE CONTROLLERS

Procedure
Follow the steps below to modify one or more configugation values forall sensors on a Floor.

Note
The Settings form is automatically loaded withithe,Trellix default\valdes for each setting.

Step Action

4 - Configuration Management

1 Click Config, then select a Building, and then select a Floor.

2 To change the RSSI Cut Off, select the checkbox beside it, and then either drag the slider or edit the dB value directly.

3 To change the Report Interval (Stationary Tag), select the checkbox beside it, and then either drag the slider or edit the s

(seconds) value directly.

4 To change the Report Interval (Tag in Motion), select the checkbox beside it, and then either drag the slider or edit the s

(seconds) value directly.

5 To change the Channel, select a different value from the list.

To Clear PIR Motion Filtering, select the the checkbox beside it.

7 + To change the settings you modified back to their Trellix default values, click Revert to Defaults.

+ To exit without making any changes, click Cancel.
+ To apply your changes, click Update Controllers.

4.4.10 - Reverting All Sensor Settings on a Floor to Trellix Defaults

Follow the steps below to apply one or more of the Trellix default settings to all sensors on a Floor.

Step Action

1 Click Config, then select a Building, and then select a Floor.
2 Select the checkbox for each Setting you want to set to its Trellix default value.
3 Click Update Controllers at the bottom of the page.
Release 8.0 www.cooperlighting.com
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4.4.11 - Enabling, Disabling, and Changing the Individual Sensor Settings

The sensor settings appear in the Details panel when a sensor is selected.

ntegrated Sensor 7
N/A

-Elntegrated Sensor 28
N/A
_EIntegrated Sensor 29
N/A

ntegrated Sensor 18

Integrated Sensor 19
N/A

Integrated Sensor 21
N/A

Integrated Sensor 22
N/A

Integrated Sensor 23
1

ntegrated Sensor 24

Integrated Sensor 25
N/A

Q I & M|

Procedure

Follow the steps below to enable, disable, or modify sengor settings.

IMPORTANT

Cooper Lighting Solutions recommends that you do not, change the Channel or Choke Point settings unless you fully understand the

» Device Details

Coordinates

RSSI

Channel

Choke Point

Label Placement

Shape

Read Temperature &
Humidity

L]
@ ctnabled
PIR Motion Filtering
@ Enabled

potential impact of a change.

Step Action

4 - Configuration Management

1 Click Config, then select a Building, and then selecta Floor.
2 Click a sensor in the Sensors list for the selected Floor to display the Details panel.
3 To change the sensor location on the Floor Map:

1. Click Coordinates to expand that section.
2. Edit the X and Y values, or drag it on the Floor Map.

EXAMPLE

Coordinates

X: 648.3717

Y: 536.9233

px

px
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Step Action

4 To change sensor signal strength settings:
1. Click RSSI to expand that section.
2. Drag the RSSI Cut Off slider or enter the dB value directly.

EXAMPLE
RSSI
[}
N/A
]
—e
79 dB
5 To change the sensor communication channel (not recommended unless you fully understand the potential impact):

1. Click Channel to expand that section
2. Drag the Channel Offset slider or edit the dB value directly.

ExAMPLE N
Channel
@
—e
0 dB
6 To enable or disable the sensor as a choke point,(not recommended unless you fully understand the potential impact):

1. Click Choke Point to expand that section\.
2. Toggle the Choke Point button to the desired state.

ExampLE 9
Choke Point
@
Disabled
7 To change where the sensor label appears on the Floor Map:

1. Click Label Settings to expand that section.
2. Click the desired placement of the label (with respect to the sensor icon).

EXAMPLE

Label Placement

® Top Middle

Bottom
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Step Action

8 To change the shape of the sensor icon on the Floor Map:
1. Click Shape to expand that section.
2. Click the desired shape.

ExampLE
Shape
@ Endpoint Sensor Va
B RectTest Vi
B Light Fixtures Vad
@ Ssensors Va
. testShape V4
. Keypad Va
AN
9 To change the default sensor shape settings:

1. Click #* beside the shape.

2. Edit the name.

3. Click Rectangle or Circle.

4. Edit the Width and Height.

5. Click Update to apply the shape settings.

EXAMPLE

Edit Default Shape

Endpoint Sensor T

(® Rectangle Circle

0.00868 ft 0.00868 ft

CANCEL UPDATE

10 To enable or disable the sensor for Temperature and Humidity reading:
1. Click Read Temperature & Humidity to expand that section.
2. Toggle the Enabled button to the desired state.

EXAMPLE

Read Temperature &

Humidity

@ crabled
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Step Action

4 - Configuration Management

11 To enable or disable the PIR Motion Filtering:

1. Click PIR Motion Filtering to expand that section.
2. Toggle the Enabled button to the desired state.

EXAMPLE
PIR Motion Filtering

@ cnabled

12 To enable or disable the sensor, toggle the Enabled button at the bottom of the Device Details panel to the desired state.

EXAMPLE

o S ) Label Placement

CER | Testing
Table Shape

Q p

2
= H @ tnabled

—_—

Q
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5 - Department Management

This chapter describes the features available under Depts in the Cooper menu.

5.1 — The Departments Page

The Departments page is shown below with a filtered list of Departments. A search string has been applied (“neuro”) and the Neurology

Departments has been selected, causing the Details panel to appear.

Create New Selected Search
Department Department Department

= Departments LOCATE

Traek + ADD DEPARTMENT neuro o X DepartmentDetails # EeDIT
a A .
fem Neurological Surgery Neurology Neurology
Event Logs Users
Locateman
18] Public

Edit
Selected
Department

Department

. / Details Panel
‘ 0

>
N\

\ Q MANAGE USERS

@ coorer DELETE DEPARTMENT
14:15

Delete Selected
Department

5.2 - Filtering and Searching
When viewing the Departments page, you can use a search to limit the Departments shown.
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5.3 — Department Management — A Walk-Through
This walk-through follows a fictional user, Josef, as he works with the Depts page to create and edit Departments.

Phase Description

1 Josef navigates to the Depts page and sees the grid of configured Departments.
RESULT
= Departments LOCATE
Q -
Track + ADD DEPARTMENT earch Q
°
Heme Anesthesiology & Perioperative Care Cardiology
S
8] Cardiovascular intensive care unit Critical care
Assets
;a: Default Dermatology
E Emergency Medicine Endocrinology
O
2 The first change Josef wants to make is to change the name ology artment, so he searches for “neuro”.
This reduces the grid to just two items, and he clicks Neurology pen th ails panel.

r;: e X DepartmentDetails # EDIT

RESULT &\

+ ADD DEPARTMENT

Neurology

Neurological Surgery
“ I Lgc:ateman
¢ , Public
Saurav
Dani
Jobelle
Admin
Manu
3 Josef clicks Edit to continue, and then changes the Department name to “Neurology and Brain Injury”.
RESuLT
+ ADD DEPARTMENT neuro X Edit Department Details

Neurology

Neurological Surgery ‘ Neurology and Brain Injury

CANCEL

SAVE
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Phase Description

4 Josef clicks Save to apply his change and sees that the Department name has been modified.
RESuLT
+ ADD DEPARTMENT neuro © 1 x DepartmentDetails  # EDIT
Neurological Surgery Neurology and Brain Injury Neurology and Brain Injury
Locateman
Public
Saurav
5 Next, Josef needs to add a new Department. He clicks + Add Department, and then enters “Acupuncture” as the

Department name.

REsuLT

+ ADD DEPARTMENT

Acupuncture o gest |
V_
Dermatology Emergency Medicine
Family Medicine. Geriatric Medicine & Gerontol... Medicine. Basic and €linicalf@munolegy
6 Josef clicks B to create the new Department, which then appears in the grid.
ResuLT
+ ADD DEPARTMENT a
~
L}
Acupuncture \ gest
|
Emergency Medicine Family Medicine. Geriatric Medicine & Gerontol...
RAnAdirionn Doarmis ~e A Climimal lmmmm L Moasiealamical Coavmnms
7 Josef clicks = to expand the Cooper menu, and clicks Logout to end his Trellix Locate session.

5.4 - Department Procedures
This section includes procedures for using the main features of the Departments page.

5.4.1 - Editing a Department Name

Follow the steps below to edit the name of a Department.

Step Action

1 Click Depts, then select a Department to display the Details panel.
2 Click Edit, and then edit the Name field.
3 Click Save.
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5.4.2 - Adding a New Department

Follow the steps below to add a new Department.

Step Action
1 Click Depts, and then click + Add Department.

2 Edit the Department name, and then click B to create the new Department, or click € to cancel.

5.4.3 - Assigning Departments of Responsibility

As described in System Access - Accounts, Roles, and Departments, the Assets visible to a user depend in part on the Departments
assigned to them. Follow the steps below to view and modify the Departments assigned to a user.

NoTEe
You must have System Administrator privileges to perform this procedure.

Step Action

1 Click i to display the app menu, then click Trellix Admin, and then click Users. Click Filter, then select the Trellix Locate
checkbox under Applications, and then click Apply Filters.

EXAMPLE

Manage Users  + = FATER Clear all filters ‘ ’ Q
All Roles LIGHTING Q

(1/ ) >

m

a.ufg?;} ||| £ S

Gl Admin N/A |strator ra
Facman N/A lGHTIN mty anager g Vd
ITAdmin N/A L[G Admumstrawr [x] Vd
2 Click #* beside the user accou ant to access
EXAMPLE
& Edit User
User Name
Viewer Email for Notifications... B CHANGE PASSWORD
Role(s)

k SELECT DEPARTMENT (0)

Receive Email Notifications
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Step Action

3 Click Select Department, and then select all Departments that this user will be able to view.
EXAMPLE

& Department for "ViewOps"

[0 Select All Departments

[J Anesthesiology & Perioperative Care Cardiology [ cardiovasi
[ Critical care Default [J Dermatolc
[J Emergency Medicine O Endocrinology [J Family Me
[0 Gastroenterology [ gest O Intesive ca
[J Maternity Ward [ Medicine. Basic and Clinical Inmunclogy [J Neonatal i
Neurological Surgery Neurology Obstetrics
[ Oncology [ Paediatric intensive care unit O Primary C:

CANCEL ADD TO ROLE

4  Click Add to Role (shown inset above), and then click Update.
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6 — Tag Management

This chapter describes the features available under Tags in the Cooper menu.

6.1 — The Tags Page

6 — Tag Management

The Tags page is shown below. A search string has been applied (“2646") and one of the matching Tags has been selected, causing the

Details panel to appear.

Displayed Tag
Count

T:g Manage Tags (3) C
»o
- Discovered Tags (1)
Tags Found
but not =
Enabled -
] 2646D6
Tags
o
D.' Enabled Tags (2)
Enabled
Tags
Q@ B 2646D5
Config
] 2646D9
Selected
Tag
@ coge

15:56

Refresh
Display

= FILTER

Q’\

6.2 — Departments and Asset Visibility

When viewing the Tags page, the displayed Tags assigned to Assets are always limited to those in Departments that are assigned to
you. Tag display assumes the Tags have been set up using the Tag Configuration App, are powered on, and are in the vicinity of

sensors with location enabled.

Release 8.0

Display Filter Options

2646 (-]

O

Search Tag List

LOCATE

X Tag Details # EDIT Tag
Details
@ BULK ENABLE ; . Sidebar
Unknown
50 v Tao M.
2646D5 Enable a
. - Selected
. Set of Tags
tag_2646D5
tag_2646D6 Disabled
0 Hl-Jman Badge
‘ ;Ei,\i }
\ ) " ssignes
tag 2646D5 Assigne: xrianBane Q I;i;nfB;rtery
tag 2646D9 Af Raj_B. ery/
Q . Disable/Enable
/ o b Selected Tag

mm

Export Tags to
Excel

Delete
Selected Tag
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6.3 — Tag Management — A Walk-Through

This walk-through follows a fictional user, Lena, as she works with the Tags page to enable new Tags that have been discovered,

Phase Description

6 — Tag Management

1 Lena navigates to the Tags page and sees the list of 307 Tags, divided into 176 Enabled Tags and 131 Discovered Tags

(not enabled).

REsuLT

= Tags Locate

= Search
Trace Manage Tags (307) C = FILTER Q
-p Discovered Tags (131) @ BULKENABLE v
Alarms
= Enabled Tags (176) Items perpage 50 ¥ 1-500f176 >
Event Logs
2] Bartery Level TagMACID 4 Tag Name fest ConneaedDare Status Tag Model Asset Name m
. and Time
[ 1] SF8CF3 tag SFBCF3 11-12-2019 16:50  Assigned Sonni 050 CF3 888 @
Tags
. SF8CF5 tag SF8CF5 11-12-2019 17:15 Assigned Dr_Who_CF5_9999... [+] Vd
s
an
= I SF8CF8 tag SFBCF8 11-12-2019 16:51 Assigned Sonni_046_CF8 [+] Va
2 Lena has been given a list of Discovered Tags to enable, so she
REsuLT Q
& Enable Multiple Tags \ (\
e \1
STEP 1:Select Tags earc STEP 2: Enter Parameters
0 of 131 selected Items pag=O 1-5
o~ Name b
: O
] tag_286CA9
] tag 286CAA
O 286CAB tag 286CAB
a 286CES tag_286CES
(] 286CE6 tag 286CE6
(] 286CE9 tag 286CE9
(] 286CEA tag 286CEA
CANCEL ENABLE TAGS
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3 Lena selects all but one of the Tags, and then she selects Asset Tag 1yr for the Type (of Tag).

RESULT

& Enable Multiple Tags

Tag Model

STEP 1:Select Tags (% SFED
40f 131 selected Items per page 50  ~ 1-40f4
MAC ID Mame
SF8D70 tag 5F8D70
5F8D78 tag 5F8D78
5F8D89 tag 5F8D89
SFBDIF tag SFBD9F
4 Lena clicks Enable Tags (shown inset above), and the selected Tags aré
RESuLT
Manage Tags (307) C = FILTER
L 4
Discovered Tags (127)
Enabled Tags (180)
Battery Level TagMACID 4 Tag Name bt
] SFBCF3 tag SF8CF3 2019 16:50 7
I 5F8CF5 2-2019 Jab c7
i SFBCF8 11-12-2019 Assigned 7
B SFRCFD 26-09-201914:47  Assigned 7
] 5F8DOF tag SF8DOF 11-12201917:12  Assigned 7
i 5F8D1B tag SF8D1B 12-12-201911:17  Available c7
] 5F8D1C tag 5F8DIC 12-12-201911:17  Assigned c7
] 5F8D1D tag 5F8D1D 12-12201911:17  Assigned 7
0 5F8D1E tag 5F8D1E 12-12-2019 11:17 Assigned c7

STEP 2: Enter Parameters

Search

® BULKENABLE  ~

Asset Name

Sonni_050_CF3_888

Dr_Who_CF5_9999...

Sonni_046_CF8
Automation
Sonni_043_DOF
N/A

Chirag 068 D1C
Kishore_069_D1D

Demeng 070 D1E

ltems per page 50 ¥ 1-500f 180 >

0 8 8 @O @ 8 0
A Y. T T T T

v

EXPORT TAGS
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Phase Description
5 A third-party request has been approved to receive a complete list of the Tags for application development. Lena clicks
Export Tags on the Tags page, which generates a file named “ExportTags_20190929073224.xIsx”. Lena chooses to open
the exported file in Excel when prompted and reviews the spreadsheet content before sending it to the third-party
developers.
RESuLT
AutoSave D)< < ExportTags_202007220120d6xlsx - Excel P Search Ken Dow | = = |
File Home  Insert Draw Page Layout Formulas Data Review  View  Help ¥ Share 3 Comments
f  Tagd
| 1 | Tag Name [Asset Name Type
¥} ce5580c9-bb96-44e9-8c5¢-093d93572f20 tag_5F9002
£l 2b65e337-6ebd-4977-aaab-fa2169c605f9 SF8DAB tag_SF8DAB Sonni_030_D4B Human Badge
il 1dfa6fcd-f1ef-489d-9720-0b39d9c516f9 SFED4A tag_SFEDAA |Sonni_029_D4A Human Badge
b9bbbdgb-79d0-4695. decb52541 SF8DA1  [tag SF8DA1 Huddle_016_DA1 Human Badge
[l 36ba764c-0fa7-4428-a765-2454feba0fd8 SF8D95 tag_SF8DI5 PJ_004_D35 Human Badge
45851-7802-45be-801b: ddacd SF8D43 tag_SF8DA43 [Sonni_022_D43 Human Badge
£l 16392667-bb2b-4a5¢-8f07-bd78cfa0dfd0 SF8DA3  [tag_SF8DA3 Q_Huddle_018_DA3_888 Human Badge
LR 64561770-19c7-49ef-9168-4a4754008e86 SFEDAE tag SFEDAE Riz_033_D4E Human Badge
pLi)| 85594813-ec65-4474-94e5-650d4952abb3 SFEDED tag_SFEDED |Sonni_047_D8D Asset Tag Syr
iEN Scca9326-b692-40b6-af59-515d6e40e19a 5F8D33 tag_SF8D33 Tony_075_D33 Asset Tag Syr
6 Lena has another request to correct the name of an unassigned Tag that wasiset up incorrectly. She searches for the

MAC ID provided (“5F8CF3") and quickly finds the Tag. Lena notes that the Tag Name does not correspond to the Tag

MAC ID as required by site policy.
REsuLT

Manage Tags (1) C = FILTER

Discovered Tags (0)

Enabled Tags (1)

B SF8CF3

tag SF8DD7

ar B

-0

R 12-2009 16:50

AN

Assigned

N/A

5i8cf3 o

Sonni 050 CF3 888 & /

7 To edit the Tag, Lena clicks #, then edits the Name*6 “tag_5F8CF3" to align with the MAC ID.

REsuLT

& EditTag

SF8CF3 tag SF8CF3

Asset Tag Syr

CANCEL save B

YT TTTTS
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8 Lena clicks Save (shown inset above) and then searches the Tags again to confirm the change.
RESuLT
Manage Tags (1) C = FILTER S5F8CF3 Q

Discovered Tags (0)

Enabled Tags (1) 50

SF8CF3 tag SF8CF3 11-12-201916:50  Assigned N/A Sonni_050_CF3_888 B 7/

9 Lena clicks = to expand the Cooper menu, and clicks Logout to end her Trellix Locate session.

6.4 — Tag Procedures
This section includes procedures for using the main features of the Tags page.

N
6.4.1 - Filters, Sorts, and Searches
The features that apply specifically to the Tags page are listed and describedibelow.
Feature Description
Filtering The Asset Management filters support thé standard Building,'Flof, Department, Category (Object or
People), and Category Type filters.
Sorting + The Discovered Tags list supportsisorting by Tag MAC ID"and Tag Name.
+ The Enabled Tags list supports searching of the Name, Asset ID, Asset Type, and Tag MAC ID fields.
Simultaneous A search returns results forfboth the’DiscoveredTags and Enabled Tags lists.
Search
~N

6.4.2 - Editing a Tag
Follow the steps below to edit the Tag data.

Step Action

1 Click Tags, and then apply the necessary combination of filters and search to find the Tag you want edit.

2 Click #" for the Tag.

EXAMPLE
& Edit Tag
AT0DFS 28 ATODFS Human Badee prms e et :
¢ i ¢ I CANCEL :
3 Edit the Name, then select the Type, and click Save (shown inset above).
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6.4.3 - Enabling and Disabling a Tag
Follow the steps below to enable or disable a Tag.

Note
The number of Tags that can be enabled is limited by your license. You will be prompted if you try to exceed that limit.

Step Action

1 Click Tags, and then apply the necessary combination of filters and search to find the Tag you want edit.

2 Click the Tag row to display the Tag Details panel, and then toggle the Enabled button to the desired state.

6.4.4 — Bulk Enabling a Set of Tags

Follow the steps below to bulk enable a set of Tags.

Step Action

1 Click Tags, and then click Bulk Enable.

Norte
The Bulk Enable button will be unavailable if there are no Discovered Tags.

2 Apply any filters or search needed to limit the number of Discovered Tags/displayed, and then select the checkbox for

each Tag you want to enable. Select the Type that will apply to all the Tags,you are about to enable.

EXAMPLE

& Enable Multiple Tags

STEP 1: Select Tags C oo A & STER@:Entef/Pagameters
* N As‘:et Tag 1yr

a ‘
2646D6 tag J6AED6

2646D5 88 2646D5

2646D9 tag 264609

264730 tag 26478R

26473E tag 26473E

26473F tag 26473F

3 Click Enable Tags (shown inset above).

6.4.5 - Exporting Tag Data

To export Tag data to an Excel file, click Tags, then click Export Tags, and then save the file.
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7 — Asset Management

This chapter describes the features available under Assets in the Cooper menu.

7.1 - The Assets Page

The All tab of the Assets page is shown below with a filtered list of Assets. The list is divided into two groups: Assets that have Tags
assigned; and Assets that do not. A search string has been applied (“Office”) and one of the listed Assets has been selected, causing
the Asset Details panel to appear.

All Assets Add an All Asset Display Filter Remove Search
Tab Asset Types Tab Options Applied Filters Asset List

Assets
Asset

Applied Details

9 . ;

Filters teo | T X Asset Details /7 oI Panel
N Manage Assets (2) + = FILTER  Clear all filters Lty o
Alarms A

Assets not Standard Details

Assigned w‘
toaTag | e

CL_BabyMonitor_89_060_888

Asset(s) without Tag (0) Assign a
Category
i No Assets without Tags found. Try again with a different input Selected
® Set of
- Type Assetstoa
Asset n Asset(s) with Tag (2) ems per pag 20f2 Monitor Selected
ssels /D:/' * Set of Tags
with ' me 4 . . R " ) Department
aTag ol o e e v S v 2 o Intensive care
(eofences jmm CL_BabyMo... Object Monitor Intensive Fo SF90 Tag MAC ID
Q 5F9060
Selected == | Dir_BabyMo... Object Monitor Int SF905F 90%
Asset Assez D
Q 5F9060

Status v

. 6
@ - Q
DOWNLOAD IMPORT STATUS Q IMPORT ASSETS T DELETE ASSET

\ \

Review Results of Import Assets Export Displayed Delete Selected
an Asset Import from Excel Assets to Excel Asset

7.2 - Departments and Asset Visibility

When viewing the Assets page, the Assets shown are always limited to those in Departments that are assigned to you. In addition, you
can apply a combination of filters and a search to narrow down the displayed Assets.
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7 - Asset Management

This walk-through follows a fictional user, Sam, as he works with the Assets page to edit an existing Asset, create a new Asset, and
transfer a Tag from an Asset that no longer needs to be tracked.

Phase Description
1 Sam navigates to the Assets page and sees the list of Assets, grouped according to whether they have Tags assigned or
not.
REsuLT
-
0 ALL TYPES
Track
a Manage Assets (100) + = FLTER Search °‘
Alarms
= Asset(s) without Tag (0) v
Event Logs.
Asset(s) with Tag (100) - 50 o >
Assets.
L o Name 4 Category Type Departmen sset D m
Tags
. &% Akhil_Battery Object Heat Therapy Units  Dermatology Battery_18 g 7
o A% Akhil_Button Object End Tidal CO2 Endocrin A10D8B Button_18 g 7
‘ Doctors/Physician (E f = 3
D Akhil_Small People R doctors, surgeof®.. Ergergen edicine A1ﬁ ; ’ Small_18 g 7/
2 To limit the number of assets shown, Sam clicks Filters] t selects P fM the Category list, and then clicks the
Therapist checkbox.
ResuLT Q ’
FILTER O (L X
All Departments Q v

O All Types

O Doctors/Physician (ER doctors, ...

©
Q [ Cleaning Crew

O Medical Technologist, Medical L...

[0 Default Peaple Type

O My Asset Type Person

[J Nurses(CRNA, RN, LPN/LVN, CNS) [ Patients [0 Pharmacists [ Techs (Radiology Tech, Ultraso...
Therapist (Physical Therapist, R...
TeoTT TETET "CHEROTY Type "DEparaenTT T T TESET L1
Doctors/Physician (E _
Akhil_Small (2 I E Medicine A14CCB Small_18
Q il_Smal eople R doctors, surgeon... mergency Medicine mall_ g 7
N tal intensi —
Andrew_Button People Patients cons _a (e A10DBF Button_7 Vs
care unit
Nurses(CRNA, RN,  Neurological —
v ] Andrew_Small People ST (RN — A14CC3 Small_7 g 7
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Phase Description
3 Sam clicks Apply Filters but finds there are still too many matching Assets, so he enters “susan” in the Search box and
clicks Q. The Assets with Tag list now only shows those containing “susan” in the Name, Tag MAC ID, or Asset ID fields.
Sam now sees the “Susan_Small” asset he was trying to find.

REsuLT
ALL TYPES
Manage Assets (2) + = FILTER  Clear all filters susan o
People Therapist (Physical Therapist, Radiation Therapist)

Asset(s) without Tag (0) -
No results found. Try again with a different input

Asset(s) with Tag (2) tems per page 50 ¥ 20f2

con Name Type Department <et ID m
Th ist (Physical T Obstetrics & _ N

] Susan_Button People E‘FEPIS (Physica stetrics Button_4 [x] V4
herapist,... Gynecology
Therapist (Physical T _ . — .

&2 Susan_Small People herapist,.. Primary Care Small_4 g 7/

Oncology in the Departments list.

REsuLT \\

&  Edit an Asset

N
4 To rename this asset, Sam clicks #°. When the editing for p , he cT\’tt Name to “Kara_Small” and selects

~
_ ‘

y 4
U
Kara_Small Onc Q ~ Small_4
Max 64 f cters 1008 / M
People @Pst (Physicis:, ;adiaﬂon -

ax 64 ch

Tag MAC ID
A14CCe
5 Sam clicks Save (shown inset above) and is returned to the Assets page. He applies the Therapists filter again and finds
“Kara_Small” at the top of the list, as expected.
REsuLT
ALL TYPES
Manage Assets (4) + = FILTER Clear all filters Search a
People Therapist (Physical Therapist, Radiation Therapist)
Asset(s) without Tag (0) -
No results found. Try again with a differentinput
Asset(s) with Tag (4) ems perpage 50 ¥ 1-dofd
con Name Category Type Tag MACID ssetID m
Therapist (Physical T — N
L] Kara_Small People heraplst.... Oncology A14CCe Small_4 B /7
L] Manu_Small People ;::;;asltstiphyswaﬁ Gastroenterology ~ A14CCD Small 17 B 7
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6 The next task for Sam is to remove a button Tag from someone who no longer needs it, and then assign it to a new
person. Transferring a Tag between Assets instead of enabling a new one helps keep the organization within their 1000
Tag license limit. Sam searches the Assets list and sees the Tag is currently assigned to the “Srishti_Button” Asset. He
clicks #" in that row and, knowing he will need the Tag MAC ID later (“A10E9D"), makes a note of it.
REsuLT
& Editan Asset
Name Department AssetID
Srishti_Button Neonatal intensive care unit - Button_6
Max 64 characters 14/64 Max 64 characters are4
Category Type
Object - Vil Signs Monitors ~
CANCEL EDIT TAG SAVE
Tag MAC ID
AT0ESD
7 Sam clicks Edit Tag (shown inset above) and sees the prompt below. The t option is Change, which permits editing
the Tag settings while keeping it assigned to the current person (Asset
REsuLT
Remo associated tag from an item will
stop the tracking of item. How do you wish to
proceed?
CANCEL REMOVE
8 Sam wants to stop tracking the current “Srishti_Button” Asset, so he clicks Remove. When the operation is complete, the

Tag MAC ID field shows “N/A”, and the Edit Tag button has changed to Add Tag (shown inset below).
REsuLT

& Editan Asset

MName Deparument AssetID

Srishti_Button Neonatal intensive care unit - Button_6

Max 64 characters 14/64 Max 64 characters a/64

Category Type

Object - Vital Signs Monitors e e L L L e Lt
CANCEL ADD TAG SAVE

Tag MAC ID

N/A
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9 Sam clicks Save to apply the Tag removal change. The Assets page now shows “Srishti_Button” under Assets without
Tag, confirming the first step of his Tag transfer operation. Sam notes that the Bulk Assign link is now active because at

least one Asset does not have a Tag assigned.

REsuLT

Manage Assets (100) + = FILTER

Asset(s) without Tag (1)

Neonatal intensive

Srishti_Button Object Vital Signs Monitors -

care unit
Asset(s) with Tag (99)
Iy Akhil_Battery Object Heat Therapy Units  Dermatolagy

iy Akhil_Button Object End Tidal CO2 Endocringlogy

> BULK ASSIGN

Required Button_6 B 7/
5 50
N
EuAcH
264743 Battery 18 B 7
A10DEB Button_18 B 7

10 To create the new Asset that will assume the unassigned, Tag, Sam clicks + beside Manage Assets. He enters the Name,
selects Neurology from the Department list, and then enters an Asset ID. Finally, he selects People from the Category list,
and selects Techs (Radiology) from the Type listyAtithat point,the Available Tags list appears with a list of the Tags that
can be assigned to this new Asset. By default; the first Tag is selected but Sam wants to use the one he just removed.

RESuLT
V. S 7 NS
& Add an Asset
P

Ken_Button Neurology Kei
People Techs (Radiology Tech, Ultrasound Tech,...
Available Tags
A10E75 tag_A10E75

A14C0E tag_A14COE

Al4C0C tag_A14C0C

n_Button_1

# MANAGE TYPES

50

Asset Tag 2yr

Asset Tag 2yr

Asset Tag 2yr
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11 Sam enters the MAC ID he noted earlier (“A10E9D") in the Search box, and then clicks Q& . When the search completes, he
selects the checkbox beside the matching Tag.

REsuLT

¢ Add an Asset

Ken_Button Neurology Ken_Button_1

People Techs (Radiology Tech, Ultrasound Tech,... /'  MANAGE TYPES

Available Tags AT0ESD Q

2e : :
: CANCEL ADD ASSET
N 3 :

A10E9D tag A10ESD @Wlimah Badge

12 When Sam clicks Add Asset, the Assets page loads and the new ¢Ken_Button” Asset appears in the Assets with Tags list.
He notes that there is still one Asset without a Tag, as expected:

REsuLT
Manage Assets (101) + = FILTER °
Asset(s) without Tag (1) G2 BULK ASSIGN
Asset(s) with Tag (100) 9 50
" D, 2 L )
L Ken_Button People Iiiﬂsﬁﬁjgs% Neurology A10ESD Ken_Button_1 B 7
[ Office_Small_48 Object PO2/CO2 Monitors  Endocrinology AT4D5A Office_48 B 7/
13 Sam clicks = to expand the Cooper menu, and clicks Logout to end his Trellix Locate session.
7.4 - Asset Procedures
This section includes procedures for using the main features of the Assets page.
7.4.1 - Filters, Sorts, and Searches
The features that apply specifically to the Assets page are listed and described below.
Feature Description
Filtering The Asset Management filters support the standard Building, Floor, Department, Category (Object or
People), and Category Type filters.
Sorting The Assets with Tag and Assets without Tag lists both support searching of the Name, Asset ID, Asset
Type, and Tag MAC ID fields.
Simultaneous A search operation returns results for both the Assets with Tag and Assets without Tag lists.
Search
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7.4.2 - Adding an Asset

Follow the steps below to add an Asset.

Step  Action
1 Click Assets, and then click + beside Manage Assets.
REsuLT

& Add an Asset

2 Do the following:
* Enter a Name.
+ Select a Department from the list.

N
+ Enter an Asset ID.
+ Select a Category (Object or People), and then select a Type.
RESULT
& Add an Asset
N
Ken_Button Neurology Ken_Bufton 1
4! -rafm
People Techs (Radiglogy Teghgidifrasound T€ch,..Ng /7 MANAGE TYPES
~
Available Tags AT0ESD o
50
AT0E9D tag A10ESD HumanBadge

3 The Available Tags list will display Tags that can be assigned to this new Asset. By default, the first Tag is selected. Do
the following:

+ If necessary, apply a search to find the Tag you want to assign.
+ Select the checkbox for the desired Tag.
+ Click Add Asset (shown inset above).

7.4.3 - Editing the Basic Asset Data

Follow the steps below to edit the basic Asset data.

Step Action

1 Click Assets, and then apply the necessary combination of filters and search to find the Asset you want edit.
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2 Click & for the Asset.
EXAMPLE

& Editan Asset

Name

Department

Asset ID

Kara_Small Oncology - Small_4
Max 64 characters 10/64 Max 64 characters Tiea
Category Type
People ~  Therapist (Physical Therapist, Radiation ... =
Tag MAC ID CANCEL EDIT TAG
A14CCE Menrmsmrenransn e n 3
3 Do one or more of the following:
+ Edit the Name.
+ Select a Department from the list.
+ Edit the Asset ID.
+ Select a Category (Object or People) from the list.
+ Select a Type from the list.
When you have finished your editing, click Save (shown inset above
4 If you modified the Department or Type, the associated Tag oved e Asset again to select the Tag you

want to assign.

7.4.4 - Removing a Tag from an Asset

Follow the steps below to remove a Tag from an Asset.

Step Action An ,
1 Click Assets, and then apply the necessa ation m%d search to find the Tag you want edit.
2 Click & for the Asset, and then ¢lick bjMpted to Cancel, Remove, or Change the Tag assigned to
this Asset.
EXAMPLE
Edit Tag
Removing an associated tag from an item will
stop the tracking of item. How do you wish to
proceed?
CANCEL REMOVE
3 Click Remove, then confirm that the Tag MAC ID shows N/A, and then click Save.

7.4.5 - Assigning a Tag to an Asset

Follow the steps below to assign a Tag to an Asset.

Step Action
1 Click Assets, and then expand the Assets without Tags section of the Manage Assets list.
Tip
You can apply combination of filters and search to limit the number of Assets displayed.
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Step Action
2 Click the Asset, then click Edit, and then click Add Tag.

EXAMPLE
& AddTag
Available Tags Q
50
AT0EAQ tag_AT0EAQ Asset Tag 2yr

A14D5E tag_A14D5E Human Badge
A14D5F tag A14D5F Human Badge
A14D60 tag A14D60 TIPS .

CANCEL ASSIGN TAG H

3 The Available Tags list will display the Tags that can be assigned to this Asset) By default, the first Tag is selected. Do
the following: N

+ If necessary, apply a search to find the Tag you want to assign.
+ Select the checkbox for the desired Tag.
« Click Assign Tag (shown inset above).

A14D62 tag A14D62

7.4.6 - Bulk Assigning Tags to Assets

Follow the steps below to bulk assign a set of Tags to Assets;

Step Action
1 Click Assets.

Note N
The Bulk Assign link will be unavailablesif there are no Asséts without a Tag assigned.
EXAMPLE
Manage Assets (71) + = FLTER Sea Q
Asset(s) without Tag (10) & BULK ASSIGN
Asset(s) with Tag (61) 50
= Bob's Water Bottle ~ Object Water Bottles Default 2646D9 PersonalAsset_1 g 7
. ‘ Adult/Paediatric Anesthesiology & — .
e Circle_1 Object Volumetric Pumps  Perioperative Care SF90TF Al g s
& cirde 10 Object T Gastroenterology  5F9021 cA 10 g /
- ) Warmers 24 - o 7
. . Beds (specialty)/Rail General Internal — .
o
Circle_11 Object Guards Medicine 5F9020 CA_11 g /7
= Circle_12 Object Controllers, Infusion Intesive care 5F901B CA_12 g Va
X Electrosurgical — .
o= 3
Circle_13 Object Generators Maternity Ward 5F9019 CA_13 B /7
Hyper-Hypothermia Maedicine. B. d _ R
& Cirde_14 Object yper-rypothermia Medicine. Basicand - gqgqq g CA14 8 7/
Units Clinical Inmunclogy

Neonatal intensive

DOWNLQAD IMPORT STATUS MPORT ASSETS EXPORT ASSETS
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Step Action

2 Click Bulk Assign. If necessary, apply the appropriate combination of Filters and Search to find the Assets you are
interested in.

EXAMPLE

& Assign Multiple Tags

STEP 1: Select an Asset = FLTER  Clear allfilters Q

Object €

tems perpage 50 1-90f9

Button_17 Type: Simple Spirom...  Asset ID: Button_17

Button_2 Type: Alternating Pr...  Asset ID: Button_2

Button_3 Type: Controllers, In...  Asset ID: Button_3

Button_4 Type: Continuous P...  Asset ID: Button_4

Button_6 Type: Blood/Fluid W...  Asset ID: Button_6

Button_7 Type: Foot Pumps Asset ID: Button_7

L 2
E é] 3
3 Select an Asset on the left.
EXAMPLE

z

€ Assign Multiple Tags

* @elect aTag Q
\ Q tems perpage 50 ¥ 1-100f 10
tag SFS0AA MAC ID: 5F90AA Type: Asset Tag Tyr
Button_17 Type: Simple Spiro...  Asset ID: Button_17 ]

tag S5F90D1 MAC ID: 5F90D1 Type: Asset Tag Tyr
tag_S5F8D57 MAC ID: 5F8D57 Type: Environment ...
tag_SF90C7 MAC ID: 5SF90C7 Type: Asset Tag 1yr
tag SF8CF8 MAC ID: 5F8CF8 Type: Asset Tag 2yr
tag_5FS0C6 MAC ID: 5F90C6 Type: Asset Tag Tyr
tag 5FS0CB MAC ID: 5F90CB Type: Asset Tag Tyr

DONE
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4 If necessary, enter a Search string to limit the Tags displayed on the right.

EXAMPLE

& Assign Multiple Tags

STEP 2: Select a Tag x SF8

ltems perpage 50 ¥

1-dof4

tag_SF8D57 MAC ID: 5F8D57 Type: Environment ...
Button_17 Type: Simple Spiro...  Asset ID: Button_17

tag 5F8CF8 MAC ID: 5F8CF8 Type: Asset Tag 2yr

tag_S5F8D58 MAC ID: 5F8D58 Type: Environment ...

tag_S5F8D39 MAC ID: 5F8D39 Type: Asset Tag 2yr

.
5 Select the target Tag on the right. Q V

EXAMPLE Q&
& Assign Multiple Tags e n /

Button_17 Type: Simple Spiro... tag 5F8CF8 MAC ID: 5F8CF8

Type: Asset Tag 2yr

DONE
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Step Action

6 Click €2 to assign the Tag. Each Asset-Tag assignment you create will appear in an Assigned section near the top.
EXAMPLE

& Assign Multiple Tags

Assigned (1)

Simple

) * . - —
Button_17 Object Spirometry iy Family Medicin... tag 5F8CF8 Button_17 [%]
STEP 1: Select an Asset = FLTER  Clear allfilters Q
Object
50

Button_2 Type: Alternating Pr...  Asset ID: Button_2

Button_3 Type: Controllers, In...  Asset ID: Button_3 A

Button_4 Type: Continuous P...  Asset ID: Button_4
7 Repeat Steps 3 to 6 until you have completed all the‘assignments, @nd then'click Done.

7.4.7 — Modifying the Asset Types

Follow the steps below to add or edit the available Asset Types.

N

NoT1e
You can also modify the Asset Types list using the Manhage Types'link: It will appear beside the Type list on screens such as Add An
Asset.

Step Action

1 Click Assets, and then click Types.
EXAMPLE
Manage Types + = FILTER ¢
People
50
w8  Babies People g8 7/
2 Cleaning Crew People g 7
= Default People Type People
Doctors/Physician (ER doctors, surgeons, - "
|
s hospitalists) Feople - 4
] Medical Assistants People g 7
Med Medical ? a
& edical Technologist, Medical Laboratory People & /7

Technologist.
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Step Action
2 If you want to:
+ Add a new Asset: Click +
- Edit an existing Asset: Apply a combination of filters and search to find the one you want, and then click #*
3 Edit the Name, select a Category, and then select the Icon that will be used for Assets of the type.

EXAMPLE

& Add an Asset Type

Monitor @® Object People

Q2rTrs 06 me =i conza s asdeaed AR § O
@ @ 9 %k a
Supported Tag Types
Human Badge Asset Tag 2yr Asset Tag Syi§
Asset Tag 1yr Environment Tag va(&.el'&;

Additional Information (optional)

here are no additional information fields set up for this Asset Type

7 — Asset Management

4 Select the checkbox for each Supported Tag Type thatcantbe associated with this/Asset.

5 To add a custom field for Additional Information, click+ Add Field.

6 Enter the Label for this new field, the Field Type (Date, Number, Pardgraph, Short Text, or Time), and then select the
Required Field checkbox if you want to make this;informmation mandatorys

Note
You will have to provide an additional Units of Measure valuexfor a’Number field.
EXAMPLE ~

& Add an Asset Type

Monitor @® Object People

2 T g @ =2 i @ § @3 FE) &85 2T A9 a8 8 03

== @ Q9 & a

Supported Tag Types

Asset Tag Syr

Human Badge
Asset Tag Tyr
Additional Information (optional)

Screen size Number

Asset Tag 2yr

Environment Tag

inches

Bracelet Tag

+ ADDFIELD

CANCEL SAVE

Required Field I

7 Click Save to apply your changes.
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8 — Geo-Fence Management

This chapter describes the features available under Geo-Fences in the Cooper menu.

8.1 — The Geo-Fences Page

The Geo-Fences page is shown below with a filtered list of Geo-Fences. One of the listed Geo-Fences has been selected, causing the
Details panel to appear.

Expand/Collapse
Building/Floor  Building Navigation Create Map
Navigation (expanded) New Geo-Fence  Editing Tools

= Geo-Fences LOCATE
Q Cooper &« + s -] » Details # EorT
rack Edt  Delere o \ Modify this
‘-p Office Building 1 - NewGeo Geo-Fence
Selected < Geo-
BU|Id|ng menloz=  Office Floor B - Safety/Seaurfty / Fence
and Floor Details
=
sses  Geo-Fences view All
Selected 4
Geo-Fence

Depts. NewGeo1 ® @\
]
n Station B1 © r
Geo-Fances R’ om |

9 hogEERS | (0

]
£ ]
conte n E— Show this
ol L Sem ol | — Geo-Fence
. = / on Map View
N g o ]
OB

AAER R
¢ 4 . r Visible in Track’ Enable
o Iw—|—'1+_*+" i @@ Enabled the Map
- Rules

cocem o] " 1 ::l
55 AN m
\

Map Viewing Delete this
Tools Geo-Fence

8.2 — Geo-Fences

A Geo-Fence is a named virtual boundary that defines a region within a Floor. A Geo-Fence can be created as a simple rectangle or a
more complex polygon with many sides. The image below shows a Geo-Fence in the process of being drawn. Each dark circle is a
handle that can be dragged to extend the shape or increases the number of sides that comprise it.

Other features:

e Geo-Fences can overlap

¢ If a Geo-Fence is deleted, all data associated with it is also deleted

e Geo-Fence data is stored with an Asset and not the Tag assigned to it, so if a Tag is reassigned to a different Asset, the Geo-Fence
data will stay with the original Asset
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8.2.1 — Hysteresis

You can specify an optional hysteresis (lagging) value when creating or editing a Geo-Fence. Hysteresis applies only to exit
notifications and has the effect of making the boundary “thicker”. For example, if a hysteresis of two feet is specified and an exit alarm
is configured, the notification will only occur if the Asset crosses the Geo-Fence boundary as drawn and goes two feet or more beyond
it. The diagram below illustrates the difference between entry and exit alarms, with and without hysteresis.

Entry and Exit Alarms (No Hysteresis Configured)

Asset Exiting Geo-Fence

Asset Entering Geo-Fence
© ——€2 Limit Triggers Exit Alarm

Limit Triggers Exit Alarm

Configured Boundary

Entry and Exit Alarms (Hysteresis Configured)

\ Conﬁgured[ Hysteresis N @l/

Asset Entering Hysteresis (: Asset Exiting
Limit Has No Effect —@ — ‘ Hysteresm .L|m|t
Triggers Exit Alarm

D

Asset Entering Geo-Fence Asset Exiting Geo-Fence Limit
Limit Triggers Entry Alarm But Within Hysteresis Limit
Does Not Trigger Exit Alarm

8.2.2 - Geo-Fence Types
Trellix Locate provides a default set of Geo-Fence Types:

¢ Safety/Security
e Analytics
e Boundary

You can create new custom Types as needed.

8.3 — Rules

A Rule can be attached to a Geo-Fence to define if and how an Alarm or Event will be triggered when an Asset crosses the Geo-Fence
boundary. For example, a Rule could have the following configuration:

o Entry: Notify when any Asset goes within the boundary of this Geo-Fence
¢ Create alarm: Generate an alarm when any Asset exits this Geo-Fence
¢ Individual assets: Only notify if a member of a designated list of Assets enters

Rules are optional, so you can create a Geo-Fence without one.
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8.3.1 — Rule Settings

The Rule settings available are described below.

Setting Options
Rule type + Entry
+ Exit

+ Entry and Exit

Notification type + Create event
+ Create alarm

Rule applies to + One or more selected Assets

All Assets of a selected Asset Type (e.g., Vital
Signs Monitors)

All Assets of one or more selected Category
Types (e.g., Object, People)

All Assets of one or more selected Departments
(e.g., Cardiology, Critical Care)

8.4 - Geo-Fence Management — A Walk-Through

This walk-through follows a fictional user, Maya, as she works with the Geo-Fencgs page.to create a new Geo-Fence and Rule.

Phase Description

1 Maya navigates to the Geo-Fences page and selects the Building and Eloor shefisjinterested in.

RESULT

Geo-Fences

Q@ Cooper & + ’ s Details / eoiT
Track Edit
vp Office Building 1 - NewGeo
Alarms
= Select Floo AN | e
eventlog= | Office Floor B - Safety/Security
=1
=
S Geo-Fences View Bl
A |
Tags
NewGeo ®©
an
Dapr= NewGeo1 ®
I:I Station B1 o
‘Geo-Fences
Config T
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Phase Description

2 Maya clicks + to add a new Geo-Fence to the selected Floor. She enters “Station B1” as the Name, then selects Analytics
as the Type. In the Rules (optional)section, she selects an Entry or Exit Rule, and Create Event as the Notification Type.

RESULT
& Add Geo-fence
Station B1 Analytics /# MANAGE TYPES
Alert Radius @

Rules (optional)

Entry or Exit Create Event
None )
y - e
3 Maya wants this Rule to apply to a single Asset, so she selects Individual' Assets in the Rule applies to list, which brings

up an Asset selection list. Maya clicks Filter, and then applies the Object and Apnoea Monitor filters. This brings the
“Manu_Button” Asset into view, which she selects with the correspending checkbox.

REsuLT
& SelectAsset = FILTER  Clear Filter
Object Apnoea Monitors
50
N
-]
Manu_Buttaf Object ¥ipnoda Monitors Oncology
Office_Small_8 Object Apnoea Monitors Endocrinology
4 To complete the configuration of this Rule, Maya clicks Add to Rule (shown inset above). This enables the next step,

which is to draw the Geo-Fence on the Floor Map.
REsuLT

&  Add Geo-fence

Station B1 Analytics # MANAGE TYPES

Alert Radius @

Rules (optional)

Entry or Exit Create Event

Individual Asset(s) SELECT ASSET (1)
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Phase Description

5 Maya clicks Draw Geo-Fence (shown inset above) to bring up the Floor Plan display in drawing mode. She notes the &2
beside Station B1, the new Geo-Fence she is creating. This indicates that Station B1 has not been linked to a Floor Map
yet.

RESuLT
Cooper « + /s ' E » Details / eoim
Draw
Office Building 1 - étarion B1
Office Floor B - Analytics
Geo-Fences Hide All
Entry or Exit =
cvxe 20 — lotificat
Event
NewGeo @ |—W—
NewGeo1l ® Ass.et
“m .
Station B1 [ 5] [ visible in Track
-
£
=4 .

6 To draw the Geo-Fence on the Floor Map, Maya uses % in on the section of the map where the

fence is required. Next, she clicks Draw, and then cI|c FIoor ere the Geo-Fence is required. A green

bounding box with dark green round handles app

REsuLT
Cooper &
Geo-Fences Hide All
vxCe aQ
NewGeo ®
NewGeo1 ®
Station B1 LS
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Phase Description

7 Maya clicks the upper-right handle to drag it to the right. This causes a new handle to appear between the two upper
corners. These “magic” handles make it easy to create Geo-Fences with irregular shapes. Maya uses this feature to deal
with the bottom right boundary, which has two 45-degree bends instead of a 90-degree corner.

RESULT
Py g 9 0
® save |
>
[ S)

8 Maya clicks B (shown inset above) to apply the Geo-Fence to this p. The selected Station B1 now has ©
beside it, confirming that the new Geo-Fence was added. Maya clicks the Visible«in Track checkbox so this Geo-Fence will
appear on the Map View tab of the Track page.

*
REsuLT
g 1] b 23] .L
Station B1 © EJ i {
_dl-' @ '
sn, W om [le P!
- o) | 4 ™| e ‘
¢ P~ [ Visible in "Track’
W__%_" ! | ﬂ-_ﬁ'; @@ Enzbled
TONST S 2 @k
[ul iul iul
9 To check the Track display of her new Geo-Fence, Maya clicks Track, and then applies the Object and Apnoea Monitors

filters. Finally, she selects the “Manu_Button” Asset to display the Asset Details panel.

REsULT

= Locate HH

Tgk (& = FILTER Clear All Filters Q % Asset Details

‘ Object Apnoea Monitors Standard Details »

-

= Status A

% | Refreshed Today at 08:40 0w

= Active

Assets m

‘ Apnoea Office Buildin, i i i

b (=] Manu_Button Button 17 o] . A10EB7 : 4 Office Building 1 > Office Floor A...
Monitors 1> Office...

¢ A Office Building :

& | O Office_Small8 Office.8 pres A14CD6 ey

Monitors 1 > Office... 30-09-2019 08:36
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Phase Description
10 Maya clicks Show on Map (shown inset above) to bring up the Map View with Building and Floor taken the Last Known
Location. She sees the current Asset location and the Station B1 Geo-Fence map, as expected.
RESULT
» T ALTER  Clear All Filters 2| 5 Asset Details
Office Building 1 Office Floor B Object Apnoea Monitors standard Details
Status
B34
o _] o v ] Active
[N e |
o
m o\
e I Office Building 1 > Office Floor B
BEE] | Testing
om =
o B ‘ 09 -
a o ” o {n 30-09-2019 07:56
om @ E Vet 100%
3]
@ |
[u|
11

Maya clicks = to expand the Cooper menu, and then ¢elicks Logoutito endHer Trellix Locate session.

8.5 — Geo-Fence Procedures

This section includes procedures for using the main(features of the Geo-Fences page.

N

8.5.1 —Filters, Sorts, and Searches

The features that apply specifically to the Geo:Fences page are listéd and described below.

Feature

Description

Filtering

+ The filters available on the Geo-Fence page are Building and Floor, since a Geo-Fence can only be found
on a Floor Map

+ The Rule configuration includes filters for Category (Object or People), Category Type (e.g.,
“Cardiographs”), and Assets
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8.5.2 - Viewing Geo-Fences

Follow the steps below to view the Geo-Fences on a Floor.

Step  Action

8 — Geo-Fence Management

1 Click Geo-Fences, then choose a Building from the Select Building list, and then choose a Floor from the Select Floor list.

EXAMPLE

= Geo-Fences LOCATE

Qo Cooper

a Office Builﬂmg 1

eentlogs  Office Floor B

=
i Geo-Fences
= NewG

an

NewGeo

Depts.

I:I NewGea1

Geo Fences.

«

Hide All

5]

+

4

EXAMPLE

Cooper

Office Building 1

Office Floor B

Geo-Fences

(8% 14
NewGeo
NewGeol

Station B1

Hide All

» Details

Station B1

Analytics

Entry or Exit

Event

Aszet

# EDIT

DELETE GEO-FEMCE
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8.5.3 — Adding a Geo-Fence
Follow the steps below to add a Geo-Fence to a Floor.

Step Action

8 — Geo-Fence Management

1 Click Geo-Fences, then choose a Building from the Select Building list, and then choose a Floor from the Select Floor list.

Click + above the Floor Map.
EXAMPLE

&  Add Geo-fence

Station B1 Analytics # MANAGE TYPES

Hysteresis 9

Rules (optional)

Entry or Exit Create Event

None

2 Do the following:
+ Enter the Name.
+ Select the Geo-Fence Type.
+ Select the Hysteresis check box and enter a value

NoTEs

e The Hysteresis setting is optional, supports,aimaximum of.23 feet (7 meters), and applies only to exit notifications

e See the Adding a Rule procedure below to usesthat option

N
EXAMPLE
& Add Geo-fence
Station B1 Analytics /" MANAGE TYPES

Hysteresis (]

Rules (optional)

Entry or Exit Create Event

None
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Step Action
3 Click Draw Geo-Fence. Your new Geo-Fence will be listed with a & to indicate it has not been linked to a Floor Map yet.

EXAMPLE
Cooper L4 + 4 8 . G » Details # EDIT
Draw
Office Building 1 - Station B1
Office Floor B - Analytics
Geo-Fences Hide All
Entry or Exit =
CVXC 1) S
Event
NewGeo ®
NewGeo1l ® et
Station B1 1S) [ visible in Track
= DELETE GEO-FENCE
(T [ = | onercormce |

NoTE

4 Use @ and u in the Map Editing Tools to zoom in on the map'regi ere f% is required. Click Draw in the Map
Editing Tools (shown above), and then click a location on'tR r Map.

EXAMPLE
NewGeol ®
Station B1 5]

&
)
0
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Step Action

5 To create the desired Geo-Fence shape:
+ Click one of the four default handles that needs to be moved and drag it to the new location.
+ Notice that one or two new, smaller handles appear between the one you dragged and the corners to which it connects.
+ These “magic” handles appear any time you drag a handle to make it easy to create Geo-Fences with irregular shapes.

+ Continue dragging the handles until you have the shape you want.

EXAMPLE

6 Do the following:
« If you are satisfied with the Geo-Fence shape, click .in the Map Editingteols (§hown inset above).
« If you want to undo the changes you made, click Onandithen contifiie.
« If you want to start over, click W, and then continue.
7 When you have successfully saved your changes, your new shape will show @. With the Geo-Fence selected, you can do

the following in the Details panel:
+ Select or deselect the Visible in Track’checkbox to determine.whether it appears on Asset tracking Floor Maps.

+ Toggle the Enabled button to contrel whether it generates notifications.

8.5.4 - Removing a Geo-Fence
To remove a Geo-Fence, select the desiredBuilding and Floor, then select the Geo-Fence, and then click Edit in the Details panel. Click
Delete Geo-Fence.
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8.5.5 — Managing Geo-Fence Types
Follow the steps below to manage the Geo-Fence Types.

Norte
See the earlier procedure, Adding a Geo-Fence, if you are creating a new Geo-Fence.

Step  Action
1 Click Geo-Fences, then choose the desired Building and Floor. Click the desired Geo-Fence, and then click Edit.
EXAMPLE

& Edit geo-fence

Closed Hallway Boundary # MANAGE TYPES

Hysteresis @ 5 ft

Rules (optional)

None None N

None

CANCEL SAVE

2 Click Manage Types on the Addr-axGeo-Fefice page'when you want to create, edit, or delete a Geo-Fence Type.
3 Click Save.

é € y V.
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8.5.6 — Adding a Rule
Follow the steps below to add a Rule to a Geo-Fence.

Norte
See the earlier procedure, Adding a Geo-Fence, if you are creating a new Geo-Fence.

Step  Action
1 Click Geo-Fences, then choose the desired Building and Floor. Click the desired Geo-Fence, and then click Edit.
EXAMPLE

& Add Geo-fence

Station B1 Analytics # MANAGE TYPES

Alert Radius @

Rules (optional)

Entry or Exit Create Event N

None

2 To change the effective notification perimeter of the Geo-Fence (on exitfonly), click Hysteresis, and then specify a
distance.

Note
See Hysteresis for more information.

3 Choose a Rule type to determine the conditionsqinder which a netification will trigger.

NoTtEe )

See Rule Settings for more information.
4 Choose a Notification Type toydetermine whether Alarms or Events are generated.
5 Choose Assets in Rule applies tollist.
6 Provide details for each option in the Rule applies to list.
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9 — Alarm and Event Management

This chapter describes the features available under the Alarms and Events items in the Cooper menu.

NoTEe

System-wide alarms and events are reported in the Trellix Admin application. Refer to the Trellix Lighting System Configuration Guide for
more information.

9.1 — Alarms Page

The layout of the Trellix Locate Alarms page is shown below. The Events page is similar but does not include a Details panel or provide
acknowledgement features.

Display Current Show/Hide Alarm Details
Filter Filters Alarm Counts Columns Panel
= Alarms
Qo
e = FILTER Clear all filters 58 Unacknowledged 5036 Acknowledged > Alarms- NA o Show
Selected

Type : Monitor €)  Status : UNACKNOWLEDGED € Troubleshooting Tips Alarm on

= + Please take action that is Floor Map
EvemtLoss : 50 - Py . % suitable for you.
* It may be helpful to tgke a

=

note of the last known’
location of the asset(s) tha

m
violated the rule. .
:‘ A 15.07-2020 1401 Dir_BabyMonitor_90_... Monitor, m‘“’m ()‘ Troubleshooting
Selected / - _ ’

Assers {

=N Suggestions

Alarm 7 2= A 15072020 14:00 Dir_BabyMonitor 90... T2g SFQESF enteredf Descriptior
o N, e HalWayl o 4 Tag 5F905F exited from Open
Alarm A 15072020 14:00 Dir_BabyMonitor_80_... Afonitor ;ngszzzm:zam Hallway!
Acknowledge /Ees/' PR { )
Status 10
Indicator
’ Edit and
No «— Save
Comments
/7
Iltems Shown per Export Alarms  Acknowledge All Force Clear All Acknowledge
Page and Page to Alarms or Alarms Alarms or Alarms Selected Alarm
Fwd/Back Controls Excel or PDF on this Page on this Page

9.2 — Alarm States
A Trellix Locate alarm can be in one of the following three states:

¢ Unacknowledged Alarm: An error notification that has not been acknowledged

¢ Acknowledged Alarm: An error notification that has been acknowledged but is still in the error state and has not yet been moved to
the Events list

e Pre-Cleared Alarm: An error notification that has returned to normal before being acknowledged

NoTE

Trellix Locate does not maintain Tag locations when it goes offline, for example when restarting after a system upgrade. When the restart
is complete, new alarms will be generated for Tags found inside a Geo-Fence, even if they were already there before the restart.

9.3 — Alarm and Event Procedures

The following procedure describes how to view and filter alarms and events, and how to acknowledge, force clear, comment on, and
display the details of alarms.

If you want to... Then...
Display the Alarms page Click Alarms in the Cooper menu.
Display the Events page Click Events in the Cooper menu.
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If you want to... Then...

Sort alarm or event data 1. Click the column header you want to sort on.
2. To reverse the order, click the column header again.

EXAMPLE — DESCENDING SORT BY SOURCE

A& 30.09-201907:25 Akhil_Battery
A 300920190915 Akhil_Button
A 260920191544 Akhil_Button
A& 260920191545 Akhil_Button
Filter alarm or event data 1. Click Filter, then click Filter Type, and then choose a specific filter (e.g., Source).

2. Select or enter a value to limit the list to rows contdining that value (e.g., “Arjun_Button”).

EXAMPLE — FILTER BY SOURCE SUBTYPE

o8 )
FILTER
Source Arjun
Wijun_Baitery
JArjurt” Button |

; ; Arjun_Small
v
a 30-09-2019 10:27 Bflan_Battery
AN B Py »

3. View the list of alarms’or events that correspond to the selected filter.

EXAMPLE = ALARMS FILTERED BY SOURCE SUBTYPE “ARJUN_BUTTON"
T ARy o fiters 5349 Unacknowledged

Status : UNACKNOWLEDGED €3  Source :Arjun Button €3

25

a 30-09-2019 09:23 Arjun_Button Tag A10E68 exited from Te:
A 30-09-2019 09:04 Arjun_Button Tag A10E68 exited from Te:
Add another filter Repeat Steps 1 to 3 in the preceding procedure.
Remove a filter Click X to the right of the filter value.
EXAMPLE
= FILTER Clear all filters

Status : UNACKNOWLEDGED €  Source: Arjun_Button €3
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If you want to...
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Then...

View alarm details

Click an alarm row to display a panel containing the Troubleshooting details, a Description, and any
Comments that have been saved.

EXAMPLE

= FILTER Clear ol filters 9 Unacknowledged 42 Acknowledged = > Alarms - NA o

Status : UNACKNOWLEDGED €  Source:Arjun_Button €@

* Please take action that is

= > suitable for you.
* [t may be helpful to take a
" m note of the last known
location of the asset(s) that
Ti ited fi olated the rule.
a 30-09-2019 09:23 Arjun_Button =B AIOES extedron Y
TestGeol99!
8 Tag A10E68 exited from

30-09-2019 09:04 Arjun_Button TestGeol99!

Location information for Tag Tag ATOEGS exlted from

30-09-2019 07:25 Arjun_Button A10E68 unavailable! TestGeol99!
Acknowledge a single 1. Select the row of an unacknowledged alarm.
alarm 2. Click Acknowledge in the Alarm Details panel.
EXAMPLE
= FILTER Clear all filters 49 Una 42 Acknowledged > Alarms - NA u

Status : UNACKNOWLEDGED €  Source : Arjun_Butt
L 2
® Please take action that is
\ suitable for you.
* |t may be helpful to take a
note of the last known
location of the asset(s) that

S

A10E68 exited from violated the rule.
30-09-2019 09:23 utton LT
Tag A10E68 exited from
-09- :04
30:09:2019.030 TestGeol99!

Tag A10E68 exited from

Location information for Tag TestGeolsl
estGeol99!

AT0E68 unavailable!

Tag A10E68 entered in RajGeo!

a
a
| 30.09.2319 07;
a
a

Tag A10E68 exited from RajGeo!

ACKNOWLEDGE

Acknowledge multiple
alarms

1. To acknowledge the alarms on the current page, click Acknowledge below the list of alarms, and
then click Acknowledge Page.

2. To acknowledge all alarms, click Acknowledge below the list of alarms, and then click
Acknowledge All.

EXAMPLE

il bt 8 Unacknowledged 43 Acknowledged

Source:Arjun_Button €)  Dateand Time:lastDay €@

Tag A10E68 exited from TestGeol99]

30-09-2019 09:23 Arjun_Button

Tag A10E68 exited from TestGeol99!

30-09-2019 09:04 Arjun_Button

Location information for Tag A10E68

30-09-2019 07:25
unavailable!

Arjun_Button

Acknowledge Page
Acknowledge All

ACKNOWLEDGE »

EXPORT ALARMS

Release 8.0

www.cooperlighting.com

69


http://www.cooperlighting.com/

Trellix Locate User Manual

If you want to...

Then...

9 — Alarm and Event Management

Force clear an alarm

1. Select the row of an acknowledged alarm.
2. Click Force Clear in the Alarm Details panel.

NoTtEe

You must be logged in with System Administrator permissions for this action.

EXAMPLE

= FLTER Clear all filcers

Status : UNACKNOWLEDGED €)  Source:Arjun_Button €

30-09-2019 09:23 Arjun_Button
A 30-09-201909:04 Arjun_Button
A& 30-09-201907:25 Arjun_Button
a 26-09-201911:12 Arjun_Button
A 2609201911 Arjun_Button
R 2609201911:M Arjun_Button
a 26-09-201911:09 Arjun_Button

8 Unacknowledged

43 Acknowledged > Alarms - NA (1]

SunewIE 1L yuu.

* |t may be helpful to take a
note of the last known
location of the asset(s) that
violated the rule.

Tag A10E68 exited from Tag A10E68 exited from

TestGeol99! TestGeol99!
Tag A10E68 exited from
TestGeol99! .

258

Yes

FORCE CLEAR

10E6S entered in RajGeo!

10E68 et a/Geo!

Force clear multiple alarms

click Acknowledge Page.

1. To force clear the alarms on the ¢ K age, click(Fo eOIﬂar below the list of alarms, and then

2. To force clear all alarms, clj

NoTE

You must be logged in em Ad

EXAMPLE

Date and Time ¥ Source

a 15-07-2020 02:45 Sonni_042_DA7

a 14-07-2020 18:45 Sonni_027_D48
14-07-2020 18:42 Sonni_043_DOF
14-07-2020 18:42 Sonni_043_DOF
14-07-2020 18:42 Sonni_042_DA7
14-07-2020 18:42 Sonni_042_DA7
14-07-2020 18:42 Sonni_042_DA7

14-07-2020 18:42 Sonni_043_DOF

ist of alarms, and then click Force Clear All.

4

inistrator permissions for this action.

58 Unacknowledged 5036 Acknowledged

lems per page 50 ¥ 1-500f415 >

Type Description m

Location information for Tag

M= A SF8DA7 unavailable!

Medical Assistants Tag 5F8D48 exited from MidHW!

Tag 5F8DOF reported from

Medical Assistants.
edical Assistan chokepoint device BLEIS28

Medical Assistants Tag 5F8DOF exited from MidHW!

Tag 5F8DA7 reported from

Medical Assistants
edical Assistan chokepoint device BLEIS28

Medical Assistants Tag SF8DA7 exited from MidHW!

Tag 5F8DA7 exited from Nnen

Medical Assistants
edical Assistan HallWay!

Force Clear Page
Medical Assistants Tag 5F8DOF entered in |

Force Clear All
Tac GERNNF avitad fram

EXPORT ALARMS ACKNOWLEDGE o FORCE CLEAR =
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If you want to... Then...
Add a comment to an 1. Select an unacknowledged alarm to reveal the Alarm Details panel.
alarm 2. Scroll down in the panel to reveal the Leave a Comment field.

3. Click Edit.

4. Enter your comment text, and then click B to save it or click X to cancel.

EXAMPLE
No

B x

Confirmed bad signal from tag.

ACKNOWLEDGE

Hide alarm or event details  Click > in the upper left corner of the panel.

Show or hide columns in 1. Click I at the right end of the column headings™™»
the alarms or events list 2. Select and deselect column checkboxes to determiné which columns are displayed.
3. Click Apply.
ExAMPLE
e s

{ .
| ocation infogragaR for’I Show/Hide Columns

Akhil_Battery available!
Date and Time
Akhil_Button Tag AJOREB ghited from
Source
Akhil_Button {[ag ANQDEF exited from Description
N : -
Akhil_Button #ag A10D8B exited from CANCEL
Akhil_Bufton Tag A10D8B exited from TesStGEGGBO!
Load new alarms Click Reload when it appears at the top of the Alarms tab.
Note

Be sure to use the Reload button provided in the message area. The Web browser’s refresh feature, by
design, will send you back to the login screen.

View an alarm on the Floor  Click @ beside a listed Alarm or click K0 in the Alarm Details panel.
Map
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9.4 - Alarms
The Asset alarms reported by Trellix Locate are described below.
Alarm Description
Battery low Battery at 20%, or Battery at <nn>% for Tag MAC ID <mac-id>
Asset not reporting <asset-name> is not reporting location information
Asset entering Geo-Fence <asset-name> entered <geo-fence-name>
Asset left Geo-Fence <asset-name> left <geo-fence-name>
Asset entered/left Geo-Fence <asset-name> entered/left <geo-fence-name>
Choke point <asset-name> reported from choke point device <sensor-name>
Button pressed Button pressed on Tag <mac-id> assigned to <asset-name>
Sensor location not reported Location information is not being reported by <ble-sensor-name>
IMPORTANT

The Trellix system does not save or track Tag locations when it is offline, e.g., when rebooting after a system upgrade. When the system
recovers after reboot, it will generate new alarms for Tags located inside Geo-Fences, éven'if.those Tags were already inside that Geo-
Fence before the reboot. N
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10 — Asset Tracking

This chapter describes the features available under Track in the Cooper menu.

10.1 - Table View, Map View, and History

The Track page has three tabs that provide different views of Asset location data: Table View, Map View, and History. These tabs are

described below.

NoTEe

All three tabs support the same Filtering, Search, and Asset Detail panel features.

Tab Description When to Use
Table View  Displays, in a tabular form, all Assets for any Building + When you want to view Assets across multiple floors
or Floor that belong your assigned Departments and . When the Last Known Location is the only spatial
match any applied Filters and Search criteria. information you need
« When you need a detailed list of Assets and their data
Map View Displays, in map form, the Assets for a selected + When you need a visual representation of Asset location,
Building and Floor that belong to your assigned especially when you are interested in more than one
Departments. + When you need.to see sensor locations
History Replays the movement of a single Asset, up to 7 When yousneed to review the dynamic location of an Asset

days prior to the current date, using the same criteria
as the Map View.

over time, up to 7 days prior, and the current day.

10.2 - Table View

The Table View tab is shown below with a filtered list of Assets. A ‘job” search stringshas been applied and an Asset is selected,
causing the Details panel to appear. Active alarms appear in red,;‘Cleared and Acknowledged alarms in green.

Asset
Tracking

See All
Assets on
All Floors

Release 8.0

Refresh
List

Filter List
il

Clear All Filtes

Om&nor A

(& = FILTER

Office Building 1

Jobelle_Button Button_9 Bariatric Products AT0F4A

%
9 Doctors/Physician (E
R doctors,

Jobelle_Small Small_9 Al4CcC1

surgeon..

Geo-Fences

SegsAsSet LoCations.on a, Mévement over
Map)(Single Fldor)

Replay Asset
Asset Details

Search List Panel

Time

LOCATE

fob ® X Asset Detgils
AT0F4A
Obstetrics & Gynecology
1
m

Office Building 1> 100%

Office Floor A

Office Building 1>

Office Floor A

Status

Active
Office Building 1 > Office Floor A

27-09-2019 09:06

Show Selected Asset
on Floor Map
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10.3 = Map View

The Map View tab, shown below, displays Assets that match any applied filter and search criteria. Assets in active alarm appear in red.

Expand/Collapse Asset ) Map of
List Panel (expanded)  Filters Map View  gglected Floor

Locate

Asset =
Tracking
0 Asset List « = FILTER ™_Clear All Filters Searct Q
p 10  Default  People Cleaning Crew
- Bruce_055_D25
Selected . ABLE VIEW e
= David_074_D32
S —— o |
Dr_Who_CF5_9999 8... | L4 | £
5]
e P]_002_D93
; L
List of All Assets /,/ Riz_040_D56
Matching Filter + H
ate 9 -te : -n Sonni_045_D8C .-] I:I Selected
Search Criteria ] Asset
o Test [l ———1 (Darker
e i Green)
Q
. Ie [
q1= —
@ oze & Visible layers a Q Q I W

16:28

A I

Lo @ of All Assets Matching Map
r + Search Criteria Controls
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10.4 - History

The History tab, shown below, displays the replayed movement of selected Assets (up to 25). Active alarms appear in red.
Expand/Collapse Asset ) History Map of
List Panel (expanded) Selected Filters View  Selected Floor

= Locate

Asset
Tracking 9
Asset List re4
Track
ﬂ 10 Default People Cleaning Crew
Ala:ms Riz_040_D56 ®
ABL! MA HISTORY
= Sonni_045_D8C ® - . 4
Selected  ....... 0 0 0 0 0 0 0 0 0 0/38 0 7
Assets ——* David 074 D32 © @ =] =] {*] o O O i8] o (o O N |
(upto25) & ms FiRRes i
Assers.
—
®
Tags
Depts. O & [ =
—] Tracked
8 i —
T B Assets
Q
Config
—_— 12:00:00
- . =
@coge SELECT NEW DATA SET e “ aa

10:40

Display Date Range
and Asset Selection

Map Controls

10.6 — Asset Out of Range (Not Reporting

When an Asset moves outside the BLE sensor network for 15 minutes, it will have a “Presence Unknown” status on the Table View and
it will appear at its last known location on the Map View. If it remains outside the network for 1 hour, an alarm will indicate that the
asset is not reporting location information.
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This walk-through follows a fictional user, Maya, as she works with the Table View, Map View, and History tabs to examine the location

and recent movement of a cleaning crew.

Phase Description
1 Maya navigates to the Track page and sees all Assets matching her assigned Departments.
RESULT
= Locate
9 = Search Q
e c = FILTER
p TABLE VIEW MAP VIEW HISTORY
Marms —0
= Refreshed Today at 14:03 Rows per page: 50 hd 1-500f162 >
Event Logs
B Icon Name Asset ID Asset Type Tag MAC ID Last Known Location m
Assets i
o A Bulk 5F8F7A 10 SF8F7A Cold Therapy Units SF8FTA ;g;:em”'t > senni 9
L o
s O A_Bulk SF8FFF_14 SFBFFE Cold Therapy Units SFSFFF ‘ :\[:; 'ZEfa”'t > Waiting 9
an 10 > Default > Parth
- ﬁ A_Bulk_5F900B_12 SFo00B Lymphedema Pumps SFa Q Office 9
. 10 > Default > Parth
I:I OH A_Bulk_5F9011_7 SF9011 Cold Therapy Units SF Office 9
Geo-Fences .
a A_Bulk 5F9012_8 5F012 Seql..lentlal Comp 2 10 > Default > Parth 0
Q Devices * Office
10 > Default > Parth
Config *
& A_Bulk_5F9050_5 5F9050 Electrgcardi office Q
2 To limit the number of assets, Maya clicks Filters tosev
REsuLT y
Filters X
Building Department
All Buildings ~  All Departments -
Category
All Categories
APPLY FILTER(S)
T ATBUIRSFEF7AT oI THErapy UNMs ™ SF8F
- TR_TO T TR Room v
0B A Bulk SFBFFF 14 SFSFFE Cold Therapy Units SFBFFF l?; gefa"'t UL 9
3 Maya clicks All Buildings and selects the Building she is interested in, which loads all the Floors for that Building.
RESULT
Filters X
Building Floor Department
10 ~ Al Floors ~  All Departments -
Category
All Categories -
L3 A BUWK_SFEF7A_TT SFEF7TR Cola Therapy Unis SFEF7R v

Area > Sonni Room

1nth Clnnr > Nafanlt Clanr
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4 When the Floors have loaded, Maya selects a Floor, then selects People as the Category and Cleaning Crew as the Type.
RESULT
Filters X
Building Floor Department
10 ~ Extended Floor ~  All Departments -

Category

People

Types
[ All Types

[ Doctors/Physician (ER doctors, ...

[J] Babies

[J Medical Assistants

[ Medical Technologist, Medical L...

Cleaning Crew

[ Default People Type

[0 Nurses(CRNA, RN, LPN/LVN, CNS)

[ Patients [J Pharmacists [ Techs (Radiology Tech, Ultraso... [0 Therapist (Physical Therapist, R...
5 When Maya clicks Apply Filters, the Table View refreshes but no results are found.
ResuLT
c = FILTER  Clear All Filters Search Q
10 Extended Floor People Cleaning Crew 0
MAP VIEW HISTORY

No resul 5 again wi

6 Maya scans below the Filter button to ﬂ_“
a different floor. She clicks X besid

she was searching for are no
RESuLT
c = FILTER Clear All Filters
10 People Cleaning Crew
MAP VIEW
Refreshed Today at 11:16
Icon Name Asset ID
Bruce_055_D25 5F8D25
David 074 D32 5F8D32
Dr Who_CF5 9999 888  SF8CF5
P)_002_D93 5F8D93
Riz_040_D56 5F8D56

=

HISTORY

*

Asset Type
Cleaning Crew
Cleaning Crew
Cleaning Crew
Cleaning Crew

Cleaning Crew

iffepent Wput

@2

causes the results list to refresh. The Cleaning Crew members
ocation confirms they are on a different floor, named Default.

Tag MACID

5F8D25

5F8D32

SF8CF5

5F8D93

SF8D56

Rows per page: 50 v 1-7of7

Search Q

Last Known Location m

10 > Default > Waiting
Area 2

10 > Default > Reception

10 > Default > Huddle
Room
10 > Default > Huddle
Room

© © 0 0 ©

10 > Default > DP Room
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Phase Description
7 When Maya clicks Map View, Trellix prompts her to select a Floor. Because she removed the Floor filter earlier, a map
cannot be displayed until she applies a new Floor filter.
REsuLT
Map View
Please select the building and floor you would
like to view
Building
10
CANCEL ‘ VIEW MAP
8 s with the Cleaning Crew assets

Maya selects Default for the Floor, and then clicks View#Vl

shown at their last known locations. She notes that the fi e Default floor.

3 1 c
REsuLT \ 6
3 T FALTER  Clear All Filters (L search 2«
Q) O
10  Default  People @  Cleaning Crew &
TABLE VIEW MAP VIEW HISTQ, Q
. Py
v &
I [ U [ I [ U I [ .
e %

rm n T _\ m. rea T T WebnghresZ

T [ o il I: T m e
B ge 0
l e [

=i

| |
[T
E E‘ T = ® \visible layers Q I =
I i o o o J
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Phase Description
9 To get a larger map view, Maya clicks ¢ 5.
RESuLT
‘I} O = 0 00 B B 0
Reception Waiting Area 1 Waiting Area 2
|
) Oy 3
David_074_D32
0 I
Or 1
§ O Cl = [] L] |
— — Bruce 055_D25
“"* Open HallWay HEt o |
- é Or
| i N7 i / D Fl888 B92
f Mfﬁrea I~ NifdH! nni Room P Room dl ice
[ | | | SO
' | gt
[ | | Closed Hallway | |
— i —F — 4 et T O 3
) =L/ u L/ o+
CJ E ‘ € Visible layers ﬂ e Q I
P 4 |
10 Maya clicks ar to restore the standard view; then clic 'stvlo review yesterday’s Cleaning Crew movements.
REsuLT
. /
Playback Options \ = ‘ ear Al Filters
10 ault People Cleaning Crew
Time Range Time Frame Requi -
TABLE VIEW MAP VIEW HISTORY
Sfiit D 8 |0 il i i i i i [ i i i i ﬂ
5] =] 8] =] (8] o =] (=] 8] 8} |
Tecepuan Waiting Area 1 Wailing AEa
Start Time - HH:MM Duration - HH:MM
=
/
Assets Asset(s) Required ~
O c | O O [
B = Cpen Haliay = ] —
T S - : T fBorn Ok | fiddie o Fanh Gifice I
o L I
i A H
g1 g T | I_'[/ i ot &
rt I
’.'? “: ;\ gt =
= [0 I LN/
LOAD DATA d a a :
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Phase Description
11 Maya specifies the Time Range she wants to review under Playback Options, and then selects Cleaning Crew members
Bruce_055-D25 and David_074_D32 under Assets.
RESuLT
Playback Options « = FILTER  Clear All Filters
10 Default People Cleaning Crew
Time Range 18-07-2020 20:00:16:00 for 8:00 v
TABLE MAP VIEW HISTORY
Assets Selected 0 0 0 0 0 0 0 0 0 0 0 0 J_|
Al Q P/ — T - M —
CLEAR SELECTION [
Rows per page: 50 1-70f 7 -
Bruce_055_D25 O O O 8 O ==
David 074 D32 B3 = T \ .
e o G o : e
Dr Who_CF5 9999 888 O
Qf —
P|_002_D93 O B e —
) I i 7 o —
Riz_040_D56 O 7 - C 1
it
. < \ af ™
Sonni 045 D8C 0 ! )
=t I \
a
12 Maya clicks Load Data and the map loads inr de. Shew tcyes%e Assets moving around the floor at real-time
speed, beginning at the start time she specified. To/get a be ok, she collapses the Asset List panel and increases the
icon size. To reduce her review time, she ¢licks¢®® to increa e’playback speed.
ResuLT . 4
»
‘9 10 Default Pecple Cleaning Crew
Alarms
TABLE VIEW MAP VIEW HISTORY
Euene Logs I 0 1 I I 1 i I 0 1 I I
E‘s ? = Ln‘mmm = = uwa'rﬂ'ng rea T = = lelingﬂmaz =
‘ David_074 D32 —
Tags
£2 =
Depts.
= i 0 0 0 0 0 .
eo-Fences Bruce_055_D25
Q — Open HallWay. ki3 ] ‘ '
Config — . . —
[ Dvurﬁr.T
00:00:15 8:00:00
@ & visiblelayers Jll @ @ I
13 Maya clicks = to expand the Cooper menu, and clicks Logout to end her Trellix Locate session.
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10.8 - Asset Tracking Procedures

This section includes procedures for using the main features of the Track page.

NoTE

See Filtering, Sorting, Paging, and Column Control (Track, Alarms, Events, Assets, Tags Displays) for detailed description of these
features. Only the differences from those standard procedures are noted here.

10.8.1 - Filters, Sorts, and Searches

The features that apply specifically to the Track page are listed and described below.

Feature Description
Filters on The Map View and History tabs require a Building and a Floor filter. Those two filters can be changed to a new
Map View Building or Floor but cannot be cleared. Note the lack of X icons on the 10 (Building) filter and Default (Floor) filter
and History in the example below.

Playback Options &« = FLTER  Clear All Filters

10 Default People Cleaning Crew
Time Range
ABX
fosets 0 0 1 0 N0 0 1 0 0 10 7
R B A8 " s Sw——— :
All Q T Teceian ‘ ‘ ‘,—‘i | l— 4/ 7 T T—
CLEAR SELECTION NH | ) . For || |
. N
Moving from  On the Table View tab, if you
Table View + Click Map View or History, you will be prompted4o provide a Building an@"Floor
:ﬁ: tool\r/lap - Click @ or Show on Map (for a selected Asset),the Building and Floorfrom the Last Known Location for the
lew selected Asset are applied as filters beforg'loading’the Map View

History tabs
Table View The Table View tab supports sorting by'NamepAsset ID; Assét Type, and Tag MAC ID.
Sorts
Table View The Table View tab supports searching of the NamejAsset ID, and MAC ID fields.
Search S
Map View The Map View tab supports,searching of the'Name, Asset ID, and MAC ID fields.
Search
Partial and The Search feature on Map#iew tab has two modes: partial and exact. These are explained in the two examples
Exact below.
Matches on
Map View PARTIAL EXAMPLE
Search You search for “susan” on the Map View tab when it is displaying Assets on Floor 1 of Building A. The search

completes by showing two partial matches on Floor 1: “Susan_button”, and “Susan_small”.

EXACT EXAMPLE

You search for “susan_button” on the Map View of Building A, Floor 1. There is no match on Floor 1, so the search
expands to all Floors in the current Building, but now it is looking for an exact match for “susan_button”. If none are
found, the search completes with no results. If an exact match is found, you are prompted to change Floors in the
Map View. If you accept, the new Floor is loaded in Map View and it displays the location of the matching Asset.

10.8.2 - Locating a Specific Asset on Table View

There is more than one way to locate an Asset. The procedure below works well for most situations.

Tip
You can apply similar steps on the Map View or History tabs.
Step Action
1 Click Track. Do you know the Name, Asset ID, or MAC ID value?
« If yes, perform a search with the known value.
« If no, apply the most specific filter or combination of filters.
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Step Action

2 Do you see the Asset you want?
« If yes, click it to display the Asset Details.
« If no, go to Step 3.

3 Do one or more of the following until you see the Asset:
+ Sort the list, or
« Adjust your filters, or
+ Page through the results.

4 Click the Asset to display the Details.

10.8.3 - Displaying a Specific Asset on Map View

Follow the steps in the previous topic, and then click @ in the list or click Show on Map in the Asset Details panel.

10.8.4 - Locating and Displaying a Group of Assets on Map View

An example Map View tab is shown below with the Asset List expanded, a “CL" text search applied, and an Asset selected.

Note
The Asset Details panel will not appear on the right when the Asset List panel is open on theleft.
= W
Asset List & = FILTER iL )
10 Default
[ CL BabyMonitor 89_...
°F CL_DialysisMachine_... B T ——T—— .
&' CLEKG 85 053 999.. T — e =
| \
& CLOxygenTank 052.. \ Ulrasoughi_se_062_s83 '] .
—Q. r: v 4 r <
% aursandsso.  JP Offige IHfiGdleRo ) #Parth Office
A ¢ y | e =
Cleaning_crew_006_... CL| BaByMbngRapr0ep | r
g B | P AL
- - — +-
LT Alyss=chi € 92_05C_gPs
nERkw 00as .
ﬁﬁank_OSZ_&SS | @
N
= |
] 1
/ / € visiblelayes J @ @ I & =
Procedure

Follow the steps below to locate and display a group of Assets on the Map View tab.

NotEe
It may not always be possible to get exactly the set of Assets you want and nothing else, but you can usually get close.

Step Action

1 Click Track, and then click Map View. When prompted, select the Building and Floor you want when prompted, and then
click View Map.

2 If there are too many Assets being displayed, click Filter.

3 If the target Assets all belong to a common Department (e.g., Cardiology), select it from the Department list.

4 If the target Assets all fall under one or more Types (e.g., Medical Assistants, Techs), select the applicable Type

checkboxes under Object or People.

Note
You can filter with multiple Object Types, or multiple People Types, but you cannot combine Object and People Types.
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5 If you apply the Filters and there are still too many Assets displayed, see if you can add a Search for a common but
unique string that the target Assets share (e.g., Asset IDs all contain with “XLT77").

To display the list of Assets, click >> in the upper left.

7 To view more information about an Asset, click it to open the Details panel.

NoTtEe

The Asset Details panel will not appear on the right if the Asset List panel is open on the left.

Tip

Click the selected Asset a second time to deselect it.

10.8.5 — Working with the Map Viewing Tools

The Map Viewing Tools, as they appear the Map View tab, are shown below. The ¢ 3 Full Screen tool that appears to the upper right of

the map is also described. The Visible Layers menu options are shown separately.

* visible layers

VisiBLE LAYERS MENU

Geo-Fence
Asset Labels

Trail

— e

Short

Icon Size

-

g a a I

r
| B |

Long

@® Small Medium Large

Procedure

Follow the steps below to work with the Map'Viewing Tools.

Tool

Action

Click to center the selected Asset and zoom in on it

{3 (unavailable until an Asset is selected).
Focus
Click to fit the entire Floor Map into the display area.
KA
[ 4|

Show Entire Map

Q

Zoom Out

Click to Zoom Out.

e

Zoom In

Click to Zoom In.

)

Drag

Click to select and drag the map position.
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Tool Action

Click to
@ visible layers .+ Show or hide Geo-Fences
+ Show or hide Asset Labels
+ Change the size of the Asset icons
+ Show or hide Asset Trail (disabled for multiple Assets)

- + Click to expand the map to fill the entire screen
+ Click ar to restore the standard map size

10.8.6 — Locating and Displaying Assets on the History Tab

An example History tab is shown below. Two Assets selected for replay over a 5-hour period.

Playback Options & = FHLTER  Clear Al Filters
10 Default People Cleaning Crew
Time Range 18-07-2020 20:00:17:00 for 5:00 v
TABLE VIEW MAP VIEW HISTORY
Assets 2 of 25 Asset(s) Selected -~ D |:| |:| |:| D |:| D |:| D ﬂ
All % Search o [p—T =" o TH = oy —
CLEAR SELECTION =
Rows per page: 50 ¥ 1-Tof 7 -
Bruce_055_D25 O g =
David_074 D32 . — —— _
Dr_Who_CF5_9999_888 O .
=
PJ_002_D93 O
=
Riz_040_D56 O
/|
Sonni_045_D8C O /

LOAD DATA

Tip
Click the Asset to display the Details panel, and then check the Location Last Updated value. You will be able to replay the movement of
an Asset for up to 7 days prior to the current date, depending on how long the Asset has been broadcasting its location.

Procedure
Follow the steps below to locate and display a group of Assets on the History tab.

Step Action

1 Click Track, and then click History. When prompted, select the Building and Floor you want, and then click Go to Replay.
2 Select a Start Date, then enter the Start Time and Duration for the replay.
3 Select one or more Assets in the Playback Options panel.

Tip

If there are too many assets listed, use a combination of Filters and Search to reduce the count.
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Step Action
4 Click Load Data to start the replay.

EXAMPLE
Asset List &
10 Default People Cleaning Crew
David_074_D32 [0
TABLE VIEW MAP VIEW HISTORY
Bruce_055_D25 [0
U 0 i I U 0 a I U 0 a I ﬂ
(5] =] =] 8] =] 0 ] 8] =] =] =] 8] b
Retepiion g Viailing Aes 2
David 074 D32 =
[
O O a (W] =
Brce (65 D25

5:00:00

visible layers u Q Q

01:1950 ———— @p— — — — — ———————————  5:00:00

® 44 » 8x € Visible layers ﬂ Q@ Q :ZI

Replay History Limits
The following limits apply to the History replay Parameters:

e The earliest Start Date can be 7 days before the current date (e.g., if today is September 30t, then September 231 is the earliest date)
e The Duration cannot exceed 23 hours and 59 minutes

e The Maximum playback speed is 16x the real-time speed

¢ An Asset cannot be displayed if it moves off the current Floor, but you will be notified when that happens

NoTEe

Backing up and clearing historical location data is managed in Trellix Admin. See “Backing Up and Restoring” and “Clearing Utilization
and Occupancy History” in the Trellix Lighting System Configuration Guide.

Procedure

Follow the steps below to replay the movement of an Asset on the History tab.

Step Action

1 Select a Start Date, then enter a Start Time and Duration, and then click Load Data.
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Step Action

2 Click one or more Assets from the Playback Options list on the left.
Tip
If there are too many assets listed, use a combination of Filters and Search to reduce the number shown.

3 Use the following controls to manipulate the playback:
- To pause the replay, click @
- To continue the replay, click ™
+ To increase the replay speed, click ™
+ To decrease the replay speed, click <44
« To move to a specific time, drag the time slider

4 Use the Map Controls to drag, zoom in, zoom out, and reset the Floor Map size.
Tips
+ Collapse the left-side Playback Options or Asset List panel if you want to access the Asset Details on the right
+ The History tab does not have the Focus or Full Screen tools
+ See Working with the Map Viewing Tools for map control details

N
N
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11 — Appendix
This chapter contains supporting information for Trellix Locate.

11.1 - Filtering, Sorting, Paging, and Column Control (Track, Alarms, Events, Assets, and Tags Pages)

Several Trellix Locate pages use the same basic methods for filtering, sorting, paging, and column control. This section describes how
these work. Any notable differences, such as the need for Building and Floor filters on the Map View tab, are called out in the
appropriate chapter.

11.1.1 - Find by Filtering — A Track > Table View Tab Example

An example Filter panel for the Table View tab is shown below, with filters that limit the displayed Assets to the following: Office
Building 1, Office Floor B, Cardiology (Department), a single Type in the Object Category (Electrocardiographs).

Filters X
Office Building 1 Office Floor B Cardiology
Object
AS
Types
All Types Adult/Paediatric Volumetric Pu... AgrosehTents Air Compressors
Alternating Pressure/Flotation ... Ambulatory Infusion Pumps |“Anaesthesia Maghings Anaesthetic Agent Monitors
Apnoea Monitors Bariatric Products 1Beds (spegialty)/Rail Guards BiPAP (Bilevel Positive Airway P...
Blood Pressure Monitors Blood/Fluid Warmers BreastPumpse [] CardlacCare Systems llllll
Cold Therapy Units Continuous Passive Metion Bev... [ @ontrollers, Infusion
Default Object Type Defibrillators M Elegtrocardiographs ElectrosurglcalGenera‘[ors
b s _ o
Procedure

Follow these steps below to use Filtersfon the Table View tab. Other Locate pages will behave similarly, though some filters may vary.

Step Action
1 Click Filters.
2 To filter by Building and Floor:
1. Click All Buildings, and then select a specific Building.
2. When the Floors have been loaded, click All Floors, and then select a specific Floor.

3 To filter by Department, click All Departments, and then select a specific Department.

4 To filter by Asset Category, click All Categories, and then select Object or People.

5 To limit the selected Types under Object or People (the default is All Types), select the checkbox beside one or more
Types.

6 Click Apply Filters.
Tip

When filtering by Object or People Types, you may need to scroll to see the Apply Filters button (shown inset in the
example above).

7 To clear one or more filters:
+ Click X beside the filter name that appears above the listed Assets
+ Click Clear all Filters to eliminate any filtering
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Example

An example of filtered results on the Table View tab is shown below, including the X buttons used to quickly clear a specific filter.

= LOCATE

@ T FALTER  Clear All Filters Search Q
Track
ﬂ Object Apnoea Monitors Bariatric Products Defibrillators
Alarms
TABLE VIEW MAP VIEW HISTOR
FETLE  pefreshed Today at 13:14 Rows per page - 1-20f2

=
Assmis con Jame Asser ID Asser Type Tag MAC ID Last Known Location m
L 2
Tags I b cirde 23 CA 23 Defibrillators SF8FOB B1>F1>DDD -]
<% I Cices CA S Apnoea Monitors 5F9023 B1>F1>CCC Q
Depts.

11.1.2 - Sorting - A Table View Tab Example

The Table View tab supports sorting the Asset list, in ascending or descending ord e, Asset ID, Asset Type, and Tag MAC ID.

An example, sorted by ascending Asset ID, is shown below.

Refreshed Today at 13:12 0 i
L 4

7 - III
a Sashi_Battery Battery_1 Oxygen Concentrat 741 OoreABqumg L Q
+ Arjun_Battery Battery_10 Oximeters 70D0C / Exfion Bullding:t > Ot Q
= Floor A
N : Office Building 1 > Office
I é Sanjith_Battery Battery_11 Oxim 2647Q Floor A > RajGeo
. /
Procedure \
Follow the steps below to sort the Asse ted on the Tab b.

Step Action

1 Hover over the column name. If it is sortable, a ™ will appear.
2 Click once to sort ascending. A N will appear beside the column name.
3 Click the column name a second time to sort descending. A < to appear beside the column name.
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11.1.3 - Paging and Column Control — A Track > Table View Tab Example

The way Assets are listed on the Table View tab can modified. The number of Assets that appear per page can be customized, and the

columns that appear can be enabled and disabled.

The example below shows a list with 5 Assets per page, currently displaying Assets 11-15 out of 101 Assets total, and with the Tag

MAC ID column hidden.

Refreshed Today at 13:41

11.1.4 — Searching - Track > Table View Tab Example

EXAMPLE

M

I . i o Show/Hide Columns
AN Harman_Battery Battery_2 Heated Humidifiers Office Building 1 >
Icon
3 Brian_Battery Battery_3 Cleaning Crew Office Building 1 >
Name
a Susan_Battery Battery_4 Air Compressors Presence Unknow Asset ID
Office Building 1>
&  RajBattery Battery_S Aerosol Tents fce Buliding Asset Type
> aTest3
) [ Tag MAC ID
=] Srishti_Battery Battery_6 Lymphedema Pumps Office Building 1
a

& Last Known Location

" CANCEL

An example search on the Table View tab is shown below, selectéd{for Assets that mateh “A10".

0 ¢ T FLTER  Clear All Filters A10 e
Track
| 4
ﬂ Office Building 1 Office Floor A Object ApnceaﬂtL ' Bariatric Product\ ’eﬂbnl\ators
Alarms
Event Logs
Refreshed Today at 12:19 page: 50 ¥
(Y
Assets et Type T . I"
® Office Building 1 > Office
Tags |;| Manu_Button Button_17 Apnoea Monitors A10EB7 &
Floor A
= Office Building 1 > Office
an a Jobelle_Button Button_9 Bariatric Products AT0F4A K g 9
. Floor A > RajGeo
Office Building 1 > Office
I:I I ap Harman_Button Button_2 Defibrillators A10DF7 — g 9

Geo-Fences

The Search function works by entering text in the Search box, and then clicking Q or pressing Enter. The following considerations

apply:

Release 8.0

Only the Name, Asset ID, and MAC ID fields are searched
The matching is not case-sensitive, so “apnoea” will match “Apnoea” and “APNOEA”
Partial matches will be found, so “A10” will match “AT0EB7” and “FD4A10"

The whole search string must match, so “Apnoea Devices” will not match “Apnoea Monitors”
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11.2 - Default Accounts, Roles, and Permissions

11 - Appendix

The default user accounts, roles, and permissions provided with Trellix Locate are described below.

Username

Password

Role Assigned

Permissions

Viewer

BXLinx!1

Viewer

The Viewer user has view-only access to the Track, Alarms, Event Logs,
and Departments features. The View user also as view-only access to
the system-wide Alarms and Events that are visible in Trellix Admin.

Operator

BXRtls!2

Operator

The Operator user has all Viewer access and can also

+ Create, edit, and delete Object Assets and Departments
« Create, edit, and delete People Assets and Departments
+ Manage and configure Tags

« Acknowledge alarms

Locateman

BXRtls!3

Locate Manager

The Locate Manager user has all Operator access and can also
+ Configure and manage Geo-Fences
+ Set up Rules

Admin

BXLinx!5

System Administrator

The System Administrator has full access to all features.

Public

BXLinx!7

Third-Party Integration

The Third-Party Integration‘user has access to the Published API.

Nore N
It is not possible te login to the Web user interface with this account.

11.3 — Account Permissions

11.3.1 — Locate Permissions

The Locate permissions are listed and described below.

Permission

Description

Acknowledge Alarms

Acknowledge Locate alarms

Asset Management

Create, readyrupdate, and delete Object Assets and Departments
N

Locate Configuration

+ Configure and manage Geo-Fences

¢ Set'up Rules

“\RTLS configuration (nedes/engine)

People Management

Create, read, update, and delete People Assets and Departments

Tag Management

Enable, disable, assign, and edit Tags

View Only

+ View assigned Alarms and Events
+ View Track page (including Map View and History tabs)

11.3.2 - Global Permissions

The global Trellix permissions that pertain to Locate are listed and described below.

Permission

Description

Locate API

Access Locate published data using the Application Programming Interface

User Management

Create, view, modify, and delete user accounts

User Role Management

Manage user roles and permissions

System Settings

+ Modify the system and subsystem networking settings

+ Backup and restore system configuration

+ Backup and restore the database

+ Update and manage the system and subsystem software versions
+ View diagnostic logs components and features

Release 8.0
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11.4 - Adding and Updating a Trellix Locate License

An example of the Clients page in Trellix Admin is shown below, with the default Lighting license of 1000 devices and a Locate license
for 1000 Tags.

Client Profile

Client Details # EDIT

System ID : 1dfaae95-6fd5-3dc4-8d2e-7bcSe5c6e964 O coevip

EventLogs ~

0O Default Client Test HealthCare 2]

System
s
- -
- Additional Information (optional) v
E Application Details + ADDUCENSE @
LIGHTING LOCATE ® on
10000 Devices 1000 Tags
Expiry Date: 18-09-2025 Expiry Date: 01-09-2025

QO ‘{,b
D Q
S

13:21

Procedure * 7/
Follow the steps below to add or updat No ate Li
NotEe

To perform this procedure, you must have em Administrator access to Trellix Lighting (Note this is a Lighting permission, and not a
Locate one).

Step Action

1 Log into Trellix Core with System Administrator access for Trellix Lighting.

2 Click #if, and then click Clients.
3 Click Copy ID beside System ID.
4

Submit your Trellix Locate license request to Cooper, including the System ID and the number of Tags required. Cooper
will provide a JSON (.json) license file that is specific to your System ID.

5 When the license file arrives, click + Add License, then select the JSON license file on your computer, and then click
Open to upload it.

6 When the file has uploaded, the new license settings will be applied to your system. If this is the first license submitted,
Trellix Locate will also be enabled.
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11.5 - Troubleshooting

11.5.1 — Location Reporting is Slow or Inaccurate

Problem

One potential cause for slow or inaccurate location data is network congestion. Review the Events Log in the Trellix Admin app to see if
there are “Zigbee network experiencing backlog” entries. If these are being reported often, it indicates that one or more sensors are
detecting more Tags than they can report.

Solution

Increase the individual RSSI Cut-Off settings for the identified sensors as described in Enabling, Disabling, and Changing the Individual
Sensor Settings.

11.5.2 - Duplicate Geo-Fence Alarms

Problem
Duplicate Geo-Fence alarms are generated for Assets that were already inside a Geo-Fence.

Solution

The Trellix system does not save or track Tag locations when it is offline, for example, when rebooting after a system upgrade. When
the system recovers after reboot, it will generate new alarms for Tags located inside Geo-Fences, even if those Tags were already
inside the Geo-Fence before rebooting. This is expected behavior for Locate 7.0, 7.1, and"8.0.

N
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FCC Statement
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference.
(2) This device must accept any interference received, including interference that may cause undesired operation.

Note: The grantee is not responsible for any changes or modifications not expressly approved by the party responsible for compliance. Such modifications could void the
user'’s authority to operate the equipment.

Note: The equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation. This equipment generates uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

o Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
o Consult the dealer or an experienced radio/TV technician for help.

This device complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment must be installed and operated in accordance with
provided instructions and the antenna(s) used for this transmitter must be installed to provide a separation distance of at least 20 cm from all persons.

Warranties and Limitation of Liability A
Please refer to www.cooperlighting.com/WarrantyTerms$ for,our terms and conditions.

Garanties et limitation de responsabilité
Veuillez consulter le site www.cooperlighting.com/Warrantyferms pour obtenir les conditions
générales.

Garantias y Limitacion de Responsabilidad
Visite www.cooperlighting.com/Warrantyterms para conocer nuestros términos y
condiciones.

Cooper Lighting Solutions
1121 Highway 74 South
Peachtree City, GA 30269
P: 770-486-4800
www.cooperlighting.com Cooper Lighting Solutions is a
For service or technical assistance: registered trademark.
1-800-553-3879

All other trademarks are property
Canada Sales © 2021 Cooper Lighting Solutions of their respective owners.

5925 McLaughlin Road All Rights Reserved
‘ O O P E R Mississauga, Ontario L5R 1B8 Printed in USA Product availability, specifications,
P:905-501-3000 Publication No. MN503095EN and compliances are subject to

Lighting Solutions F:905-501-3172 February 2021 change without notice.
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