Lighting API Reference Tre"ix

This document is intended for installers, set-up technicians
and IT professionals of Trellix products.

Important: Engage appropriate network security professionals to ensure all lighting control system hardware and servers are secure for
access. Ensure IT professionals review the WaveLinx network architecture document found at the end of this manual.

Network security is an important issue. Typically, the IT organization must approve configurations that expose networks to the Internet. Be
sure to fully read and understand customer IT Compliance documentation.

POST /uaa/oauth/token HTTP/1.1

/v2/public/C1B1/areas/Al/occupancySets/0S1/identity

(%) COOPER

Lighting Solutions



Read all the instructions thoroughly before installing this product.

This manual provided information on the installation and operation of Trellix Lighting. For proper operation it is important to follow

the instructions.

The purpose of this document is to provide sufficient instructions for installation and basic troubleshooting.
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Trellix Lighting API Reference 1 = Introduction

1 = Introduction

Most large real-estate management companies are developing applications that allow them to manage their real-estate assets more
effectively. These companies are also offering new value-added services to their tenants, such as Web portals where tenants can find
new spaces being offered or analyze how their current spaces are being used. These applications typically rely on APIs to gather data
from the building systems, including HVAC, lighting, elevator, security, wastewater management and more.

With the rapid adoption of connected lighting systems, real-estate management organizations will have much more granular data at
their disposal. Cooper has developed APIs to allow the management of a lighting system. A subset of these APIs is made public to
empower third-party systems to access data on Cooper connected lighting systems. It is Cooper’s vision to continue making more APIs
public.

1.1 - Lighting System Data Structure

When a WaveL.inx lighting system is configured, wireless devices are grouped into a logical device hierarchy and geographical building
hierarchy. These groupings are used to control the lights according to strategies defined by the specialist who configured the system.

As a developer, you will need to understand the WaveLinx logical and geographical hierarchies to read and write lighting system data.

1.1.1 - Device Hierarchy

A lighting system is composed of wireless devices connected to Wireless Area Controellers (WAC). The WACs are connected to Trellix
Core that acts as a data repository and hosts interfaces such as the Published (REST)-API used by third-party systems. This logical or
device hierarchy is as follows: Trellix Core > Wireless Area Controllers > Devices > En\dpoints. An example of as device hierarchy is

shown below.
Trellix Core

N — p— N N
WAC 1 WAC 2
Wallstation ‘ Integrated«Sensor Receptacle ‘
w10 | IS 1 R45 |
»
Ceiling Sensor =y, OtCUpancy Sensor | Control Module
CS-20 IS 1-©S R45-CM
I

Daylight Sensor
IS 1-DL

Dimming Module
IS 1-DM

1.1.2 — Devices

A Device is a physical component of a lighting system. When connected to a network, each device has a unique ID (address) on that
network that is used to route network communication to the device. The object structure is flexible enough to describe current and
future devices in a general way but with an appropriate level of detail.

1.1.3 - Endpoints

An Endpoint represents a function available on a Device, including controllers, inputs and outputs. Each device can have one or more
endpoints. For example, a ceiling sensor contains an occupancy sensor endpoint, while an integrated sensor contains an occupancy
sensor endpoint, a daylight sensor endpoint, and a dimming module endpoint.

Endpoints are represented as a list in a Device object, which in turn is presented to the network. An Endpoint may represent a physical
component of a Device (e.g., a daylight sensor or occupancy sensor), a logical function of a Device (e.g., firmware update capability), or
a link to a controlled device. Most system interactions take place directly through Endpoints, not the Device object that contains them.
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1.1.4 - Building Hierarchy

1 - Introduction

The geographical or building hierarchy is as follows: Client > Building > Floor > Area > [ Zones / Occupancy Sets / Daylight Sets /
Devices]. A building hierarchy reflects a physical relationship but also certain logical relationships that group endpoints into Occupancy

Sets, Daylight Sets and Zones.

¢ An Occupancy Set contains the sensors, controllers, and outputs that automate the lighting system based on whether a space is

occupied

¢ A Daylight Set contains the sensors, controllers, and outputs that automate the lighting system according to how much daylight is

present in a space

An example of a building hierarchy is shown below.

Example Corp

I I

Head Office
Building

Mezzanine Floor

Conference Floer

-
i
Lobby Area Grand Room Area Break(A):JetaRoom
| | —L'Ti = v .
; Screen Dimming Zone Receptacle’Zone Occupancy, Set Daylight Set
Atrium Zone D1 Rl 0s1 DL1
T T - - ] — v
| \
. ! Receptacle ¢ | Occupancy Sensor Daylight Sensor
Reception Zone IS1-DM ‘ R45 1S 1-0S 1S 1-DL
~ -5 J
\
| Occupancy Sensor | Daylight Sensor
0s44 DL22
J

Integrated Sensor IS 1 installed in a light fixture and has an occupancy sensor endpoint, a daylight sensor endpoint, and a dimming
module endpoint. The blue labels in the diagram highlights how the IS 1 dimming module appears in Screen Dimming Zone D1 while its
occupancy set endpoint appears in Occupancy Set 0S1, and its daylight sensor appears in Daylight Set DL1.
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Components of a Building Hierarchy
The components of a building hierarchy are as follows:

e AClient is a collection of Buildings.

e ABuilding is a collection of Floors.

e AFloor is a collection of Areas.

e An Area is a collection of Zones and is typically a private space such as a personal office, washroom or open space. An Area can
have multiple Occupancy Sets and Daylight Sets associated with it, but each Occupancy Set or Daylight Set can only be associated
with one Area.

e A Zone is a group of dimming endpoints that are used to control the light level or receptacles. These dimming module endpoints can
be found in a wireless integrated sensor, a wireless switchpack, and a wireless receptacle.

e An Occupancy Set is a group of occupancy sensor endpoints that are used to turn the lights on and off based on occupancy state.
These occupancy endpoints can be found in an integrated sensor or a ceiling sensor. Occupancy Sets must be associated with a
single Area.

o A Daylight Set is a groups of daylight sensor endpoints that are used to dim the light according to amount of daylight sensed. These
daylight endpoints can be found in an integrated sensor, a ceiling photocell or a ceiling sensor. Daylight Sets must be associated with
a single Area.

1.2 - Hypertext Transfer Protocol (HTTP)

The Trellix Lighting API provides a secure programming interface to Trellix. It is a REST API, meaning it is accessed using the
communication standards of the Web:

e The HTTP (Hypertext Transfer Protocol) protocol, specifically GET and POST comrmands
e A defined set of URLs N

Each URL represents a specific type of resource, such as a device or an occupancy set.

1.2.1 - HTTP Messages

An HTTP message consist of a request or response line, which appears-irst, and headerfields'in the lines that follow. Here is an
example of the GET request:

GET /v2/public/<BUILDING-ID>/areas/detail HTTPAL.%

The Trellix Lighting APl uses both GET and POST requests.

Each header field appears on a new line as a clear-text nameé-value pair, separated by colons. The line is terminated by a carriage return
(CR) and line feed (LF) character sequence. For example:

Host: 192.168.2.100

Authorization: bearer 54eaQ@cb-dbBea~45ad-83pb-8bl436bcebdc
Content-Type: application/js@n

Cache-Control: no-cache

To learn more, refer to this List of HTTP header Fields.
1.3 — Working with the Trellix Lighting API

1.3.1 — Authentication

Before you can access lighting system data, you must authenticate your account. This will generate an API token you can use for
further requests, like getting the status of a zone or the details of an occupancy set.

API Token
An API token is a string of text that acts as a unique, single-session identifier of an application requesting access to the Trellix Lighting
API. For example, 54ea09cb-dbea-45ad-836b-8bl436bcebdc

To authenticate, you send an HTTP POST with the username Pub11ic (not case-sensitive) and a password provided by Cooper Lighting
Solutions. For example:

https://192.168.1.99/uaa/ocauth/token?grant type=password&username=Publicé&password=myCooperPassword
The Trellix Lighting API will provide an access token you can use for subsequent requests.

1.3.2 — Response

The response to a Trellix Lighting API call will include an HTTP status code and a body. A successful call will return a status of 200, and
the body will contain the requested Trellix data in JSON (JavaScript Object Notation) format. JSON is a simple and popular way to
represent plain and structured data — such as booleans, arrays and objects - in plain text. For a brief introduction to JSON, see the
JSON.org Web site. For the detailed specification, see the JSON Schema.
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Trellix Lighting API Reference 1 = Introduction
1.3.3 - Common Response Properties

All Trellix Lighting API responses contain a single object. When a list is requested, such as the All Areas Detail List or All Endpoints
Identity List, the properties described below will typically be included.

Property Type Description
content Array An array containing one or more objects of the requested data (e.g., Area).
last Boolean A true/false value indicating if the response is the last page of results.
totalPages Number  Aninteger value indicating the total number pages of the requested data that are available.
numberOfElements Number  Aninteger value indicating the number of objects in the content array.
first Boolean A true/false value indicating if the response is the first page of results.
number Number  Aninteger value indicating which page number this response represents.
sort Array 0 - Contains a single object containing properties related to how the list is sorted.
Example

The JSON below shows a response to an All Areas Identity List call. In this case, the content array contains the identity information for
two areas, A1 and A2.

{
"content": [
{
"publicId": "Al",
"type": "52474f38-38aa-4ee8-8893-5541c0£5d04e", N
"name": "Default"

"publicId": "A2",
"type": "52474£f38-38aa-4ee8-8893-5541c0f5a04e%,
"name": "Area 51"
}
1/
"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,
"first": true,
"size": 100,
"number": 0

www.cooperlighting.com
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1.3.4 — Response Data Types: Detail, Display, and Identity
The three common sets of data that appear in most Trellix Lighting API responses are explained below.

Detail
Returns the all available properties exposed by the requested object.

Display
Returns the commonly used properties exposed by the requested object.

Identity
Returns unique identification properties exposed the requested object.
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2 - Trellix Lighting API Reference

2.1 - Login & Authentication Requests

The API calls below are used to start a Trellix Lighting API session by generating the token you require to use any of the other API
requests.

2.1.1 - Login Duration

When a successful Get Public Login Token call is made, access will be granted using that token for a minimum of 30 minutes. Trellix
monitors for API activity in 30-minute windows after granting access. As long as one or more API calls are made within each window,
Trellix will maintain access with the original token for up to two hours maximum (four 30-minute periods).

If there is no API activity in a 30-minute window, or when the two hours maximum has been reached, the token is revoked and access
denied until a new Get Public Login Token call is made.

The diagram below shows an authentication cycle where a Login Token is granted and followed by API activity in two successive 30
minutes period. When no activity occurs between 60 and 90 minutes, the token expires, and a new Get Login Token request must be
made.

APl Activity No API Activity
0 /E’.N 60 I 90
} o } P i | } » Mipetes
/ /N \
Get Login Token Token Expires and Get Login Jokew,
Access Denied Start New Cyele

To avoid being denied access, the Get Refresh Token call can beusedibefore the ¢lfrent/token expires. This will extend the cycle and
maintain access for up to another two hours.

We recommend issuing a Get Refresh Token call just before'the eagh 30-minute window. This will provide continuous access to Trellix,
and future-proof your application should the maximum tifne be teduced ffom the current two hours.

2.1.2 - Get Public Login Token
This POST request returns an access tokenand its typ\e.
HTTP Header Fields

POST /uaa/ocauth/token HTTP/IWl

Authorization: Basic ZWF0b24tY2#pZW500kFDAHZRQzFoSE4=
Content-Type: application/x-www-form-urlencoded
Cache-Control: no-cache

grant type=password&username=Publicé&password=<COOPER-PASSWORD>

POST Request Structure

https://<HOST-IP>:<HOST-
PORT>/uaa/ocauth/token?grant type=passwords&username=Publicé&password=<COOPER-PASSWORD>

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server. Defaultis 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <COOPER-PASSWORD> — Trellix Lighting API password provided by Cooper Lighting Solutions

Request Example

https://192.168.2.100/uaa/oauth/token?grant type=password&username=Public&password=myCooprPassword
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JSON Body Example

{
"access token": "54eal9cb-dbea-45ad-836b-8bl436bcebdc",
"token type": "bearer",
"refresh token": "b67c9076-2565-4f18-a657-982e15d2725a",
"expires in": 4746,
"scope": "openid",
"user": {
"id": "b57acccd-8cb0-40d9-8£76-1£330da0374c",
"userName": "Public",
"role": {
"id": "56be369b-7acc-4d68-a815-39d58d026b55",
"name": "Third Party Integration",
"permissions": [
{
"id": "962f14db-2£9c-4625-82ee-93eb£f99e0273",
"name": "Interface Settings"
}
1,
"updatedTime": "2018-05-11T15:12:10.2802Z",
"updatedBy": "69add548-ec7c-49ba-aecl-0cabbbe2238c"
by
"authInfo": {
"id": "2d808ff3-4dc7-4087-902d-63ec5a0c8da4",
"passwordExpires": false,
"policy": {

"id": "ef89498b-ceal8-43f8-a87d-443819%adbel6",
"name": "Default Policy",

"expiryDuration": 7776000000,
"reuseLimit": 10, *
"maximumLength": 16,

"minimumLength": 8, \
"minimumNumber": 1,
"minimumSpecial": 1,
"minimumUpper": 1 O
br

"isLocked": false,
"daysToExpiry": -1,
"isExpired": false * /

b \

"updatedTime": "2018-0 : 192:10.28

e 49ba-aecl-0 5e2238c",

"updatedBy": "69add548-

"createdTime": "2018-05-1 :12:10.280z2",
"createdBy": "69add548-ec7c-49ba-aecl-0cabbb5e2238c",
"isLdap": false,

"isDefault": true,

"isClosed": false
}

Using ro as the Get Public Login JSON response object in the example above, the relevant values are described below.

Property Value Description
ro.access_token  54ea09ch-dbea-45ad-836b- Authentication token you must provide in subsequent API calls.
8b1436bcebdc
ro.refresh token b67c9076-2565-4f18-a657- Authentication refresh token.
982e15d2725a
ro.expires_in 4746 Number of seconds before respBody.access token
expires.

2.1.3 - Get Refresh Token

This POST request, which only works during an active login session, returns an updated access token to extend the login period by 30
minutes.

HTTP Header Fields

POST /uaa/oauth/token HTTP/1.1
Authorization: Basic ZWFO0b24tY2xpZW500kFDAHZRQzFoSE4=

www.cooperlighting.com 7
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Content-Type: application/x-www-form-urlencoded
Cache-Control: no-cache

POST Request Structure
https://<HOST-IP>:<HOST-PORT>/uaa/oauth/token

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, defaults to 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections

Request Example

https://192.168.2.100/uaa/oauth

JSON Body Example

{

"access token": "d6c621c2-al38-409b-abl1-8b096cl03dad",

"token type": "bearer",

"refresh token": "d1256b8b-39%9ef-4cb0-bfc9-0691c8954471",

"expires in": 7199,

"scope": "openid",

"user": {
"updatedBy": "69add548-ec7c-49ba-aecl-0cabbbe2238c",
"updatedTime": "2019-12-06T11:04:53.737-0500",
"createdBy": "69add548-ec7c-49ba-aecl-0cabbbe2238c]
"createdTime": "2019-12-06T11:03:44.484-0500",
"id": "aB81lb3226-868e-469e-8c43-b4aa50£f456ad",
"userName": "LightingAPI",
"roles": [

{
"createdBy": "69add548-ec7c-4 l bb6
"createdTime": "2019-11-28T09: 4 76—
5289

"id": "56be369b-7acc-4d68- 8d026 5
"name": "Third Party Inte y

"permissions": [
9a d548—ec a-aecl-0cabb5e2238c",
; 3&.

{
"updatedBy" 4

:40:45.488-0500",
c-49ba-aecl-0cabb5e2238c",

"id": "46779fe5-204f-44bf-984b-157dd148£5c8",

"shortName": "LXI",
"active": true,
"isActive": true,

"isEnabled": true

by
"identifier": "LXI View Only"

"updatedBy": "69add548-ec7c-49ba-aecl-0cabb5e2238c",
"updatedTime": "2019-11-28T09:40:45.488-0500",
"createdBy": "69add548-ec7c-49ba-aecl-0cabb5e2238c",
"createdTime": "2019-11-28T09:40:44.676-0500",
"id": "4bf22b74-ele5-49d4-a746-90b5200c5421",
"name": "Manual Action",
"application": {
"id": "46779fe5-204f-44bf-984b-157dd148f5c8",
"shortName": "LXI",
"active": true,
"isActive": true,
"isEnabled": true
b
"identifier": "LXI Manual Action"

"updatedBy": "69add548-ec7c-49ba-aecl-0cabb5e2238c",
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I

"application": {
"id": "46779fe5—204f—44bf—&
"shortName": "LXI",
"active": true, :

"updatedTime": "2019-11-28T09:40:45.488-0500",
"createdBy": "69add548-ec7c-49ba-aecl-0cabb5e2238c",
"createdTime": "2019-11-28T09:40:45.488-0500",
"id": "639e7237-7fb9-4678-aca3-9c7c95dfdald",
"name": "View Only",
"application": {
"id": "4b237de7-a393-4a48-97d1-£697£50bcdOc",
"shortName": "BXI",
"active": true,
"isActive": true,
"isEnabled": true
by
"identifier": "BXI View Only"
b
{
"updatedBy": "69add548-ec7c-49ba-aecl-0cabb5e2238c",
"updatedTime": "2019-11-28T09:40:45.488-0500",
"createdBy": "69add548-ec7c-49ba-aecl-0cabb5e2238c",
"createdTime": "2019-11-28T09:40:45.488-0500",
"id": "780434c7-7ce0-4a59-9252-261611959db6",
"name": "Lighting API",
"application": {
"id": "4b237de7-a393-4a48-97d1-f697f50bcdOc",
"shortName": "BXI",
"active": true,
"isActive": true,
"isEnabled": true
b
"identifier": "LXI API Acces "0
| Q %o}
. (L

)
q/ﬁ/

"isActive": true,
"isEnabled": true
by
"isDefault": trge ,
}
1,
"authInfo": {

"updatedBy": "69a@dd548-ec7/c-49ba-aecl-0cabbb5e2238c",
"updatedTime": "20W9-12-06T11:03:44.483-0500",
"createdBy": "69add548-ec7c-49ba-aecl-0cabbb5e2238c",
"createdTime": "2019-12-06T11:03:44.484-0500",
"id": "c4462bd4-8ec7-4d1ld-a76b-755b3c00c983",
"passwordExpires": false,
"policy": {
"updatedBy": "69add548-ec7c-49ba-aecl-0cabb5e2238c",
"updatedTime": "2019-11-28T09:40:44.676-0500",
"createdBy": "69add548-ec7c-49ba-aecl-0cabb5e2238c",
"createdTime": "2019-11-28T09:40:44.676-0500",
"id": "ef89498b-ceal8-43f8-a87d-443819%adbel6",
"expiryDuration": 7776000000,
"reuseLimit": 10,
"maximumLength": 16,
"minimumLength": 8,
"minimumNumber": 1,
"minimumSpecial": 1,
"minimumUpper": 1
by
"isLocked": false,
"daysToExpiry": -1,
"isExpired": false
b
"areaOfResponsibilityType": "PARTIAL",

"departmentOfResponsibilityType":

"PARTIAL",

"departments": [

{

2 — Trellix Lighting API Reference
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"id": "09455979-25b6-4260-b0ec-12a2df2bla37",
"name": "Default"

"id": "ee38e32d-b3d1-4c85-86e8-04dde3e510cd",
"name": "Default"

"id": "c054738c-63dc-431d-8a0c-0614cf325d2c",
"name": "Default"
}
i
"isLdap": false,
"isDefault": false,
"isClosed": false,
"isRegPortalNotify": true

}

Using ro as the Get Refresh Token JSON response object in the example above, the relevant values are described below.

Property Value Description
ro.access_token 54eca09cb-dbea-45ad-836b— Authenti€ation token you must provide in subsequent API
8bl436bcebdc calls
ro.refresh token  b67c9076-2565-4£18-a657- Authénti€ation refresh token
982e15d2725a
ro.expires in 4746 Number of s€Conds before respBody.access_token
expires

2.1.4 - Get Demand Response Login Token
The POST request returns a Demand Response token.
HTTP Header Fields

POST /uaa/ocauth/token HTTP/1.1

Authorization: Basic ZWFO0b24tY2xpZWSFOOKFDIHZRQzFoSEAL=
Content-Type: application/x—www—form—uflencoded
Cache-Control: no-cache

POST Request Structure

https://<HOST-IP>:<HOST-
PORT>/uaa/ocauth/token?grant type=passwords&username=Publicé&password=<COOPER-PASSWORD>

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, optional and defaultsto 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <COOPER-PASSWORD> — Trellix Lighting API password provided by Cooper Lighting Solutions

Request Example

https://192.168.2.100/uaa/oauth/token?grant type=password&username=Publicé&password=myCooperPasswor
d

JSON Body Example

{
"access token": "54eal9cb-dbea-45ad-836b-8bl436bcebdc",
"token type": "bearer",
"refresh token": "b67c9076-2565-4f18-a657-982e15d2725a",
"expires in": 4746,
"scope": "openid",
"user": {
"id": "b57acccd-8cb0-40d9-8£76-1£330da0374c",
"userName": "Public",
"role": {
"id": "56be369b-7acc-4d68-a815-39d58d026b55",
"name": "Third Party Integration",
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"permissions": [
{
"id": "962f14db-2£9c-4625-82ee-93eb£f99e0273",
"name": "Interface Settings"
}
1,
"updatedTime": "2018-05-11T15:12:10.280Z",
"updatedBy": "69%9add548-ecV/c-49ba-aecl-0cabb5e2238c"
b,
"authInfo™: {
"id": "2d808£f£f3-4dc7-4087-902d-63ec5a0c8da4",

"passwordExpires": false,

"policy": {
"id": "ef89498b-cea8-43f8-a87d-443819%adbel6",
"name": "Default Policy",
"expiryDuration": 7776000000,
"reuseLimit": 10,
"maximumLength": 16,
"minimumLength": 8,
"minimumNumber": 1,
"minimumSpecial": 1,
"minimumUpper": 1

by

"isLocked": false,

"daysToExpiry": -1,
"isExpired": false

by

"updatedTime": "2018-05-11T15:12:10.2802Z",
"updatedBy": "69add548-ec7/c-49ba-aecl-0cabb5e223
"createdTime": "2018-05-11T15:12:10.280z",
"createdBy": "69add548-ecTc-49ba-aecl-0cabbfe22 evy

"isLdap": false, %

"isDefault": true, \

"isClosed": false Q (L
}

! o 0

Using ro as the Get Demand Response Login JSON,respohse object in the,example above, the relevant values are described below.
N

Property Value Description

ro.access_token  54eal09cb-dhea-45ad-836b- Authentication token you must provide in subsequent API calls.
8b1436bcebde

ro.refresh token b67c9076-2565-4f18-a657- Authentication refresh token.
982e15d2725a

ro.expires in 4746 Number of seconds before respBody.access token

expires.
2.1.5 - Log Out

This POST request logs out an authenticated user.
HTTP Header Fields

POST /uaa/logout HTTP/1.1

Authorization: Basic ZWFO0b24tY2xpZW500kFDAHZRQzFoSE4=
Content-Type: multipart/form-data;

Cache-Control: no-cache

POST Request Structure
https://<HOST-IP>:<HOST-PORT>/uaa/logout

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections

Request Example
https://192.168.2.100/uaa/logout
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JSON Body Example

No JSON data is returned for this call.

2.2 - Alarms Calls

2.2.1 - Requests for All Alarms
This section describes API calls that provide various ways to view a list of all alarms on the network.

All Alarms Detail List
Returns a detail list of all alarms.

HTTP Header Fields

GET /v2/public/alarms/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json
Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/alarms/detail

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.
e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and default
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login en re

GET Request Example Q
https://192.168.2.100/v2/public/alarms/detail \\ &
JSON Body Example (L

[
#989-0 %
8.989-050¢

"updatedTime": "2019-11-29T14&40:

"createdTime": "2019-11-29 9

"id": "88e77d49-1a99- 4dﬁ 3860c- 68",
"descrlptlon"' "EndpQg ¥ igured!",
"source": "ENDPOIN g
"sourceId": "9ade76d 63-11e9-99 1d054d2784",
"occurrenceTime": "20M84#11-29T14:40:58.971-0500",
"status": "ACTIVE",

"errorCode": "RTLS.DATA.E.2101"

"updatedTime": "2019-11-29T14:34:50.996-0500",
"createdTime": "2019-11-29T14:34:50.996-0500",
"id": "456ec044-6e05-4400-9bd3-b1f18a34f524",
"description": "Tag 264740 exited from Testl!",
"source": "ASSET",

"sourcelId": "f8bec5b6-0981-452e-97af-£f6720£746e00",
"sourcePublicId": "Battery 9",

"occurrenceTime": "2019-11-29T14:34:50.987-0500",
"status": "ACTIVE",

"errorCode": "RTLS.RULE.I.2001"

"updatedTime": "2019-11-29T14:03:00.885-0500",
"createdTime": "2019-11-29T14:03:00.884-0500",
"id": "727488aa-74c5-49e3-916d-8c28b5948bal",

"description": "Tag A10E9D entered in test!",
"source": "ASSET",

"sourceId": "37af6dc7-b6bb-4344-8785-a9db32e2b295",
"sourcePublicId": "Button 8",

"occurrenceTime": "2019-11-29T14:03:00.660-0500",
"status": "ACTIVE",

"errorCode": "RTLS.RULE.I.2001"

www.cooperlighting.com
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Using ro as the All Alarms Detail response object in the example above, the relevant values are described below

Property Value Description
ro.updatedTime 2019-11-29T14:40:58.989-0500 The date and time when this Alarm was last
updated (date).
ro.createdTime 2019-11-29T14:40:58.989-0500 The date and time when this Alarm was created
(date).
ro.id 88e77d49-1a99-4dd3-b36b- The internal ID of this Alarm (string).
£3860cb26a68
ro.description Endpoint location not configured! The Alarm description (string)
ro.source ENDPOINT The source of the Alarm (string)
ro.sourceld 9ade76dc-£263-11e9-99%ec- The internal ID of the Alarm source (string)
001d054d2784
ro.occurrencTime 2019-11-29T14:40:58.971-0500 The time of this Alarm (date).
status ACTIVE The reported Alarm status (ACTIVE,
ACKNOWLEDGED)
errorCode RTLS.DATA.E.2101 Error code for internal diagnostic use.

All Alarms Display List
Return a display list of all configured alarms.

HTTP Header Fields
GET /v2/public/alarms/display HTTP/1.1

Authorization:
Content-Type:
Cache-Control:

GET Request Structure

<TOKEN-TYPE> <ACCESS-TOKEN>
application/json
no-cache

https://<HOST-IP>:<HOST-PORT>/v2/pub licye] a rmgsdi sp ey

www.cooperlighting.com
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Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

GET Request Example
https://192.168.2.100/v2/public/alarms/display

JSON Body Example

[

]

"updatedTime": "2019-11-29T14:40:58.989-0500",
"id": "88e77d49-1a99-4dd3-b36b-£3860cb26a68",
"description": "Endpoint location not configured!",
"source": "ENDPOINT",

"sourceId": "9ade76dc-f263-11e9-99ec-001d054d2784",
"occurrenceTime": "2019-11-29T14:40:58.971-0500",
"status": "ACTIVE",

"errorCode": "RTLS.DATA.E.2101"

"updatedTime": "2019-11-29T14:34:36.987-0500",
"id": "200aa5d2-94e7-465d-acca-18£96233a03c",

"description": "Tag 264740 exited from Testl!",

"source": "ASSET",

"sourceId": "f8bec5b6-0981-452e-97af-£f6720£746e00"
"sourcePublicId": "Battery 9", (b
"occurrenceTime": "2019-11-29T14:34: 36 § ,

"status": "ACTIVE", Q

"errorCode": "RTLS.RULE.I.2001" %
/

"updatedTime": "2019-11-29T14: 03 -050
"id": "727488aa-74c5-49e3-916 948b

"description": "Tag A10E9D in tes
"source": "ASSET", *

"sourceId": "37af6dc7- b6 -878 —@262}3295"
"sourcePublicId": "B g

"occurrenceTime": "2 9Tl4 0 660-0500",
"status": "ACTIVE",

"errorCode": "RTLS.RULEXI.2001"

Using ro as the All Alarms Display response object in the example above, the relevant values are described below

Property Value Description

ro.updatedTime 2019-11-29T14:40:58.989-0500 The date and time when this Alarm was last
updated (date).

ro.id 88e77d49-12a99-4dd3-b36b-£3860cb26a68 The internal ID of this Alarm (string).

ro.description Endpoint location not configured! The Alarm description (string)

ro.source ENDPOINT The source of the Alarm (string)

ro.sourceld 9a4e76dc-f263-11e9-99ec-001d054d2784 The internal ID of the Alarm source (string)

ro.occurrencTime 2019-11-29T14:40:58.971-0500 The time of this Alarm (sate).

status ACTIVE The reported Alarm status (ACTIVE,
ACKNOWLEDGED)

errorCode RTLS.DATA.E.2101 Error code for internal diagnostic use.

All Alarms Identity List
Return an identity list of all configured areas.
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HTTP Header Fields

GET /v2/public/alarms/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json
Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/alarms/identity

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

GET Request Example
https://192.168.2.100/v2/public/alarms/identity

JSON Body Example
[

"id": "88e77d49-1a99-4dd3-b36b-£f3860cb26a68",
"description": "Endpoint location not configured!"

by

| )
"id": "456ec044-6e05-4400-9bd3-b1f18a34f524"
"description": "Tag 264740 exited from Tes e

by

{ \

"id": "12blb91a-e042-4f24-bbfb-19d00 %', Q
"description": "Tag 264740 entered @ £l %
by
{ Q
"id": "200aa5d2-94e7-465d-acca-18

"description": "Tag 264740 e

}o *
"id": "da62f8a0-8712 40&f4—402
: 264740 entered Festl!"
b
{

"description": "Tag

"id": "727488aa-74c5-49e3-916d-8c28b5948bal",
"description": "Tag A10E9D entered in test!"

]

Using ro as the All Alarms Identity response object in the example above, the relevant values are described below

Property Value Description
ro.id 88e77d49-1a99-4dd3-b36b- The internal ID of this Alarm (string).
£3860cb26a68
ro.description Endpoint location not configured! The Alarm description (string)

2.2.2 - Requests for a Specific Alarm
This section describes API calls that provide various views of the details of one alarm on the network.

Alarm Detail View
Return the detail information for a specified alarm.

HTTP Header Fields

GET /v2/public/alarms/<ALARM-ID>/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache

www.cooperlighting.com
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GET Request Structure

Where:

2 — Trellix Lighting API Reference

https://<HOST-IP>:<HOST-PORT>/v2/public/alarms/<ALARM-ID>/detail

<HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

<HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
<TOKEN-TYPE> — Type of authentication token (always bearer)
<ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request
<ALARM-ID> — Case-sensitive ID of the alarm being requested

GET Request Example

https://192.168.2.100/v2/public/alarms/88e77d49-1a99-4dd3-b36b-f3860cb26a68/detail

JSON Body Example

{

}

"updatedTime":
"createdTime":
"id":
"description":
"source":
"sourceId":

"occurrenceTime":
"PAST" ,
"RTLS.DATA.E.2101",

"status":
"errorCode":
"decorators":

{

"name" :
"updatedBy":
"updatedTime":

"2019-12-06T11:39:42.353-0500",
"2019-12-05T15:45:49.726-0500",
"1e96c895-ee75-4a58-a36e-7d29483822cft",
"Endpoint location not configured!",
"ENDPOINT",
"9ade76dc-£263-11e9-99ec-001d054d2784",

"2019-12-05T15:45:49.658-0500",

"alarmAcknowledgement",

"69add548-ec7c-49ba-ae&l-0@abb5e2238¢",
"2019-12-06T16:39:42,354022"

Using ro as the Alarm Detail response object in the example above, thewelevant values are described below.

Property Value ~ Description
ro.updatedTime 2019-11-29T % 40u58 . 989=0500 The date and time when this Alarm was last updated
(date).

ro.createdTime 2019-1199T¥4:40:58.989-0500 The date and time when this Alarm was created (date).

ro.id 88e77d49-1a99-4dd3-b36b- The internal ID of this Alarm (string).
£3860cb26a68

ro.description Endpoint location not configured! The Alarm description (string)

ro.source ENDPOINT The source of the Alarm (string)

ro.sourceld 9a4e76dc-£263-11e9-99%ec- The internal ID of the Alarm source (string)
001d054d2784

ro.occurrencTime 2019-11-29T14:40:58.971-0500 The time of this Alarm (date).

status ACTIVE The reported Alarm status (ACTIVE, ACKNOWLEDGED)

errorCode RTLS.DATA.E.2101 Error code for internal diagnostic use.

decorators Array An array of related information such as the Alarm

acknowledgement date and time.

Alarm Display View
Return the display information for a specified alarm.

HTTP Header Fields
GET /v2/public/alarms/<ALARM-ID>/display HTTP/1.1

Authorization:
Content-Type:
Cache-Control:

<TOKEN-TYPE> <ACCESS-TOKEN>
application/json
no-cache

www.cooperlighting.com
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GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/alarms/<ALARM-ID>/display

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <ALARM-ID> — Case-sensitive ID of the alarm being requested

GET Request Example
https://192.168.2.100/v2/public/alarms/1e96c895-ee75-4a58-a36e-7d29483822cf/display

JSON Body Example

{
"updatedTime": "2019-12-06T11:39:42.353-0500",
"id": "1e96c895-ee75-4a58-a36e-7d29483822cft",

"description": "Endpoint location not configured!",
"source": "ENDPOINT",
"sourceId": "9ad4e76dc-f263-11e9-99ec-001d054d2784",
"occurrenceTime": "2019-12-05T15:45:49.658-0500",
"status": "PAST",
"errorCode": "RTLS.DATA.E.2101", N
"decorators": [

{

"name": "alarmAcknowledgement",

"updatedBy": "69add548-ec7/c-49ba-aecl-0¢ab5e2238c",
"updatedTime": "2019-12-06T16:39:4273524Q27"

}

Using ro as the Alarm Display response object in the example\above, thé relevant values are described below

Property Value Description
ro.updatedTime 2019-12-0%T1 @B 2 . 353¢T 506 The date and time when this Alarm was last
updated (date).
ro.id 1e96d895-e8V5-4a58-a36e— The internal ID of this Alarm (string).
7d29489822¢f
ro.description Endpoint location not configured! The Alarm description (string)
ro.source ENDPOINT The source of the Alarm (string)
ro.sourceld 9a4e76dc-£263-11e9-99%ec- The internal ID of the Alarm source (string)
001d054d2784
ro.occurrencTime 2019-11-29T14:40:58.971-0500 The time of this Alarm (sate).
status PAST The reported Alarm status (ACTIVE,
ACKNOWLEDGED, PAST)
errorCode RTLS.DATA.E.2101 Error code for internal diagnostic use.
decorators Array An array of related information such as the Alarm

acknowledgement date and time.

Alarm Identity View
Return the identity information for a specified alarm.

HTTP Header Fields

GET /v2/public/alarms/<ALARM-ID>/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache
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GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/alarms/<ALARM-ID>/identity

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <ALARM-ID> — Case-sensitive ID of the alarm being requested

GET Request Example
https://192.168.2.100/v2/public/alarms/1e96c895-ee75-4a58-a36e-7d29483822cf/identity

JSON Body Example

{
"id": "1e96c895-ee75-4a58-a36e-7d29483822cf",
"description": "Endpoint location not configured!"

}

Using ro as the Alarm Identity response object in the example above, the relevant values are described below

Property Value Description
ro.id 1e96c895-ee75-4a58-a36e- Thelinternal ID of this Alarm (string).
7d29483822cf
ro.description Endpoint location not configured! The Alarm description (string)
2.3 - Area Calls

The Area API calls are used to discover the areas on a networknget'details for @ specifi¢ area, and to discover the endpoints and
devices that belong to an area.
2.3.1 — Requests for All Areas
This section describes API calls that provide various'way$'to view a list ofjareas on the network.
N

All Areas Detail List
Returns a detail list of all configured areas initheispecified Building.
HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/detail

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> - Case-sensitive ID of the building to which the requested area belongs

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/detail

JSON Body Example
{

"content": [
{ AREA OBJECT PROPERTIES 1},
{ AREA_OBJECT_PROPERTIES }
1,
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"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,
"first": true,

"size": 100,

"number": 0

}

Using ro as the All Areas Detail response object in the example above, the relevant values are described below. See Common Response
Properties for descriptions of the standard list response properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC OBJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more area objects. See Area Detail View for more information.

All Areas Display List
Return a display list of all configured areas in the specified building.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json N
Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-LD>/Akxeds/displa¥

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, andidefatlts to 10921 168%.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server,optional and defaults .16 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token retdrnedin-a Get Pydblici\Login Token request

e <BUILDING-ID> - Case-sensitive ID of the building to/which the requested area belongs

GET Request Example
https://192.168.2.100/v2/pu8lic/CiBY/areasAdisplay

JSON Body Example
{

"content": [
{ AREA OBJECT PROPERTIES },
{ AREA_OBJECT_PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 1,
"numberOfElements": 1,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Areas Display response object in the example above, the relevant values are described below. See Common
Response Properties for descriptions of the standard list response properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more area objects. See Area Display View for more information.

All Areas Identity List
Return an identity list of all configured areas in the specified building.
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HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/identity

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults t0 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — ID of the building to which the requested area belongs

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/identity

JSON Body Example
{

"content": [ N
{
"publicId": "Al",
"type": "52474£f38-38aa-4ee8-8893-5541c0£5d04e",
"name": "Default"
by
1/
"last": true,
"totalPages": 1,
"totalElements": 1,
"numberOfElements": 1,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Areas Identity respohse objectin the example above, the relevant values are described below. See the Common

Response Properties for more information about the standard'ist property descriptions.

Property Value Description

ro.content Array Zero or more area objects. See Area Identity View for more information.

All Areas List in Ascending Order
Return an identity list of all configured areas in the specified building, sorted in ascending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/identity?page=<PAGE-NUMBER>&amp;size=<RESULTS-PER-
PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested area belongs

e <PAGE-NUMBER> — Page number to be returned
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e <RESULTS-PER-PAGE> — Results per page. Maximum size is 100
e <SORT-FIELD> — Value by which to sort the listed areas
e <SORT-ORDER> — Sort order (always AsC)

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/identity?page=1&amp;size=10&amp; sort=name, DESC

JSON Body Example
{

"content": [
{ AREA OBJECT PROPERTIES b
{ AREA OBJECT PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 2,

"numberOfElements": 2,
"first": true,
"sort": [
{
"direction": "ASC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE", N
"descending": false,

"ascending": true
}
1/
"size": 10,
"number": 0

}

Using ro as the All Areas in Ascending Order JSON response objeet in the example above, the relevant values are described below. See

the Common Response Properties for more information about the standardilistyproperty descriptions.

Property Value Description

ro.content Array Zero or more area'objects. See AgeaTtentity View for more information

All Areas List in Descending Order
Return an identity list of all configured‘areas in the specified building, sorted in descending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/identity?page=1&amp;size=10&amp;sort=name,ASC HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> - Case-sensitive ID of the building to which the requested area belongs

e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page. Maximum size is 100

e <SORT-FIELD> — Value by which to sort the listed areas

e <SORT-ORDER> — Sort order (always DESC)

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/identity?page=1&amp;size=10&amp; sort=name, DESC
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JSON Body Example
{

"content": [
{ AREA OBJECT PROPERTIES b
{ AREA OBJECT PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 2,

"numberOfElements": 2,
"first": true,
"sort": [
{
"direction": "DESC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": true,
"ascending": false
}
I
"size": 10,
"number": 0

}

N
Using ro as the All Areas in Descending Order JSON response object in the example'ahove, the relevant values are described below.

See the Common Response Properties for more information about the standard'list‘property descriptions.

Property Value Description

ro.content Array Zero or more area objects. See Arealdentity View formore‘information.

2.3.2 - Requests for a Specific Area
This section describes API calls that provide various views.of the details of one area on the network.

Area Detail View
Return the detail information for a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/far@ash<AREA-ID>/@&&a”1 HTTP/1.1
Authorization: <TOKEN-TYPEXQ<KACCHSS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/detail

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> - Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> — Case-sensitive ID of the area being requested

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/detail

JSON Body Example

{
"updatedTime": "2018-06-05T15:58:57.961-0400",
"createdTime": "2018-06-05T15:48:17.641-0400",
"publicId": "Al",
"type": "52474£f38-38aa-4ee8-8893-5541c0£5d04e",
"name": "Construction Area",
"selectedScene": 1,
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}

"areaStatus": "GOOD",

"sceneToSceneFadeTime" :
1500,

"offToSceneFadeTime":
"zones": [

1500,

{ ZONE OBJECT PROPERTIES 1},
{ ZONE OBJECT PROPERTIES }

1,

"occupancySets": [

{ OCCUPANCY SET OBJECT PROPERTIES
{ OCCUPANCY SET OBJECT PROPERTIES

1,

"scenes": [

{ SCENE OBJECT PROPERTIES },
{ SCENE OBJECT PROPERTIES }

1,
"totalScenes": 1,

"holdOccupancyDuration":

"areaDecorators": [

{ AREA DECORATOR OBJECT PROPERTIES
{ AREA DECORATOR OBJECT PROPERTIES

1,
"endpoints": [

3600000,

{ ENDPOINT OBJECT PROPERTIES },
{ ENDPOINT OBJECT PROPERTIES }

1,

"capacity": 0,
"isReachable": true,
"isDefault": true,
"hasAlerts": false,

"isOccupiedLogical”: true,

"isOccupiedPhysical":

true,
"isHoldOccupancy": true

2 — Trellix Lighting API Reference

Using ro as the Area Detail response object in the example,above, the relevant valués are described below. See the Common Response
Properties for more information about the standard list property ‘descriptions.

NOTE
Some nested object properties above have been réplacedwith uppercasesdabels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.publicId Al The 1D, of'this area (string).

ro.name Construction The name of this area (string).

Area

ro.areaStatus GOOD The status of this area (string).

ro.selectedScene 2 The ID of currently selected scene (string)

ro.sceneToSceneFadeTime 1500 The configured scene fade time (number).

ro.offToSceneFadeTime 1500 The configured scene off to on time (number).

ro.zones Array Selected data for zero or more zone objects in this area. See Area Zone Detail
View Calls for more information.

ro.occupancySets Array Selected data for zero or more occupancy set objects in this area. See
Occupancy Set Detail View for more information.

ro.scenes Array Selected data for zero or more scene objects in this area. See Requests for a
Specific Scene in One Area for more information.

ro.areaDecorators Array Selected data for zero or more area decorator objects.

ro.endpoints Array Selected data for zero or more endpoint objects. See Endpoint Detail View for
more information.

ro.totalScenes 2 Number of configured scenes in this area (number).

ro.holdOccupancybDuration 3600000 Configured hold occupancy time (number).

ro.isReachable true Whether this area is reachable (boolean).

ro.isDefault true Whether this is the default area (boolean).

ro.hasAlerts false Whether there are active alerts in this area (boolean).

ro.isOccupiedLogical true Whether this area is logically occupied. (boolean).
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Property Value Description

ro.isOccupiedPhysical true Whether this area is physically occupied (boolean).

ro.isHoldOccupancy false Whether this area has an occupancy hold status. (boolean).
Area Display View

Return the display information for a specified area.
HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/display

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Tokensrequest

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> — Case-sensitive ID of the area being requested

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/displdy

JSON Body Example

{
"updatedTime": "2018-06-05T15:58:57.961-0400"%
"publicId": "Al",
"type": "52474£f38-38aa-4ee8-8893-5541c0f5d04e",

"name": "Construction Area",
"selectedScene": 2, N
"zones": [

{ ZONE OBJECT PROPERTIES g
{ ZONE_OBJECT_PROPERTIES }
1,
"occupancySets": [
{ OCCUPANCY SET OBJECT PROPERTIES },
{ OCCUPANCY SET OBJECT PROPERTIES },
1,
"scenes": [
{ SCENE OBJECT PROPERTIES },
{ SCENE_OBJECT_PROPERTIES }
1,
"areaDecorators": [
{ AREA_DECORATOR_OBJECT_PROPERTIES Do
{ AREA DECORATOR OBJECT PROPERTIES }
1/
"endpoints": [
{ ENDPOINT_OBJECT_PROPERTIES b,
{ ENDPOINT OBJECT PROPERTIES }
1/
"capacity": 0,
"isDefault": true,
"hasAlerts": false

}

Using ro as the Area Display response object in the example above, the relevant values are described below.

Property Value Description

ro.publicId A1 The ID of this area (string).

ro.name Construction The name of this area (string).
Area
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Property Value Description

ro.selectedScene 2 The ID of currently selected scene (string)

ro.zones Array Selected data for zero or more zone objects in this area. See Area Zone Detail View Calls
for more information.

ro.occupancySets Array Selected data for zero or more occupancy set objects in this area. See Occupancy Set
Detail View for more information.

ro.scenes Array Selected data for zero or more scene objects in this area. See Requests for a Specific
Scene in One Area for more information.

ro.areaDecorators Array Selected data for zero or more area decorator objects.

ro.endpoints Array Selected data for zero or more endpoint objects. See Endpoint Detail View for more
information.

ro.capacity 0 The capacity value for this area (boolean).

ro.isDefault true Whether this is the default area (boolean).

ro.hasAlerts false Whether there are active alerts in this area (boolean).

Area ldentity View
Return the identity information for a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/identity HTTP/1.%
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> N
Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDINGgID®/areas/<ARERA-&F>/identity

Where:

<HOST-IP> — IP address of the Trellix Lighting API server,'and defaults to 1921 268.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (alWaysiegarer)

e <ACCESS-TOKEN> — Trellix Lighting APl tokeng€turned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building\to which the requested area belongs

e <AREA-ID> — Case-sensitive ID of the.area beingfequested

GET Request Example
https://192.168.2.100/v2/publi@f/ClBl/areas/Al/identity

JSON Body Example

{
"publicId": "Al",
"type": "52474f38-38aa-4ee8-8893-5541c0f5d04e",
"name": "Construction Area"

}

Using ro as the Area Display response object in the example above, the relevant values are described below.

Property Value Description

ro.publicId A1l The ID of this area (string).

ro.type 52474138... The type signature of this area (string).
ro.name Construction Area The name of this area (string).

2.3.3 - Requests for All Endpoints in One Area
This section describes API calls that provide various views of the endpoints assigned to a single area on the network.

All Endpoints Detail List
Returns a detail list of the endpoints in a specified area.
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HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/endpoints/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/endpoints/detail

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the endpoints are assigned

GET Request Example
https://192.168.2.100/v2/public/C1Bl/areas/Al/endpoints/detail

JSON Body Example

{ AN
"content": [
{ ENDPOINT OBJECT PROPERTIES },
{ ENDPOINT_OBJECT_PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 1,
"numberOfElements": 1,
"first": true,
"size": 100,
"number": 0

}

N
Using ro as the All Endpoints Detail List response®object in the(example above, the relevant values are described below. See Common

Response Properties for descriptions of the'standard list response properties.

NOTE
Some nested object properties above have'beén replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array One or more endpoint objects. See Endpoint Detail View for more information.

All Endpoints Display List
Returns a display list of the endpoints in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/endpoints/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/endpoints/display

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the endpoints are assigned
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GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/endpoints/display

JSON Body Example
{

"content": [
{ ENDPOINT OBJECT PROPERTIES b
{ ENDPOINT OBJECT PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 1,
"numberOfElements": 8,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Endpoints Display List response object in the example above, the relevant values are described below. See Common
Response Properties for descriptions of the standard list response properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC @B@ECT PROPERTIES) for simplicity.

Property Value Description N

ro.content Array One or more endpoint objects. See Endpoint Bigplay View for more information.

All Endpoints Identity List
Returns an identity list of the endpoints in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>fcadped#nts/ident™Mwy HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure ~

https://<HOST-IP>:<HOST-PORT> /w2 /PublaifC/<BUMLDINGE ID>/areas/<AREA-ID>/endpoints/identity

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the endpoints are assigned

GET Request Example
https://192.168.2.100/v2/public/C1lBl/areas/Al/endpoints/identity

JSON Body Example

{
"content": [
{ ENDPOINT_OBJECT_PROPERTIES b,
{ ENDPOINT OBJECT PROPERTIES }
1/
"last": true,
"totalPages": 1,
"totalElements": 4,
"numberOfElements": 4,
"first": true,
"size": 100,
"number": 0
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Using ro as the All Endpoints Identity List response object in the example above, the relevant values are described below. See Common
Response Properties for descriptions of the standard list response properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array One or more endpoint objects. See Endpoint Identity View for more information.
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All Endpoints List in Ascending Order
Returns an identity list of all endpoints in a specified area, sorted in ascending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/endpoints/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-
ID>/endpoints/identity?page=<PAGE-NUMBER>&size=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the endpoints are assigned

e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximum size is 100 N

e <SORT-FIELD> - Value by which to sort the listed areas (always name)

e <SORT-ORDER> — Sort order (always ASC)

GET Request Example

https://192.168.2.100/v2/public/ClBl/areas/Al/endpoints/iden&ltyi?page=1&amp; size=10&amp; sort=name,
ASC

JSON Body Example
{

"content": [
{ ENDPOINT_OBJECT_PROPERTIES b
{ ENDPOINT OBJECT PROPERTIE§ } N
1/
"last": true,
"totalPages": 1,
"totalElements": 8,

"numberOfElements": 8,
"first": true,
"sort": [
{
"direction": "ASC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": false,

"ascending": true
}
1,
"size": 10,
"number": 0

}

Using ro as the ascending All Endpoints List response object in the example above, the relevant values are described below. See
Common Response Properties for descriptions of the standard list response properties.

Property Value Description

ro.content Array One or more endpoint objects. See Endpoint Identity View for more information.

All Endpoints List in Descending Order
Returns an identity list of all endpoints in a specified area, sorted in descending order by name.
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HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/endpoints/identity?page=<PAGE-
NUMBER>&amp; s1ze=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-
ID>/endpoints/identity?page=<PAGE-NUMBER>&s1ze=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the endpoints are assigned.
e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximum size is 100

e <SORT-FIELD> — Value by which to sort the listed areas (always name)

e <SORT-ORDER> - Sort order (always DESC)

GET Request Example

https://192.168.2.100/v2/public/ClBl/areas/Al/endpoint§Yiddptity?page=1&amp; size=10&amp; sort=name,
DESC

JSON Body Example
{

"content": [
{ ENDPOINT_OBJECT_PROPERTIES b
{ ENDPOINT OBJECT PROPERTIES }

1,

"last": true,
"totalPages": 1, N
"totalElements": 2,
"numberOfElements": 8,
"first": true,
"sort": [
{
"direction": "DESC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": true,
"ascending": false
}
I
"size": 10,
"number": 0

}

Using ro as the descending All Endpoints List response object in the example above, the relevant values are described below. See
Common Response Properties for descriptions of the standard list response properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array One or more endpoint objects. See Endpoint Identity View for more information.

2.3.4 - Requests for All Devices in One Area

This section describes API calls that provide various views of the devices assigned to a single area on the network.
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All Devices Detail List
Returns a detail list of all devices in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/detail

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the devices are assigned

GET Request Example

https://192.168.2.100/v2/public/C1Bl/areas/Al/devices/detail
N

JSON Body Example
{

"content": [
{ DEVICE_OBJECT_PROPERTIES b
{ DEVICE OBJECT PROPERTIES }
1/
"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Devices Detail List JSON response object insthe example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more device objects. See Device Detail View for more information.

All Devices Display List
Returns a display list of all devices in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/display

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request
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e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs
e <AREA-ID> — Case-sensitive ID of the area to which the devices are assigned

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/devices/display

JSON Body Example

"content": [
{ DEVICE OBJECT PROPERTIES b
{ DEVICE OBJECT PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Devices Display List JSON response object in the example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

NOTE N
Some nested object properties above have been replaced with uppercase labels(AB€ OBJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more device objects. Seg Dewice Digplay Viewsfor more information.

All Devices Identity List
Returns an identity list of all devices in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREASID>/devices/idenptity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-T@KEN>

Content-Type: application/json N

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>Yw2fpublic/<BUILDING-ID>/areas/<AREA-ID>/devices/identity

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the devices are assigned

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/devices/identity

JSON Body Example

{
"content": [
{ DEVICE_OBJECT_PROPERTIES },
{ DEVICE OBJECT PROPERTIES }
1/
"last": true,
"totalPages": 1,
"totalElements": 2,

"numberOfElements": 2,
"first": true,
"size": 100,
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"number": 0

}

2 — Trellix Lighting API Reference

Using ro as the All Devices Identity List JSON response object in the example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

NOTE

Some nested object properties above have been replaced with uppercase labels (ABC OBJECT PROPERTIES) for simplicity.
Property Value Description
ro.content Array Zero or more device objects. See Device Identity View for more information.

All Devices List in Ascending Order

Returns an identity list of all devices in a specified area, sorted in ascending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity?page=<PAGE-

NUMBER>&amp; s1ze=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREARID>/devices/identity?page=<PAGE-

NUMBER>&Size=<RESULTS—PER—PAGE>&Sort=<SORT—FIELD>,<SORT—ORDER>

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults t0,192". 168 2. 109

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and,defaults to 44 3 forsecure (https) connections

e <TOKEN-TYPE> — Type of authentication token (always beares)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a,Get Public Login"Token request
e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the endpoints are‘assighed

e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximumsize is 100

e <SORT-FIELD> - Value by which to sort the listed“areas (always parme)

e <SORT-ORDER> — Sort order (always ASC)

GET Request Example

https://192.168.2.100/v2/publ¥efl1Bl/areas/Al/devices/identity?page=1&amp;size=10&amp; sort=name,AS

€

JSON Body Example
{

"content": [

{ DEVICE OBJECT PROPERTIES },
{ DEVICE OBJECT PROPERTIES }

1/

"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,

"first": true,
"sort": [
{
"direction": "ASC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",

"descending": false,
"ascending": true
}
I
"size": 10,
"number": 0
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Using ro as the ascending Devices List JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more device objects containing the name and pub1icID properties. See Device Display View for
more information.

All Devices List in Descending Order
Returns an identity list of all devices in a specified area, sorted in descending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity?page=<PAGE-
NUMBER>&s1ze=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>, <SORT-ORDER

Where: p
e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192, 168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and.defaults to 44 3/0r secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearex)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public'kogin Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the endpoints.are assigned

e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximum size\is*100

e <SORT-FIELD> - Value by which to sort the listed’areas,(always dame)

e <SORT-ORDER> — Sort order (always DESC)

GET Request Example

https://192.168.2.100/v2/pullic/ClBP/arecasdl/devices/identity?page=1&amp; size=10&amp; sort=name, DE
SC

JSON Body Example
{

"content": [
{ DEVICE_OBJECT_PROPERTIES b
{ DEVICE OBJECT PROPERTIES }
1/
"last": true,
"totalPages": 1,
"totalElements": 6,

"numberOfElements": 6,
"first": true,
"sort": [
{
"direction": "DESC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",

"descending": true,
"ascending": false
}
I
"size": 10,
"number": 0
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Using ro as the descending Devices List JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more device objects. See Device Display View for more information.

2.4 - Area Scene Calls

The Area Scene API calls are used to discover the area scenes configured for all areas or only those within a specific area.

2.4.1 - Requests for a Specific Scene in One Area
This section describes API calls that provide various ways to view a list of scenes in a single area on the network.

Area Scene Detail View
Returns a detail view of a scene in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/&reasf<AREA-ID>/scenes/<SCENE-ID>/detail

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, andidefaults to 192 £168,. 24100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional.and defaults te,4 43 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always Wearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in‘a Get Publi¢’Login Token request

e <BUILDING-ID> — Case-sensitive ID of the buildingstoawhich the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which thé scene is assigned

e <SCENE-ID> — Case-sensitive ID of the requested’scene

GET Request Example
https://192.168.2.100/v2/pubkic/QlBl/areas/NniScenes/S1/detail

JSON Body Example

{
"updatedTime": "2018-06-05T16:18:36.987-0400",
"createdTime": "2018-06-05T16:18:36.974-0400",
"id": 7,
"areald": "e9432fea-cald4-11le7-bcea-001d054d15d2",
"scenePublicId": "S49",
"areaPublicId": "Al",
"name": "Scene 6"

}

Using ro as the Area Scene Detail JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

Property Value Description

ro.updatedTime 2018-06-05T16:18:36.987-0400 The date and time when this scene was last updated (Date).
ro.createdTime 2018-06-05T16:18:36.974-0400 The date and time when this scene was created (Date).
ro.id 7 The internal ID of this scene (Number).

ro.areald e9432fea-cal4]..] The internal ID of the area to which this scene belongs.
ro.scenePublicId S49 The public ID of this scene.

ro.areaPublicId Al The public ID of the area to which this scene belongs.
ro.name Scene 6 The name of this scene.
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Area Scene Display View
Returns a display view of a scenes in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/display

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the scene is assigned

e <SCENE-ID> — Case-sensitive ID of the requested scene

GET Request Example
https://192.168.2.100/v2/public/C1B1l/areas/Al/scenes/S1/dighLa%

JSON Body Example

{
"updatedTime": "2018-06-05T16:18:36.987-0400"{
"createdTime": "2018-06-05T16:18:36.974-0400.",
"id": 7,
"areald": "e9432fea-cald-1le7-bcea-001d0544165d2%4
"scenePublicId": "S49",
"areaPublicId": "Al",
"name": "Scene 6"
}
N
Using ro as the Area Scene Display JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standardist properties.

Property Value Description

ro.updatedTime 2018-06-05T16:18:36.987-0400 The date and time when this scene was last updated (Date).
ro.createdTime 2018-06-05T16:18:36.974-0400 The date and time when this scene was created (Date).
ro.id 7 The internal ID of this scene (Number).

ro.areald e9432fea-cal4]..] The internal ID of the area to which this scene belongs.
ro.scenePublicId S49 The public ID of this scene.

ro.areaPublicId Al The public ID of the area to which this scene belongs.
ro.name Scene 6 The name of this scene.

Area Scene Identity View
Returns an identity list of all scenes in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/identity

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
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e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request
e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the scene is assigned

e <SCENE-ID> — Case-sensitive ID of the requested scene

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/scenes/S1/identity

JSON Body Example

{
"updatedTime": "2018-06-05T16:18:36.987-0400",
"createdTime": "2018-06-05T16:18:36.974-0400",
"id": 7,
"areald": "e9432fea-cald-1le7-bcea-001d054d15d42",
"scenePublicId": "S49",
"areaPublicId": "Al",
"name": "Scene 6"

}

Using ro as the Area Identity Detail JSON response object in the example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

Property Value Description N

ro.updatedTime 2018-06-05T16:18:36.987-0400 The date and time when this scene was last updated (Date).
ro.createdTime 2018-06-05T16:18:36.974-0400 The dateyand time when this scene was created (Date).
ro.id 7 The intermnalD of this'scene (Number).

ro.areald e9432fea-cal4l..] The internal ID of the areato which this scene belongs.
ro.scenePublicId S49 The'public 1D of thisyscene.

ro.areaPublicId A1l The public ID of the area to which this scene belongs.
ro.name Scene 6 The name of this scene.

2.4.2 — Requests for All Scenes in One Area

This section describes API calls that provide'various’ways to viéw a list of areas scenes on the network.
All Scenes Detail List

Return a detail list of all scenes in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/detail

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> - ID of the building to which the target area belongs

e <AREA-ID> is the ID of the area to which the scenes belong

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/scenes/detail

JSON Body Example
{

"content": [
{ SCENE OBJECT PROPERTIES },
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{ SCENE OBJECT PROPERTIES }
1/
"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Area Scenes Detail List JSON response object in the example above, the relevant values are described below. See
the Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC OBJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more scene objects. See Area Scene Detail View for more information.

All Scenes Display List
Return a display list of all scenes in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/displays#IIP/I¥ 1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDENG-BD>arcasff <ARHA#ID>/scenes/display

Where:

e <HOST-IP> — IP address of the Trellix Lighting API sefver,7and defaults 10 ¥92.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting APlsServer, optional@&nd, defadlts to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication tokens(always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token rettirnéd in a et Public Login Token request

e <BUILDING-ID> - ID of the building to,which thestarget area\belongs

e <AREA-ID> is the ID of the area to which the seenes belong

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/scenes/display

JSON Body Example
{

"content": [
{ SCENE OBJECT PROPERTIES },
{ SCENE_OBJECT_PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,

"first": true,
"size": 100,
"number": 0

}

Using ro as the All Area Scenes Display List JSON response object in the example above, the relevant values are described below. See
the Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more scene objects. See Area Scene Display View for more information.
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All Scenes Identity List
Return an identity list of all scenes in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> - ID of the building to which the target area belongs

e <AREA-ID> is the ID of the area to which the scenes belong

GET Request Example

https://192.168.2.100/v2/public/ClBl/areas/Al/scenes/identity
N

JSON Body Example
{

"content": [
{ SCENE_OBJECT_PROPERTIES b
{ SCENE OBJECT PROPERTIES }
1/
"last": true,
"totalPages": 1,
"totalElements": 7,
"numberOfElements": 7,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Area Scenes IdentityiList JSON response object in the example above, the relevant values are described below. See
the Common Response Properties for desctiptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more scene objects. See Area Scene Identity View for more information.

All Scenes List in Ascending Order
Return an identity list of all scenes in a specified area, sorted in ascending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity?page=<PAGE-NUMBER>&amp;size=<RESULTS-
PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1

Authorization: bearer <PUBLIC-API-AUTH-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
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e <BUILDING-ID> - Case-sensitive ID of the building to which the requested area belongs
e <AREA-ID> is the ID of the area to which the scenes belong

e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximum size is 100

e <SORT-FIELD> — Value by which to sort the listed areas

e <SORT-ORDER> — Sort order (always AsC)

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/identity?page=1&amp;size=10&amp; sort=name, ASC

JSON Body Example
{

"content": [
{ SCENE OBJECT PROPERTIES },
{ SCENE OBJECT PROPERTIES
1,
"last": true,
"totalPages": 1,
"totalElements": 7,

"numberOfElements": 7,
"first": true,
"sort": [
{
"direction": "ASC", AN
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": false,

"ascending": true
}
1/
"size": 10,
"number": 0

}

Using ro as the ascending Area Scenes List JSON response object inthe example above, the relevant values are described below. See
the Common Response Properties for descriptions ofsthesStandard list,properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more scene objects. See Area Scene Identity View for more information.

All Scenes List in Descending Order
Return an identity list of all scenes in a specified area, sorted in descending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity?page=<PAGE-NUMBER>&amp;size=<RESULTS-
PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1

Authorization: bearer <PUBLIC-API-AUTH-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <BUILDING-ID> - Case-sensitive ID of the building to which the requested area belongs
e <AREA-ID> is the ID of the area to which the scenes belong
e <PAGE-NUMBER> — Page number to be returned
e <RESULTS-PER-PAGE> — Results per page, maximum size is 100
e <SORT-FIELD> — Value by which to sort the listed areas
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e <SORT-ORDER> — Sort order (always DESC)
GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/identity?page=1&amp;size=10&amp; sort=name, DESC

JSON Body Example
{

"content": [
{ SCENE OBJECT PROPERTIES },
{ SCENE OBJECT PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 7,

"numberOfElements": 7,
"first": true,
"sort": [
{
"direction": "DESC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": true,
"ascending": false
} N
I
"size": 10,
"number": 0

}

Using ro as the descending Area Scenes List JSON response object inithe'examplé abovegthe relevant values are described below. See

the Common Response Properties for descriptions of the standardlist propertigs»

NOTE
Some nested object properties above have been replacedwithiuppercasefabels’(ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more scene'objects. Sge' Arga Stene Identity View for more information.

2.5 - Zone Calls

The Zone API calls are used to discover the zones configured for an area, or to get information about a specific zone.

2.5.1 — Requests for All Zones in One Area
This section describes API calls that provide various ways to view a list of zones in a specific area.

All Zones Detail List
Return a detail list of all zones in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/zones/<AREA-ID>/zones/detail

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> - ID of the building to which the target area belongs

e <AREA-ID> is the ID of the area to which the scenes belong
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GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/zones/detail

JSON Body Example
{

"content": [
{ ZONE OBJECT PROPERTIES b
{ ZONE OBJECT PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Zones Detail List JSON response object in the example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

NOTE

Some nested object properties above have been replaced with uppercase labels (ABC @B@ECT PROPERTIES) for simplicity.
Property Value Description N
ro.content Array Zero or more zone objects. See Area Zone Dégalliiew for more information.

All Zones Display List
Return a display list of all zones in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>fZeoncefdisplay HTEP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure ~
https://<HOST-IP>:<HOST-PORT> /w2 /PublaifC/<BUSMDINGS ID>/areas/<AREA-ID>/zones/display

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaultsto 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> - ID of the building to which the target area belongs

e <AREA-ID> - ID of the area to which the scenes belong

GET Request Example
https://192.168.2.100/v2/public/C1Bl/areas/Al/zones/display

JSON Body Example

{
"content": [
{ ZONE_OBJECT_PROPERTIES b,
{ ZONE OBJECT PROPERTIES }
1/
"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,
"first": true,
"size": 100,
"number": 0
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Using ro as the All Zones Display List JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more zone objects. See Area Zone Display View for more information.

All Zones Identity List
Return an identity list of all zones in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults/to.443for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer).

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Lagin Token request.

e <BUILDING-ID> — ID of the building to which the target area belongss

e <AREA-ID> - ID of the area to which the scenes belong.

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al /%one€/identity

JSON Body Example
{

"content": [
{ ZONE_OBJECT_PROPERTIES b
{ ZONE_ OBJECT PROPERTIES
1/
"last": true,
"totalPages": 1,
"totalElements": 2,
"numberOfElements": 2,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Zones Identity List JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more zone objects. See Area Zone Identity View for more information.

All Zones List in Ascending Order
Return an identity list of all zones in a specified area, sorted in ascending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity?page=<PAGE-NUMBER>&amp; size=<RESULTS-
PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1

Authorization: bearer <PUBLIC-API-AUTH-TOKEN>

Content-Type: application/json

Cache-Control: no-cache
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GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <BUILDING-ID> — Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> is the ID of the area to which the scenes belong

e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximum size is 100

e <SORT-FIELD> — Value by which to sort the listed areas

e <SORT-ORDER> - Sort order (always ASC)

GET Request Example
https://192.168.2.100/v2/public/ClBl/zones/identity?page=1l&amp;size=10&amp; sort=name, ASC

JSON Body Example
{

"content": [
{ ZONE OBJECT PROPERTIES },
{ ZONE_OBJECT_PROPERTIES }
1,

"last": true,

"totalPages": 1,

"totalElements": 2,

"numberOfElements": 2, . Q
"first": true,

Vaert s | \\
{
"direction": "ASC", %
"property": "name", O y 2
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": false,

/

"ascending": true

}

*
1, \
"size": 10,
"number": 0
}

Using ro as the ascending All Zones List JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more zone objects. See Area Zone Identity View for more information.

All Zones List in Descending Order
Return an identity list of all zones in a specified area, sorted in descending order by name.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity?page=<PAGE-NUMBER>&amp; size=<RESULTS-
PER-PAGE>&amp; sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1

Authorization: bearer <PUBLIC-API-AUTH-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER>

Where:
www.cooperlighting.com 44


http://www.cooperlighting.com/

Trellix Lighting API Reference 2 — Trellix Lighting API Reference

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <BUILDING-ID> - Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> is the ID of the area to which the scenes belong

e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximum size is 100

e <SORT-FIELD> — Value by which to sort the listed areas

e <SORT-ORDER> — Sort order (always DESC)

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/zones?page=1&amp; size=10&amp; sort=name, DESC

JSON Body Example
{

"content": [
{ ZONE OBJECT PROPERTIES b
{ ZONE OBJECT PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 2,

"numberOfElements": 2,
"first": true,
TgertTs | N
{
"direction": "DESC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": true,
"ascending": false
}
I
"size": 10,
"number": 0

}

N

Using ro as the descending All Zones List JSON response object/in‘the example above, the relevant values are described below. See

the Common Response Properties for descriptions of the standardsist properties.

NOTE
Some nested object properties above have béen replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more zone objects. See Area Zone Identity View for more information.

2.5.2 - Requests for a Specific Zone in One Area
This section describes API calls that provide various ways to view data for a single zone in a specific area.

Area Zone Detail View
Returns a detail view of one zone in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/detail

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)
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e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request
e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the zone is assigned

e <ZONE-ID> — Case-sensitive ID of the requested zone

GET Request Example
https://192.168.2.100/v2/public/C1lBl/areas/Al/zones/Z1/detail

JSON Body Example

{
"updatedTime": "2018-06-05T16:24:07.639-0400",
"createdTime": "2018-06-05T16:18:36.759-0400",
"publicId": "zl1l",
"name": "Dimmable",
"type": "3454641e-£73e-4517-8197-9084ec31d5e6",
"zoneStatus": "UNKNOWN",
"occupancySet": {
OCCUPANCY SET OBJECT PROPERTIES
by
"zoneDecorators": [
{
"name": "dimmableLight",
"operationMode": "FOFO"
} AN
I
"isReachable": false,
"isPartOfDemandResponse": true

}
Using ro as the Area Zones Detail JSON response object in the example above, the.relevant,values are described below. See the
Common Response Properties for descriptions of the standard list,properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (AB€ 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.publicId A1 The ID of this zonex(string).

ro.name Dimmable  The name ofjthis zone (string).

ro.zoneStatus UNKNOWNS The status of this zone (string).

ro.occupancySet Array The occupancy set object for this zone. See Occupancy Set Detail View for more
information.

ro.zoneDecorators Array Selected data for zero or more zone decorator objects.

ro.isReachable false Whether this zone is reachable (boolean).

ro.isPartOfDemandResponse false Whether this zone is part of the demand response set (boolean).

Area Zone Display View
Returns a display view of one zone in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/display

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs
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e <AREA-ID> — Case-sensitive ID of the area to which the zone is assigned
e <ZONE-ID> — Case-sensitive ID of the requested zone

GET Request Example

https://192.168.2.100/v2/public/C1Bl/areas/Al/zones/Z1/display

JSON Body Example

{

}

"updatedTime": "2018-06-05T16:24:07.639-0400",

"publicId": "z1",
"name": "Dimmable",

"type": "3454641e-£f73e-4517-8197-9084ec31d5e6",

"occupancySet": {

OCCUPANCY SET OBJECT PROPERTIES

s

"zoneDecorators": [
{
"name": "dimmableLight",
"operationMode": "FOFO"

}
I

"isPartOfDemandResponse" :

true

Using ro as the Area Zones Display JSON response object in the example above,the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (2BC 0BJE@TNWROPERTIES) for simplicity.

Property Value Description

ro.publicId A1 The ID of this,zone (string).

ro.name Dimmable The name of this zone (string).

ro.occupancySet Array The accupancy set object for this zone. See Occupancy Set Detail View for more
information.

ro.zoneDecorators Array Selected data for zero.or more zone decorator objects.

ro.isPartOfDemandResponse false Whether this zone is part of the demand response set (boolean).

Area Zone Identity View
Returns an identity view of one zone in a'spegified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/identity HTTP/1.1

Authorization:
Content-Type:

Cache-Control: no-cache

GET

Request Structure

<TOKEN-TYPE> <ACCESS-TOKEN>
application/json

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/identity
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Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the zone is assigned

e <ZONE-ID> — Case-sensitive ID of the requested zone

GET Request Example
https://192.168.2.100/v2/public/C1Bl/areas/Al/zones/Z1/identity

JSON Body Example

{

"publicId": "Zz1",

"name": "Dimmable",

"type": "3454641e-£73e-4517-8197-9084ec31d5e6"
}

Using ro as the Area Zones Identity JSON response object in the example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

NOTE
N
Some nested object properties above have been replaced with uppercase labels (ABC4OBJECT PROPERTIES) for simplicity.

Property Value Description
ro.publicId Al The ID ofithissZone (stfing):
ro.name Dimmable The name of this zone/(string).

2.5.3 — Requests for All Devices in One Zone

All Devices Detail List
Returns a detail list of all devices in one zone in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING—ID>/areas/<AR§h—ID>/zones/<ZONE—ID>/devices/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <AECESS-ROKEN>

Content-Type: application/jgon

Cache-Control: no-cache

GET Request Structure

httpS://<HOST—IP>:<HOST—PORT>/V2/public/<BUILDING—ID>/areaS/<AREA—ID>/ZOH€S/<ZONE—
ID>/devices/detail

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the zone belongs

e <ZONE-ID> — Case-sensitive ID of the zone to which the devices are assigned

GET Request Example
https://192.168.2.100/v2/public/C1lBl/areas/Al/zones/Z1l/devices/detail

JSON Body Example
{

"content": [
{ DEVICE_OBJECT_PROPERTIES b,
{ DEVICE OBJECT PROPERTIES }
1/

"last": true,
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"totalPages": 1,
"totalElements": 6,
"numberOfElements": 6,
"first": true,

"size": 100,

"number": 0

}

Using ro as the All Devices Detail List JSON response object in the example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more device objects. See Device Detail View for more information.

All Devices Display List
Returns a display list of all devices in one zone in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/devices/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache N

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/a%eas/<AREM™D>/zones/<ZONE-
ID>/devices/display

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, andidefatlts to 192.168:2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server,optional and defaults 16 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token retdrnedin-a Get Pydblici\Login Token request

e <BUILDING-ID> - Case-sensitive ID of the building to/which the target'area belongs

e <AREA-ID> — Case-sensitive ID of the aréa.to which'the zonge belongs

e <ZONE-ID> — Case-sensitive ID of theszone to,which the/devices are assigned

GET Request Example
https://192.168.2.100/v2/publid/ClBl/areas/Al/zones/Z1/devices/display

JSON Body Example
{

"content": [
{ DEVICE OBJECT PROPERTIES },
{ DEVICE_OBJECT_PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 6,
"numberOfElements": 6,

"first": true,
"size": 100,
"number": 0

}

Using ro as the All Devices Display List JSON response object in the example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

www.cooperlighting.com

49


http://www.cooperlighting.com/

Trellix Lighting API Reference 2 — Trellix Lighting API Reference

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more device objects. See Device Display View for more information.

All Devices Identity List
Returns an identity list of all devices in one zone in a specified area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/devices/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-
ID>/devices/identity

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.1682.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443\for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer) N

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area‘belongs

e <AREA-ID> — Case-sensitive ID of the area to which the zone belongs

e <ZONE-ID> — Case-sensitive ID of the zone to which the devices are @ssigned

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Alghzones/21/dgvdces /Adentity

JSON Body Example
{

"content": [
{ DEVICE OBJECT PROPERTIES j§, ~
{ DEVICE_OBJECT_PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 6,
"numberOfElements": 6,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Devices Identity List JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more device objects. See Device [dentity View for more information.

All Devices List in Ascending Order
Returns an identity list of all devices in one zone in a specified area, sorted in ascending order by name.>

www.cooperlighting.com 50


http://www.cooperlighting.com/

Trellix Lighting API Reference
HTTP Header Fields

2 — Trellix Lighting API Reference

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/devices/identity?page=<PAGE-
NUMBER>&amp; size=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-

ID>/devices/identity?page=<PAGE-NUMBER>&s1ze=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections

e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request
e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the zone belongs

e <ZONE-ID> — Case-sensitive ID of the zone to which the devices are assigned
e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximum size is 100

e <SORT-FIELD> — Value by which to sort the listed areas (always name)

e <SORT-ORDER> - Sort order (always ASC)

GET Request Example

https://192.168.2.100/v2/public/C1lBl/areas/Al/zones 2N ,dewf ces/idenmity?page=1&amp; size=10&amp; sor

t=name, ASC

JSON Body Example
{

"content": [

{ DEVICE OBJECT PROPERTIES },
{ DEVICE OBJECT PROPERTIES }

I

"last": true,
"totalPages": 1,
"totalElements": 6,

"numberOfElements": 6,
"first": true,
"sort": [
{
"direction": "ASC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": false,

"ascending": true
}
1/
"size": 10,
"number": 0

}

Using ro as the ascending All Devices List JSON response object in the example above, the relevant values are described below. See
the Common Response Properties for descriptions of the standard list properties.

NOTE

Some nested object properties above have been replaced with uppercase labels (ABC_0OBJECT PROPERTIES) for simplicity.
Property Value Description
ro.content Array Zero or more device objects. See Device Identity View for more information.

All Devices List in Descending Order

Returns an identity list of all devices in one zone in a specified area, sorted in descending order by name.
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HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/devices/identity?page=<PAGE-
NUMBER>&amp; s1ze=<RESULTS-PER-PAGE>&amp; sort=<SORT-FIELD>, <SORT-ORDER> HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-
ID>/devices/identity?page=<PAGE-NUMBER>&size=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>, <SORT-ORDER>

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the target area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the zone belongs

e <ZONE-ID> — Case-sensitive ID of the zone to which the devices are assigned
e <PAGE-NUMBER> — Page number to be returned

e <RESULTS-PER-PAGE> — Results per page, maximum size is 100

e <SORT-FIELD> — Value by which to sort the listed areas (always name)

e <SORT-ORDER> — Sort order (always DESC)

GET Request Example

https://192.168.2.100/v2/public/C1lBl/areas/Al/zones 2N ,dewf ces/idenmity?page=1&amp; size=10&amp; sor
t=name, DESC

JSON Body Example
{

"content": [
{ DEVICE_OBJECT_PROPERTIES b
{ DEVICE OBJECT PROPERTIES }
1/
"last": true,
"totalPages": 1,
"totalElements": 6,

"numberOfElements": 6,
"first": true,
"sort": [
{
"direction": "DESC",
"property": "name",
"ignoreCase": false,
"nullHandling": "NATIVE",
"descending": true,
"ascending": false
}
I
"size": 10,
"number": 0

}

Using ro as the descending All Devices List JSON response object in the example above, the relevant values are described below. See
the Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0OBJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more device objects. See Device [dentity View for more information.

2.6 — Occupancy Set Calls

The Occupancy Set API calls are used to discover the occupancy sets configured for an area, or to get information about a specific
occupancy set.
www.cooperlighting.com 52


http://www.cooperlighting.com/

Trellix Lighting API Reference 2 — Trellix Lighting API Reference
2.6.1 — Requests for All Occupancy Sets
This section describes API calls that provide various ways to view a list of areas on the network.

All Occupancy Sets Detail List
Returns a detail list of all configured occupancy sets in a specific area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/detail

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the OCCUPANCY sets belong
N
GET Request Example

https://192.168.2.100/v2/public/ClBl/areas/Al/occupancgSetg/detail

JSON Body Example
{

"content": [
{ OCCUPANCY SET OBJECT PROPERTIES },
{ OCCUPANCY SET OBJECT PROPERTIES },
I
"last": true,
"totalPages": 1,
"totalElements": 1, ~
"numberOfElements": 1,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Occupancy Sets Detail List JSON response object in the example above, the relevant values are described below.
See the Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more occupancy set objects. See Occupancy Set Detail View for more.
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All Occupancy Sets Display List
Return a display list of all configured occupancy sets in a specific area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/display

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> - Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the OCCUPANCY sets belong

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/occupancySets/display
N

JSON Body Example
{

"content": [
{ OCCUPANCY SET OBJECT PROPERTIES },
{ OCCUPANCY SET OBJECT PROPERTIES }
I
"last": true,
"totalPages": 1,
"totalElements": 1,
"numberOfElements": 1,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Occupancy Sets Display List JSON response‘object in the example above, the relevant values are described below.
See the Common Response Properties for deScriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity.

Property Value Description

ro.content Array Zero or more occupancy set objects. See Occupancy Set Display View for more information.

All Occupancy Sets Identity List
Return an identity list of all configured occupancy sets in a specific area.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/identity

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request
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e <BUILDING-ID> - ID of the building to which the requested area belongs
e <AREA-ID> — Case-sensitive ID of the area to which the OCCUPANCY sets belong

GET Request Example
https://192.168.2.100/v2/public/C1lBl/areas/Al/occupancySets/identity

JSON Body Example
{

"content": [
{ OCCUPANCY SET OBJECT PROPERTIES },
{ OCCUPANCY SET OBJECT PROPERTIES }
1,
"last": true,
"totalPages": 1,
"totalElements": 1,
"numberOfElements": 1,
"first": true,
"size": 100,
"number": 0

}

Using ro as the All Occupancy Sets Identity List JSON response object in the exampleabove, the relevant values are described below.
See the Common Response Properties for descriptions of the standard list properties.

NOTE N
Some nested object properties above have been replaced with uppercase labels(AB€ OBJECT PROPERTIES) for simplicity.

Property Value Description

ro.content Array  Zero or more occupancy set objects. See ©ccupancy Ideniity Display View for more information.

2.6.2 — Requests for a Specific Occupancy Set
This section describes API calls that provide various views ofithe'details of a single Occupancy Set on the network.

Occupancy Set Detail View
Return the detail view for a specified occupancy set.

HTTP Header Fields N

GET /v2/public/<BUILDING-ID>/areads/<ARFA-ID28EfcupancySets/<OCC-SET-ID>/detail HTTP/1.1
Authorization: <TOKEN-TYPE>4&KACCESSSTOKEN>

Content-Type: application/jsSen

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-
ID>/detail

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the OCCUPANCY set belongs

e <OCC-SET-ID> — Case-sensitive ID of the occupancy set being requested

GET Request Example
https://192.168.2.100/v2/public/C1Bl/areas/Al/occupancySets/0S2/detail

JSON Body Example

{
"updatedTime": "2018-06-05T16:18:36.986-0400",
"createdTime": "2018-06-05T16:18:36.750-0400",
"publicId": "OS1",
"name": "Default Occupancy",
"zones": [
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{ ZONE OBJECT PROPERTIES 1},
{ ZONE OBJECT PROPERTIES }
1,

"occupiedAction": {
"id": "e99f7£20-cal4-11e7-8385-001d054d15d2",
"name": "Occupied"

by

"unoccupiedAction": {
"id": "e99e4204-cal4-11e7-9c31-001d054d15d2",
"name": "Unoccupied"

by
"holdTime": 1200000,
"area": { AREA OBJECT PROPERTIES },

"isOccupiedLogical”: true,
"isOccupiedPhysical": true,
"isAutoHoldTime": false,
"isAutoOn": true

}
Using ro as the Occupancy Set Detail JSON response object in the example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC OBJECT PROPERTIES) for simplicity.

Property Value Description N
ro.publicId 0S1 The ID of this occupangy ‘sét (string).
ro.name Default The name of this oceupaney set (string).
Occupancy
ro.zones Array Zero or more zones objects t0 whichsthis occupancy set applies. See Area
Zone |deptity Wiew for more information.
ro.occupiedAction.name Occupied The name ofithe occupied action (string).
ro.unoccupiedAction.name Unoccupied The .name of the unoccupied action (string).
ro.holdTime 1200000 The configured hold time for this occupancy set (number).
ro.area Object Thearea object toywhich this occupancy set belongs. See Area Identity View
for more.information.
ro.isOccupiedLogical true Whether thisis a logical occupancy set (boolean).
ro.isOccupiedPhysical trde Whetherithis is a physical occupancy set (boolean).
ro.isAutoHoldTime false Whether the automatic hold time is enabled for this occupancy set (boolean).
ro.isAutoOn true Whether automatic on time is enabled for this occupancy set (boolean).

Occupancy Set Display View
Return the display view for a specified occupancy set.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-ID>/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-
ID>/display

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the OCCUPANCY set belongs

e <OCC-SET-ID> — Case-sensitive ID of the occupancy set being requested
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GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/occupancySets/0S2/display

JSON Body Example

{

"updatedTime": "2018-06-05T16:18:36.986-0400",

"publicId": "OS1",

"name": "Default Occupancy",

"zones": [
{ ZONE OBJECT PROPERTIES },
{ ZONE_ OBJECT PROPERTIES }

1y

"occupiedAction": {
"updatedTime": "2018-06-05T16:18:36.986-0400",
"id": "e99f7£20-cal4-11e7-8385-001d054d15d2",
"name": "Occupied"

by

"unoccupiedAction": {
"updatedTime": "2018-06-05T16:18:36.986-0400",
"id": "e99e4204-cald-11e7-9¢31-001d054d15d2",
"name": "Unoccupied"

}o

"holdTime": 1200000,

"area": { AREA OBJECT PROPERTIES b

"isOccupiedLogical”: true, o
"isOccupiedPhysical": true,

"isAutoHoldTime": false,

"isAutoOn": true

}
Using ro as the Occupancy Set Display JSON response object inithe example above, the relevant values are described below. See the
Common Response Properties for descriptions of the standarddist properties.

NOTE
Some nested object properties above have been replaced with'uppercase(labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.publicId 0S1 " The ID 6f'this’occupancy set (string).

ro.name Default The’name,of this occupancy set (string).

Occupaney

ro.zones Array. Zero or more zones objects to which this occupancy set applies. See Area
Zone Display View for more information.

ro.occupiedAction.name Occupied The name of the occupied action (string).

ro.unoccupiedAction.name Unoccupied The name of the unoccupied action (string).

ro.holdTime 1200000 The configured hold time for this occupancy set (number).

ro.area Object The area object to which this occupancy set belongs. See Area Identity View
for more information.

ro.isOccupiedLogical true Whether this is a logical occupancy set (boolean).

ro.isOccupiedPhysical true Whether this is a physical occupancy set (boolean).

ro.isAutoHoldTime false Whether the automatic hold time is enabled for this occupancy set (boolean).

ro.isAutoOn true Whether automatic on time is enabled for this occupancy set (boolean).

Occupancy Set Identity View
Return the identity view for a specified occupancy set.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-ID>/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

www.cooperlighting.com 57


http://www.cooperlighting.com/

Trellix Lighting API Reference 2 — Trellix Lighting API Reference

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-
ID>/identity

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested area belongs

e <AREA-ID> — Case-sensitive ID of the area to which the OCCUPANCY set belongs

e <OCC-SET-ID> - Case-sensitive ID of the occupancy set being requested

GET Request Example
https://192.168.2.100/v2/public/ClBl/areas/Al/occupancySets/<OCC-SET-ID>/identity

JSON Body Example

{
"publicId": "OS2",

"name": "Occupancy Set 1",

"area": { AREA OBJECT PROPERTIES },

"isOccupiedLogical": false X
}

Using ro as the Occupancy Set Identity JSON response object in the example above, the relevant values are described below. See the

Common Response Properties for descriptions of the standard list properties.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC “@BJECT PROPERTIES) for simplicity.

Property Value Description
ro.publicId 0S1 The ID"6f,this occupaney set (string).
ro.name Default The,name of this @ecupaney set (string).
Occupancy
ro.area Object The"area objéct to' which this occupancy set belongs. See Area Identity View for
more information.
ro.isOccupiedLogical true Whethengthisiis a logical occupancy set (boolean).

2.7 — Device Calls

The Occupancy Set API calls are used to discover the devices that belong to a specific building, or to get information about a specific
device.

Device Detail View

Return the detail information for a specific device.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/detail

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> - Case-sensitive ID of the building to which the requested device belongs

e <DEVICE-ID> — Case-sensitive ID of the device being requested
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GET Request Example

https://192.168.2.100/v2/public/ClBl/devices/Dl/detail

JSON Body Example

{

}

"updatedTime": "2018-06-05T16:24:07.530-0400",
"createdTime": "2018-06-05T16:18:37.105-0400",
"publicId": "D5",

"name": "Integrated Sensor 3",

"description": "Need Requirements",
"physicallLocation": "Floor 1",
"systemLocation": "ZB>Int Sensor 3",

"model": "W-IS",

"hardwareVersion”": "0",

"firmwareVersion": "16842871",

"deviceSubtype": "cc343f99-ad81-41f7-8c02-6a6d13d425b4",
"deviceStatus": "GOOD",
"area": { AREA OBJECT PROPERTIES },
"endpoints": [
{ ENDPOINT OBJECT PROPERTIES },
{ ENDPOINT_OBJECT_PROPERTIES }
1

"networkInterfaces": [

{

"updatedTime": "2018-06-05T16:24:07.639-0400",

"createdTime": "2018-06-05T16:18:37.105-0400",

"name": "Need requirements",

"attachedToNetwork": {
"name": "ZigBeeNetworkManager", * Q
"publicId": "N3" \

by

"clientNetworkProperties": ({ \
"name": "zigbeeClientNetwork",

"nodeId": 5518, Vs
"macId": 3781220692507278,
"permitAssociation": false, O (L
"stackVersion": 0,
"stackVendor": 0, 'S V4
"isOtaSupported": fals <E )
"uptime": 0 \ Q
by
"deviceId": "ff685e6c- 1le7-a07d-001d054d15d2"
}
I

"isIdentify": false,
"isReachable": true

2 — Trellix Lighting API Reference

Using ro as the Device Detail View response object in the example above, the relevant values are described below. See the Common
Response Properties for more information about the standard list property descriptions.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description
ro.publicId D5 The ID of this device (string).
ro.name Integrated The name of this device (string).

Sensor 3
ro.description Need The name of this device (string).

Requirements
ro.physicalLocation  Floor1 The physical location to which this device is assigned (string).
ro.systemLocation ZB>Int Sensor 3 The system location to which this device is assigned (string).
ro.model W-IS The model number of this device (string).
ro.hardwareversion 0 The hardware version of this device (string).
ro.firmwarevVersion 16842871 The firmware version of this device (string).
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Property Value Description

ro.deviceStatus GOOD The status of this device (string).

ro.area Object The area object to which this device belongs. See Area Identity View for more
information.

ro.endpoints Array Selected data for zero or more endpoint objects that belong to this device. See
Endpoint Detail View for more information.

ro.networkInterfaces Array Selected data for zero or more network interface objects available on this device.

ro.isIdentify false Whether this device has isldentify status (boolean).

ro.isReachable true Whether this device is reachable (boolean).

Device Display View
Return the display view for a specific device.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devicesf{<DEBMICE-ID>/display
A
Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults t6,192:168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaulis to 443for.secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always beare#)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a GetsPublic Login ToKéen,requést

e <BUILDING-ID> — Case-sensitive ID of the building to which, the,requested, device belongs

e <DEVICE-ID> — Case-sensitive ID of the device being requested

GET Request Example
https://192.168.2.100/v2/public/ClBl/@evic®8/D1/dispNay

N

JSON Body Example

{
"updatedTime": "2018-06-09T16:24:07.530-04Q0,

"publicId": "D5",

"name": "Integrated Sensor 3'%
"description": "Need Requirements",
"physicalLocation": "Floor 1",
"systemLocation": "ZB>Int Sensor 3",
"model": "W-IS",

"hardwareVersion": "0O",
"firmwareVersion": "16842871",
"deviceSubtype": "cc343f99-ad81-41f7-8c02-6a6d13d425b4",
"deviceStatus": "GOOD",

"area": { AREA OBJECT PROPERTIES b,
"endpoints": [

{ ENDPOINT_OBJECT_PROPERTIES b
{ ENDPOINT OBJECT PROPERTIES }
1/
"networkInterfaces": [
{
"updatedTime": "2018-06-05T16:24:07.639-0400",

"name": "Need requirements",
"attachedToNetwork": {
"name": "ZigBeeNetworkManager",

"publicId": "N3"

by

"clientNetworkProperties": ({
"name": "zigbeeClientNetwork",
"nodeId": 5518,
"macId": 3781220692507278,
"permitAssociation": false,
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}

"stackVersion": O,
"stackVendor": 0,
"isOtaSupported": false,
"uptime": 0

bo

"deviceId":

}
1,
"isIdentify":
"isReachable":

false,
true

2 — Trellix Lighting API Reference

"ff685e6c-cald-11e7-a07d-001d054d15d2"

Using ro as the Device Display View response object in the example above, the relevant values are described below. See the Common
Response Properties for more information about the standard list property descriptions.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description
ro.publicId D5 The ID of this device (string).
ro.name Integrated The name of this device (string).
Sensor 3
ro.description Need The name of this device (string).
Requirements 3
ro.physicalLocation  Floor 1 The physical location to which this dévice is assigned (string).
ro.systemLocation ZB>Int Sensor 3 The system location to which,this"device is assigned (string).
ro.model W-IS The model number ofithisideyice (string).
ro.hardwareVersion 0 The hardware version of this device (string).
ro.firmwareVersion 16842871 The firmwarewersien of this dévice (string).
ro.deviceStatus GOOD The status™ef this,device (string):
ro.area Object The area object’to which this device belongs. See Area Identity View for more
information:
ro.endpoints Array Selecteddata for zero,orsmore endpoint objects that belong to this device. See
Endpoint Detail View,for more information.
ro.networkInterfaces Array Selected data*for zero or more network interface objects available on this device.
ro.isIdentify false Whether this\device has isldentify status (boolean).
ro.isReachable true Whether this device is reachable (boolean).
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Device Identity View
Return the identity view for a specific device.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/identity

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested device belongs

e <DEVICE-ID> — Case-sensitive ID of the device being requested

GET Request Example
https://192.168.2.100/v2/public/ClBl/devices/Dl/identity

JSON Body Example

{
"publicId": "D5",
"name": "Integrated Sensor 3"

}

Using ro as the Device Identity View response object in the examplexabove, thé relevant values are described below.

Property Value Description
ro.publicId D5 ThedD of this device (string).
ro.name Integrated Sensor3 The name of this device (string).

2.8 - Endpoint Calls
The Endpoint API calls are used to getiinformation about an'endpoint on a specific device.

Endpoint Detail View
Return the detail information for an endpoint on a specific device.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoint/<ENDPOINT-ID>/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoint/<ENDPOINT-

ID>/detail

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested device belongs

e <DEVICE-ID> — Case-sensitive ID of the device to which the endpoint belongs

e <ENDPOINT-ID> - ID of the endpoint being requested

GET Request Example
https://192.168.2.100/v2/public/ClBl/devices/Dl/endpoint/El/detail

www.cooperlighting.com 62


http://www.cooperlighting.com/

Trellix Lighting API Reference
JSON Body Example

{

}

"updatedTime":
"name": "Occupancy Sensor 5 aOdb",
"publicId": "E17",
"description": "Need requirements",
"physicallLocation": "Floor 1",
"systemLocation": "ZB>Ceilingl >Occ 5",
"endpointSubtype":
"device": { DEVICE OBJECT PROPERTIES },
"area": { AREA OBJECT PROPERTIES },
"endpointDecorators": [
{
"name": "occupancySensor",
"holdTime": 1200000,
"occupancySets": [
{ OCCUPANCY SET OBJECT PROPERTIES
{ OCCUPANCY SET OBJECT PROPERTIES
i
"sensitivity":
"isOccupied": true,
"isEnabled": true,
"isIndicatorEnabled": true,
"isAutoHoldTime": false,
"isWalkthroughMode": false,
"isTestMode": false

}

0,

1,

"isAssigned": true,
"isInDaylightSet": false,
"isIdentify": false,

"isAvailableForOLDLSet": false

by
}

2 — Trellix Lighting API Reference

"2018-06-05T16:24:07.639-0400",

"7fe69681-ffd2-403a-a774-db07472ec345",

Using ro as the Endpoint Detail View response object in the'example aboVe) thé relevant values are described below. See the Common
Response Properties for more information about the standard/list propesty deseriptions.

NOTE
Some nested object properties above have béen replacc\ad with uppercése labels (ABC OBJECT PROPERTIES) for simplicity.

Property Value Description

ro.publicId E17 The ID of this endpoint (string).

ro.name Occupancy Sensor 5 The name of this endpoint (string).

aldb

ro.description Need Requirements The description of this endpoint (string).

ro.physicalLocation Floor 1 The physical location to which this endpoint is assigned (string).

ro.systemLocation ZB>Ceiling1 >Occ 5 The system location to which this endpoint is assigned (string).

ro.device Object The device object to which this endpoint belongs. See Device Identity
View for more information.

ro.device Object The area object to which this endpoint belongs. See Area Identity View
for more information.

ro.area Object The area object to which this endpoint belongs. See Area Identity View
for more information.

ro.endpointDecorators Array Zero or more endpoint decorator objects.

ro.isAssigned true Whether this endpoint is assigned (boolean).

ro.isInDlaylightSet false Whether this endpoint is part of a daylight set (boolean).

ro.isIdentify false Whether this endpoint has isldentify status (boolean).

ro.isAvailableForOLDLSet false Whether this endpoint is accessible for OLDL set (boolean).

Endpoint Display View

Return the display view for an endpoint on a specific device.
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HTTP Header Fields

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoint/<ENDPOINT-ID>/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoint/<ENDPOINT-
ID>/display

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested device belongs

e <DEVICE-ID> — Case-sensitive ID of the device to which the endpoint belongs

e <ENDPOINT-ID> — ID of the endpoint being requested

GET Request Example
https://192.168.2. lOO/v2/public/ClBl/devices/Dl/endpoint/El/dNy

JSON Body Example P

{
"updatedTime": "2018-06-05T16:24:07.639-0400",

"name": "Occupancy Sensor 5 aOdb",
"publicId": "E17",
"description": "Need requirements", \
"physicallLocation": "Floor 1", Q
"systemLocation": "ZB>Ceilingl >Occ 5",

"endpointSubtype": "7fe69681-ffd2-403a- —d 7472ec345'
"device": { DEVICE OBJECT PROPERTIES }

"area": { AREA OBJECT PROPERTIES }, Q

"endpointDecorators": [

{

"name" : "occupancySensor"?
"holdTime": 1200000, \
"occupancySets": [

{ OCCUPANCY SET OBJEGH ROPERTIES

{ OCCUPANCY SET OBJECT§PROPERTIES
1,
"sensitivity": O,
"isOccupied": true,
"isEnabled": true,
"isIndicatorEnabled": true,

"isAutoHoldTime": false,
"isWalkthroughMode": false,
"isTestMode": false

}
I
"isAssigned": true,
"isInDaylightSet": false,
"isIdentify": false,
"isAvailableForOLDLSet": false
}

Using ro as the Endpoint Display View response object in the example above, the relevant values are described below. See the
Common Response Properties for more information about the standard list property descriptions.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro.publicId E17 The ID of this endpoint (string).
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Property Value Description
ro.name Occupancy Sensor 5 The name of this endpoint (string).
a0db
ro.description Need Requirements The description of this endpoint (string).
ro.physicallLocation Floor 1 The physical location to which this endpoint is assigned (string).
ro.systemLocation ZB>Ceiling1 >Occ 5 The system location to which this endpoint is assigned (string).
ro.device Object The device object to which this endpoint belongs. See Device Identity
View for more information.
ro.device Object The area object to which this endpoint belongs. See Area Identity View
for more information.
ro.area Object The area object to which this endpoint belongs. See Area Identity View
for more information.
ro.endpointDecorators Array Zero or more endpoint decorator objects.
ro.isAssigned true Whether this endpoint is assigned (boolean).
ro.isInDlaylightSet false Whether this endpoint is part of a daylight set (boolean).
ro.isIdentify false Whether this endpoint has isldentify status (boolean).
ro.isAvailableForOLDLSet false Whether this endpoint is accessible for OLDL set (boolean).

Endpoint Identity View
Return the identity view for an endpoint on a specific device. N

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoMat/SBNDPOINI-ID>/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<PULERING-IDdewi d€s/<DEVICE-ID>/endpoint/<ENDPOINT-
ID>/identity

Where:

N
e <HOST-IP> — IP address of the Trellix Lighting APl¢server, and/defaults to 192.168.2.100
e <HOST-PORT> - IP port on the Trellix'Lighting"API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always beaser)
e <ACCESS-TOKEN> — Trellix Lighting APltoken returned in a Get Public Login Token request
e <BUILDING-ID> - Case-sensitive ID of the building to which the requested device belongs
e <DEVICE-ID> — Case-sensitive ID of the device to which the endpoint belongs
e <ENDPOINT-ID> - ID of the endpoint being requested

GET Request Example
https://192.168.2.100/v2/public/ClBl/devices/Dl/endpoint/El/identity

JSON Body Example
{

"name": "Occupancy Sensor 5 aOdb",
"publicId": "E17",
}

Using ro as the Endpoint Display View response object in the example above, the relevant values are described below. See the
Common Response Properties for more information about the standard list property descriptions.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description
ro.publicId E17 The ID of this endpoint (string).
ro.name Occupancy Sensor 5 a0db The name of this endpoint (string).
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2.9 — Network Calls

The Network API calls are used to discover the networks configured in a specific building, or to get information about a specific
network.

2.9.1 — Requests for All Networks

This section describes API calls that provide various ways to view a list of networks configured in a building.

All Networks Detail List
Returns a detail list of all configured networks in the specified building.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/networks/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/detail

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2:100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public LoginJ okensequest

e <BUILDING-ID> - Case-sensitive ID of the building to which the requested area belongs

GET Request Example
https://192.168.2.100/v2/public/ClBl/networks/detail

JSON Body Example

[
{ NETWORK OBJECT PROPERTIES },
{ NETWORK OBJECT PROPERTIES }
]

AN
Using ro as the All Networks Detail List response imthe example above, the relevant values are described below.

NOTE
Some nested object properties above haveybeen replaced with uppercase labels (ABC 0BJECT PROPERTIES) for simplicity.

Property Value Description

ro Array An array of zero or more network objects. See Network Detail View for more information.

All Networks Display List
Return a display list of all configured networks in the specified building.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/networks/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/display

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested area belongs
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GET Request Example
https://192.168.2.100/v2/public/ClBl/networks/display

JSON Body Example

[
{ NETWORK OBJECT PROPERTIES },
{ NETWORK OBJECT PROPERTIES }
]

Using ro as the All Networks Display List response in the example above, the relevant values are described below.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC OBJECT PROPERTIES) for simplicity.

Property Value Description

ro Array An array of zero or more network objects. See Network Display View for more information.

All Networks Identity List
Return an identity list of all configured networks in the specified building.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/networks/identity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json N\
Cache-Control: no-cache

GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-RB>/networksg/dentity

Where:

<HOST-IP> — IP address of the Trellix Lighting API server, @andidefaults to 192.168:2.100

e <HOST-PORT> — IP port on the Trellix Lighting API seryemoptional and.defaultsito 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned.in"a Get Public'Login Token request

e <BUILDING-ID> - ID of the building to whichithe requested area helongs

GET Request Example
https://192.168.2.100/v2/puWelic/CG1Bl/networks/dentity

JSON Body Example

[
{ NETWORK OBJECT PROPERTIES },
{ NETWORK OBJECT PROPERTIES }
]

Using ro as the All Networks Identity List response in the example above, the relevant values are described below.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC_0BJECT PROPERTIES) for simplicity.

Property Value Description

ro Array An array of zero or more network objects. See Network Identity View for more information.

2.9.2 - Requests for a Specific Network
This section describes API calls that provide various views of the details of a single network in a building.

Network Detail View
Return the detail view for a specified network.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/detail HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache
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GET Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/detail

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> - Case-sensitive ID of the building to which the requested network belongs

e <NETWORK-ID> — Case-sensitive ID of the network being requested

GET Request Example
https://192.168.2.100/v2/public/C1Bl/networks/N1/detail

JSON Body Example

{
"updatedTime": "2018-06-05T16:18:37.152-0400",
"createdTime": "2018-06-05T16:18:15.706-0400",
"name": "ZigBeeNetworkManager",
"publicId": "N3",
"protocol": "ZigBee",
"attachedDevices": [
{ DEVICE OBJECT PROPERTIES } N
I
"masterNetworkInterface": ({
"name": "Controller"
}
t

Using ro as the Network Detail View response object in the example above, thesrelevant values are described below. See the Common

Response Properties for more information about the standard list'property descriptions.

NOTE
Some nested object properties above have been replaced with tippercaselabels/((ABC 0BJECT PROPERTIES) for simplicity.

Property Value N Description
ro.publicId N3 The ID of this network (string).
ro.name ZigBeeNetworkManager The name of this network (string).
ro.protocol ZigBee The network communication protocol (string).
ro.attachedDevices Array Zero or more device objects that are attached to this network. See
Device Identity View for more information.

ro.masterNetworkInterface Object The master network interface object.

Network Display View

Return the display information for a specified network.
HTTP Header Fields

GET /v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/display HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>

Content-Type: application/json

Cache-Control: no-cache

GET Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/display

Where:

e <HOST-IP> - IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested network belongs

e <NETWORK-ID> — Case-sensitive ID of the network being requested
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GET Request Example
https://192.168.2.100/v2/public/C1Bl/networks/N1/display

JSON Body Example

{
"updatedTime": "2018-06-05T16:18:37.152-0400",
"name": "ZigBeeNetworkManager",
"publicId": "N3",
"protocol": "ZigBee",
"attachedDevices": [
{ DEVICE OBJECT PROPERTIES b
{ DEVICE OBJECT PROPERTIES }
]
}

Using ro as the Network Display View response object in the example above, the relevant values are described below. See the Common

Response Properties for more information about the standard list property descriptions.

NOTE
Some nested object properties above have been replaced with uppercase labels (ABC OBJECT PROPERTIES) for simplicity.

Property Value Description

ro.publicId N3 The ID of this network (string)

ro.name ZigBeeNetworkManager The name of this network(string).

ro.protocol ZigBee The network communieation protocol (string).

ro.attachedDevices Array Zero or more devicélebjects that are attached to this network. See Device

Identity View forfmeore information.

Network Identity View
Return the identity information for a specified network.

HTTP Header Fields

GET /v2/public/<BUILDING-ID>/networks/<NETWORR®ID>/ildentity HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TQREN>

Content-Type: application/json

Cache-Control: no-cache g

GET Request Structure

https://<HOST-IP>:<HOST-PORT®Y/v2 /public/<BUIBPING-ID>/networks/<NETWORK-ID>/identity

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested network belongs

e <NETWORK-ID> — Case-sensitive ID of the network being requested

GET Request Example
https://192.168.2.100/v2/public/ClBl/networks/N1/identity

JSON Body Example
{

"name": "ZigBeeNetworkManager",
"publicId": "N3"
}

Using ro as the Network Identity View response object in the example above, the relevant values are described below.

Property Value Description
ro.publicId N3 The ID of this network (string).
ro.name ZigBeeNetworkManager The name of this network (string).
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2.10 - Control Commands

The Control Commands API allow authorized users to send specific commands to Trellix.

2.10.1 - Acknowledge Alarms

Send an alarm acknowledgement request to Trellix. The request can acknowledge all alarms or specify a list of one or more alarms to
acknowledge.

HTTP Header Fields

POST /v2/public/alarms/acknowledgement HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json

Cache-Control: no-cache

POST Request Structure

https:/<ipAddress>/<version>/public/alarms/acknowledgement

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> — Trellix Lighting APl token returned in a Get Public Login Tokep'fequest

POST Body (Acknowledge All Alarms) o
{

"acknowledgeAll": true
}
POST Body (Acknowledge Specific Alarms)
{

"alarmIds": [
"88e77d49-1a99-4dd3-b36b-£3860cb26a 8™,
"456ec044-6e05-4400-9bd3-b1£f18a34£524"

}

POST Request Example
https://192.168.2.100/v2/ dlarms/lacknowledgement

2.10.2 - Send Demand Response
Send a demand response request to Trellix.
HTTP Header Fields

POST /v2/public/exec HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json
Cache-Control: no-cache

POST Request Structure
https://<HOST-IP>:<HOST-PORT>/v2/public/exec

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100

e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)

e <ACCESS-TOKEN> is the Demand Response API token returned in a Get Demand Response Token request

e <BUILDING-ID> - Case-sensitive ID of the building to which the requested network belongs

e <NETWORK-ID> — Case-sensitive ID of the network being requested

POST Body

{
"id":"cedabefb-4722-4ee8-b259-£198b2517018",
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}

"event":"EXECUTE",

"action": {
"id":"6f048fcl-b6lb-41al-82a4-1ec438c9dalc",
"name" :"Action-DemandResponse",
"actionDecorator": {

"id":"a0362cb5-a685-43a4-8b94-8dadc6b11293",
"name" : "demandResponse",
"activeSignalLevel”: 1
}
b

"source":"Third Party"

POST Request Example
https://192.168.2.100/v2/public/exec

2.10.3 - Set Zone Level

Send a zone level command to Trellix.
HTTP Header Fields

POST /v2/public/exec HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json
Cache-Control: no-cache

POST Body

{

}

"id":"cedabefb-4722-4ee8-b259-£198b2517018", ¢
"event" :"EXECUTE",

"action": {
"id":"6f048fcl-b61b-41al-82a4-1ec438c9dal

"name" :"TestAction-SetZonelLevelResponse'

S
e

"actionDecorator": { p 4
"id":"a0362cb5-a685-43a4-8b9%94-8da o3",
"name":"setZonelevel", Q

"publicAreaId":"<AREA-ID>",
"zone" :"<ZONE-ID>",

}
}y
"source":"Third Party"

POST Request Structure

https://<HOST-IP>:<HOST-PORT>/v2/public/exec

Where:

Y V4
"level":10.0, \
"fadeRate": 22 Q Q

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaults to 192.168.2.100
e <HOST-PORT> - IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections
e <TOKEN-TYPE> — Type of authentication token (always bearer)
e <ACCESS-TOKEN> — Trellix Lighting API token returned in a Get Public Login Token request

e <BUILDING-ID> — Case-sensitive ID of the building to which the requested network belongs

e <AREA-ID> — Case-sensitive ID of the area to which the zone is assigned
e <ZONE-ID> — Case-sensitive ID of the requested zone, or "ALL"

GET Request Example
https://192.168.2.100/v2/public/exec

2.10.4 - Select Scene Level

Send a scene selection command to Trellix.

2 — Trellix Lighting API Reference
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HTTP Header Fields

POST /v2/public/exec HTTP/1.1
Authorization: <TOKEN-TYPE> <ACCESS-TOKEN>
Content-Type: application/json
Cache-Control: no-cache

POST Body

{

"id":"cb45c502-c53b-41fa-95d9-71af398eallb",

"event" :"EXECUTE",

"action": {
"id":"6f048fcl-b6lb-41al-82a4-1ec438c9dalc",
"name":"TestAction-SetSelectSceneResponse",
"actionDecorator": {

"id":"a0362cb5-a685-43a4-8b94-8dadc6b11293",

"name" :"selectScene",
"publicAreaId":"<AREA-ID>",
"publicSceneId": "<SCENE-ID>"

}
by

"source":"Third Party"
}

POST Request Structure o
https://<HOST-IP>:<HOST-PORT>/v2/public/exec ‘ \v

Where:

e <HOST-IP> — IP address of the Trellix Lighting API server, and defaultsito 192.168.2.100

e <HOST-PORT> — IP port on the Trellix Lighting API server, optional and defaults'to 443'for secure (https) connections
o <TOKEN-TYPE> — Type of authentication token (always bef réx)

e <ACCESS-TOKEN> - Trellix Lighting API token returnedn aGet Public Login, Tokéen request

e <BUILDING-ID> — Case-sensitive ID of the building to which'the requested network belongs

e <AREA-ID> — Case-sensitive ID of the area to which theiscene is assigned

¢ <SCENE-ID> - Case-sensitive ID of the requegted scene

GET Request Example

\
https://192.168.2.100/v2/pn€cﬁ(& \)
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FCC Statement
+ This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference.
(2) This device must accept any interference received, including interference that may cause undesired operation.

Note: The grantee is not responsible for any changes or modifications not expressly approved by the party responsible for compliance. Such modifications could void the
user'’s authority to operate the equipment.

Note: The equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation. This equipment generates uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
o Consult the dealer or an experienced radio/TV technician for help.

This device complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment must be installed and operated in accordance with
provided instructions and the antenna(s) used for this transmitter must be installed to provide a separation distance of at least 20 cm from all persons.

Warranties and Limitation of Liability
Please refer to www.cooperlighting.com/WarrantyTerms-far our terms and conditions.

Garanties et limitation de responsabilité
Veuillez consulter le site www.cooperlighting.com/WarrantyTerms pour obtenir les conditions
générales.

Garantias y Limitacion de Responsabilidad
Visite www.cooperlighting.com/WarrantyTerms para conocer nuestros términos y
condiciones.

Cooper Lighting Solutions
1121 Highway 74 South
Peachtree City, GA 30269
P: 770-486-4800
www.cooperlighting.com Cooper Lighting Solutions is a
For service or technical assistance: registered trademark.
1-800-553-3879

All other trademarks are property
Canada Sales © 2020 Cooper Lighting Solutions of their respective owners.

5925 McLaughlin Road All Rights Reserved
Mississauga, Ontario L5R 1B8 Printed in USA Product availability, specifications,
Publication No. MN503078EN

. . . P: 905-501-3000 and compliances are subject to
Lighting Solutions F: 905-501-3172 May 2020 change without notice.
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