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1.3.3 – Common Response Properties 

All Trellix Lighting API responses contain a single object. When a list is requested, such as the All Areas Detail List or All Endpoints 
Identity List, the properties described below will typically be included. 

Property Type Description 

content Array An array containing one or more objects of the requested data (e.g., Area). 

last Boolean A true/false value indicating if the response is the last page of results. 

totalPages Number An integer value indicating the total number pages of the requested data that are available. 

numberOfElements Number An integer value indicating the number of objects in the content array. 

first Boolean A true/false value indicating if the response is the first page of results. 

number Number An integer value indicating which page number this response represents. 

sort Array 0 - Contains a single object containing properties related to how the list is sorted. 

Example 

The JSON below shows a response to an All Areas Identity List call. In this case, the content array contains the identity information for 
two areas, A1 and A2. 

{ 

  "content": [ 

    { 

      "publicId": "A1", 

      "type": "52474f38-38aa-4ee8-8893-5541c0f5d04e", 

      "name": "Default" 

    }, 

    { 

      "publicId": "A2", 

      "type": "52474f38-38aa-4ee8-8893-5541c0f5d04e", 

      "name": "Area 51" 

    } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 

  "number": 0 
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  "areaStatus": "GOOD", 

  "sceneToSceneFadeTime": 1500, 

  "offToSceneFadeTime": 1500, 

  "zones": [ 

    { ZONE_OBJECT_PROPERTIES },  

    { ZONE_OBJECT_PROPERTIES } 

  ], 

  "occupancySets": [ 

    { OCCUPANCY_SET__OBJECT_PROPERTIES },  

    { OCCUPANCY_SET__OBJECT_PROPERTIES } 

  ], 

  "scenes": [ 

    { SCENE__OBJECT_PROPERTIES },  

    { SCENE__OBJECT_PROPERTIES } 

  ], 

  "totalScenes": 1, 

  "holdOccupancyDuration": 3600000, 

  "areaDecorators": [ 

    { AREA_DECORATOR_OBJECT_PROPERTIES },  

    { AREA_DECORATOR_OBJECT_PROPERTIES } 

  ], 

  "endpoints": [ 

    { ENDPOINT_OBJECT_PROPERTIES },  

    { ENDPOINT_OBJECT_PROPERTIES } 

  ], 

  "capacity": 0, 

  "isReachable": true, 

  "isDefault": true, 

  "hasAlerts": false, 

  "isOccupiedLogical": true, 

  "isOccupiedPhysical": true, 

  "isHoldOccupancy": true 

} 

Using ro as the Area Detail response object in the example above, the relevant values are described below. See the Common Response 

Properties for more information about the standard list property descriptions. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId A1 The ID of this area (string). 

ro.name Construction 
Area 

The name of this area (string). 

ro.areaStatus GOOD The status of this area (string). 

ro.selectedScene 2 The ID of currently selected scene (string) 

ro.sceneToSceneFadeTime 1500 The configured scene fade time (number). 

ro.offToSceneFadeTime 1500 The configured scene off to on time (number). 

ro.zones Array Selected data for zero or more zone objects in this area. See Area Zone Detail 
View Calls for more information. 

ro.occupancySets Array Selected data for zero or more occupancy set objects in this area. See 
Occupancy Set Detail View for more information. 

ro.scenes Array Selected data for zero or more scene objects in this area. See Requests for a 
Specific Scene in One Area for more information. 

ro.areaDecorators Array Selected data for zero or more area decorator objects. 

ro.endpoints Array Selected data for zero or more endpoint objects. See Endpoint Detail View for 
more information. 

ro.totalScenes 2 Number of configured scenes in this area (number). 

ro.holdOccupancyDuration 3600000 Configured hold occupancy time (number). 

ro.isReachable true Whether this area is reachable (boolean). 

ro.isDefault true Whether this is the default area (boolean). 

ro.hasAlerts false Whether there are active alerts in this area (boolean). 

ro.isOccupiedLogical true Whether this area is logically occupied. (boolean). 
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Property Value Description 

ro.selectedScene 2 The ID of currently selected scene (string) 

ro.zones Array Selected data for zero or more zone objects in this area. See Area Zone Detail View Calls 
for more information. 

ro.occupancySets Array Selected data for zero or more occupancy set objects in this area. See Occupancy Set 
Detail View for more information. 

ro.scenes Array Selected data for zero or more scene objects in this area. See Requests for a Specific 
Scene in One Area for more information. 

ro.areaDecorators Array Selected data for zero or more area decorator objects. 

ro.endpoints Array Selected data for zero or more endpoint objects. See Endpoint Detail View for more 
information. 

ro.capacity 0 The capacity value for this area (boolean). 

ro.isDefault true Whether this is the default area (boolean). 

ro.hasAlerts false Whether there are active alerts in this area (boolean). 

Area Identity View 

Return the identity information for a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 

• <AREA-ID> – Case-sensitive ID of the area being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/identity 

JSON Body Example 

{ 

  "publicId": "A1", 

  "type": "52474f38-38aa-4ee8-8893-5541c0f5d04e", 

  "name": "Construction Area" 

} 

Using ro as the Area Display response object in the example above, the relevant values are described below. 

Property Value Description 

ro.publicId A1 The ID of this area (string). 

ro.type 52474f38... The type signature of this area (string). 

ro.name Construction Area The name of this area (string). 

2.3.3 – Requests for All Endpoints in One Area 

This section describes API calls that provide various views of the endpoints assigned to a single area on the network. 

All Endpoints Detail List 

Returns a detail list of the endpoints in a specified area. 
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Using ro as the All Endpoints Identity List response object in the example above, the relevant values are described below. See Common 

Response Properties for descriptions of the standard list response properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array One or more endpoint objects. See Endpoint Identity View for more information. 
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All Endpoints List in Ascending Order 

Returns an identity list of all endpoints in a specified area, sorted in ascending order by name. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/endpoints/identity?page=<PAGE-

NUMBER>&amp;size=<RESULTS-PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-

ID>/endpoints/identity?page=<PAGE-NUMBER>&size=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>,<SORT-ORDER> 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the endpoints are assigned 

• <PAGE-NUMBER> – Page number to be returned 

• <RESULTS-PER-PAGE> – Results per page, maximum size is 100 

• <SORT-FIELD> – Value by which to sort the listed areas (always name) 

• <SORT-ORDER> – Sort order (always ASC) 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/endpoints/identity?page=1&amp;size=10&amp;sort=name,

ASC 

JSON Body Example 

{ 

  "content": [ 

    { ENDPOINT_OBJECT_PROPERTIES }, 

    { ENDPOINT_OBJECT_PROPERTIES }     

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 8, 

  "numberOfElements": 8, 

  "first": true, 

  "sort": [ 

    { 

      "direction": "ASC", 

      "property": "name", 

      "ignoreCase": false, 

      "nullHandling": "NATIVE", 

      "descending": false, 

      "ascending": true 

    } 

  ], 

  "size": 10, 

  "number": 0 

} 

Using ro as the ascending All Endpoints List response object in the example above, the relevant values are described below. See 

Common Response Properties for descriptions of the standard list response properties. 

Property Value Description 

ro.content Array One or more endpoint objects. See Endpoint Identity View for more information. 

All Endpoints List in Descending Order 

Returns an identity list of all endpoints in a specified area, sorted in descending order by name. 
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HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/endpoints/identity?page=<PAGE-

NUMBER>&amp;size=<RESULTS-PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-

ID>/endpoints/identity?page=<PAGE-NUMBER>&size=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>,<SORT-ORDER> 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the endpoints are assigned. 

• <PAGE-NUMBER> – Page number to be returned 

• <RESULTS-PER-PAGE> – Results per page, maximum size is 100 

• <SORT-FIELD> – Value by which to sort the listed areas (always name) 

• <SORT-ORDER> – Sort order (always DESC) 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/endpoints/identity?page=1&amp;size=10&amp;sort=name,

DESC 

JSON Body Example 

{ 

  "content": [ 

    { ENDPOINT_OBJECT_PROPERTIES }, 

    { ENDPOINT_OBJECT_PROPERTIES }     

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 8, 

  "first": true, 

  "sort": [ 

    { 

      "direction": "DESC", 

      "property": "name", 

      "ignoreCase": false, 

      "nullHandling": "NATIVE", 

      "descending": true, 

      "ascending": false 

    } 

  ], 

  "size": 10, 

  "number": 0 

} 

Using ro as the descending All Endpoints List response object in the example above, the relevant values are described below. See 

Common Response Properties for descriptions of the standard list response properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array One or more endpoint objects. See Endpoint Identity View for more information. 

2.3.4 – Requests for All Devices in One Area 

This section describes API calls that provide various views of the devices assigned to a single area on the network. 
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All Devices Detail List 

Returns a detail list of all devices in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the devices are assigned 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/devices/detail 

JSON Body Example 

{ 

  "content": [ 

    { DEVICE_OBJECT_PROPERTIES },  

    { DEVICE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 

Using ro as the All Devices Detail List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more device objects. See Device Detail View for more information. 

All Devices Display List 

Returns a display list of all devices in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/display HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/display 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 
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• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the devices are assigned 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/devices/display 

JSON Body Example 

 

  "content": [ 

    { DEVICE_OBJECT_PROPERTIES },  

    { DEVICE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 

Using ro as the All Devices Display List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more device objects. See Device Display View for more information. 

All Devices Identity List 

Returns an identity list of all devices in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the devices are assigned 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/devices/identity 

JSON Body Example 

{ 

  "content": [ 

    { DEVICE_OBJECT_PROPERTIES },  

    { DEVICE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 
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  "number": 0 

} 

Using ro as the All Devices Identity List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more device objects. See Device Identity View for more information. 

All Devices List in Ascending Order 

Returns an identity list of all devices in a specified area, sorted in ascending order by name. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity?page=<PAGE-

NUMBER>&amp;size=<RESULTS-PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity?page=<PAGE-

NUMBER>&size=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>,<SORT-ORDER> 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the endpoints are assigned 

• <PAGE-NUMBER> – Page number to be returned 

• <RESULTS-PER-PAGE> – Results per page, maximum size is 100 

• <SORT-FIELD> – Value by which to sort the listed areas (always name) 

• <SORT-ORDER> – Sort order (always ASC) 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/devices/identity?page=1&amp;size=10&amp;sort=name,AS

C 

JSON Body Example 

{ 

  "content": [ 

    { DEVICE_OBJECT_PROPERTIES },  

    { DEVICE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "sort": [ 

    { 

      "direction": "ASC", 

      "property": "name", 

      "ignoreCase": false, 

      "nullHandling": "NATIVE", 

      "descending": false, 

      "ascending": true 

    } 

  ], 

  "size": 10, 

  "number": 0 

} 
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Using ro as the ascending Devices List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more device objects containing the name and publicID properties. See Device Display View for 

more information. 

All Devices List in Descending Order 

Returns an identity list of all devices in a specified area, sorted in descending order by name. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity?page=<PAGE-

NUMBER>&amp;size=<RESULTS-PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/devices/identity?page=<PAGE-

NUMBER>&size=<RESULTS-PER-PAGE>&sort=<SORT-FIELD>,<SORT-ORDER> 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the endpoints are assigned 

• <PAGE-NUMBER> – Page number to be returned 

• <RESULTS-PER-PAGE> – Results per page, maximum size is 100 

• <SORT-FIELD> – Value by which to sort the listed areas (always name) 

• <SORT-ORDER> – Sort order (always DESC) 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/devices/identity?page=1&amp;size=10&amp;sort=name,DE

SC 

JSON Body Example 

{ 

  "content": [ 

    { DEVICE_OBJECT_PROPERTIES },  

    { DEVICE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 6, 

  "numberOfElements": 6, 

  "first": true, 

  "sort": [ 

    { 

      "direction": "DESC", 

      "property": "name", 

      "ignoreCase": false, 

      "nullHandling": "NATIVE", 

      "descending": true, 

      "ascending": false 

    } 

  ], 

  "size": 10, 

  "number": 0 

} 
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Using ro as the descending Devices List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more device objects. See Device Display View for more information. 

2.4 – Area Scene Calls 

The Area Scene API calls are used to discover the area scenes configured for all areas or only those within a specific area. 

2.4.1 – Requests for a Specific Scene in One Area 

This section describes API calls that provide various ways to view a list of scenes in a single area on the network. 

Area Scene Detail View 

Returns a detail view of a scene in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the scene is assigned 

• <SCENE-ID> – Case-sensitive ID of the requested scene 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/scenes/S1/detail 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:18:36.987-0400", 

  "createdTime": "2018-06-05T16:18:36.974-0400", 

  "id": 7, 

  "areaId": "e9432fea-ca14-11e7-bcea-001d054d15d2", 

  "scenePublicId": "S49", 

  "areaPublicId": "A1", 

  "name": "Scene 6" 

} 

Using ro as the Area Scene Detail JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

Property Value Description 

ro.updatedTime 2018-06-05T16:18:36.987-0400 The date and time when this scene was last updated (Date). 

ro.createdTime 2018-06-05T16:18:36.974-0400 The date and time when this scene was created (Date). 

ro.id 7 The internal ID of this scene (Number). 

ro.areaId e9432fea-ca14[...] The internal ID of the area to which this scene belongs. 

ro.scenePublicId S49 The public ID of this scene. 

ro.areaPublicId A1 The public ID of the area to which this scene belongs. 

ro.name Scene 6 The name of this scene. 
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Area Scene Display View 

Returns a display view of a scenes in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/display HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/display 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the scene is assigned 

• <SCENE-ID> – Case-sensitive ID of the requested scene 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/scenes/S1/display 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:18:36.987-0400", 

  "createdTime": "2018-06-05T16:18:36.974-0400", 

  "id": 7, 

  "areaId": "e9432fea-ca14-11e7-bcea-001d054d15d2", 

  "scenePublicId": "S49", 

  "areaPublicId": "A1", 

  "name": "Scene 6" 

} 

Using ro as the Area Scene Display JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

Property Value Description 

ro.updatedTime 2018-06-05T16:18:36.987-0400 The date and time when this scene was last updated (Date). 

ro.createdTime 2018-06-05T16:18:36.974-0400 The date and time when this scene was created (Date). 

ro.id 7 The internal ID of this scene (Number). 

ro.areaId e9432fea-ca14[...] The internal ID of the area to which this scene belongs. 

ro.scenePublicId S49 The public ID of this scene. 

ro.areaPublicId A1 The public ID of the area to which this scene belongs. 

ro.name Scene 6 The name of this scene. 

Area Scene Identity View 

Returns an identity list of all scenes in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/<SCENE-ID>/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 
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• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the scene is assigned 

• <SCENE-ID> – Case-sensitive ID of the requested scene 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/scenes/S1/identity 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:18:36.987-0400", 

  "createdTime": "2018-06-05T16:18:36.974-0400", 

  "id": 7, 

  "areaId": "e9432fea-ca14-11e7-bcea-001d054d15d2", 

  "scenePublicId": "S49", 

  "areaPublicId": "A1", 

  "name": "Scene 6" 

} 

Using ro as the Area Identity Detail JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

Property Value Description 

ro.updatedTime 2018-06-05T16:18:36.987-0400 The date and time when this scene was last updated (Date). 

ro.createdTime 2018-06-05T16:18:36.974-0400 The date and time when this scene was created (Date). 

ro.id 7 The internal ID of this scene (Number). 

ro.areaId e9432fea-ca14[...] The internal ID of the area to which this scene belongs. 

ro.scenePublicId S49 The public ID of this scene. 

ro.areaPublicId A1 The public ID of the area to which this scene belongs. 

ro.name Scene 6 The name of this scene. 

2.4.2 – Requests for All Scenes in One Area 

This section describes API calls that provide various ways to view a list of areas scenes on the network. 

All Scenes Detail List 

Return a detail list of all scenes in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – ID of the building to which the target area belongs 

• <AREA-ID> is the ID of the area to which the scenes belong 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/scenes/detail 

JSON Body Example 

{ 

  "content": [ 

    { SCENE_OBJECT_PROPERTIES },  
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    { SCENE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 

Using ro as the All Area Scenes Detail List JSON response object in the example above, the relevant values are described below. See 

the Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more scene objects. See Area Scene Detail View for more information. 

All Scenes Display List 

Return a display list of all scenes in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/display HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/display 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – ID of the building to which the target area belongs 

• <AREA-ID> is the ID of the area to which the scenes belong 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/scenes/display 

JSON Body Example 

{ 

  "content": [ 

    { SCENE_OBJECT_PROPERTIES },  

    { SCENE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 

Using ro as the All Area Scenes Display List JSON response object in the example above, the relevant values are described below. See 

the Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more scene objects. See Area Scene Display View for more information. 
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All Scenes Identity List 

Return an identity list of all scenes in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – ID of the building to which the target area belongs 

• <AREA-ID> is the ID of the area to which the scenes belong 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/scenes/identity 

JSON Body Example 

{ 

  "content": [ 

    { SCENE_OBJECT_PROPERTIES },  

    { SCENE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 7, 

  "numberOfElements": 7, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 

Using ro as the All Area Scenes Identity List JSON response object in the example above, the relevant values are described below. See 

the Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more scene objects. See Area Scene Identity View for more information. 

All Scenes List in Ascending Order 

Return an identity list of all scenes in a specified area, sorted in ascending order by name. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity?page=<PAGE-NUMBER>&amp;size=<RESULTS-

PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1 

Authorization: bearer <PUBLIC-API-AUTH-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity?page=<PAGE-

NUMBER>&amp;size=<RESULTS-PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 
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• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 

• <AREA-ID> is the ID of the area to which the scenes belong 

• <PAGE-NUMBER> – Page number to be returned 

• <RESULTS-PER-PAGE> – Results per page, maximum size is 100 

• <SORT-FIELD> – Value by which to sort the listed areas 

• <SORT-ORDER> – Sort order (always ASC) 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/identity?page=1&amp;size=10&amp;sort=name,ASC 

JSON Body Example 

{ 

  "content": [ 

    { SCENE_OBJECT_PROPERTIES },  

    { SCENE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 7, 

  "numberOfElements": 7, 

  "first": true, 

  "sort": [ 

    { 

      "direction": "ASC", 

      "property": "name", 

      "ignoreCase": false, 

      "nullHandling": "NATIVE", 

      "descending": false, 

      "ascending": true 

    } 

  ], 

  "size": 10, 

  "number": 0 

} 

Using ro as the ascending Area Scenes List JSON response object in the example above, the relevant values are described below. See 

the Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more scene objects. See Area Scene Identity View for more information. 

All Scenes List in Descending Order 

Return an identity list of all scenes in a specified area, sorted in descending order by name. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity?page=<PAGE-NUMBER>&amp;size=<RESULTS-

PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1 

Authorization: bearer <PUBLIC-API-AUTH-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/scenes/identity?page=<PAGE-

NUMBER>&amp;size=<RESULTS-PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 

• <AREA-ID> is the ID of the area to which the scenes belong 

• <PAGE-NUMBER> – Page number to be returned 

• <RESULTS-PER-PAGE> – Results per page, maximum size is 100 

• <SORT-FIELD> – Value by which to sort the listed areas 
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• <SORT-ORDER> – Sort order (always DESC) 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/identity?page=1&amp;size=10&amp;sort=name,DESC 

JSON Body Example 

{ 

  "content": [ 

    { SCENE_OBJECT_PROPERTIES },  

    { SCENE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 7, 

  "numberOfElements": 7, 

  "first": true, 

  "sort": [ 

    { 

      "direction": "DESC", 

      "property": "name", 

      "ignoreCase": false, 

      "nullHandling": "NATIVE", 

      "descending": true, 

      "ascending": false 

    } 

  ], 

  "size": 10, 

  "number": 0 

} 

Using ro as the descending Area Scenes List JSON response object in the example above, the relevant values are described below. See 

the Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more scene objects. See Area Scene Identity View for more information. 

2.5 – Zone Calls 

The Zone API calls are used to discover the zones configured for an area, or to get information about a specific zone. 

2.5.1 – Requests for All Zones in One Area 

This section describes API calls that provide various ways to view a list of zones in a specific area. 

All Zones Detail List 

Return a detail list of all zones in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/zones/<AREA-ID>/zones/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – ID of the building to which the target area belongs 

• <AREA-ID> is the ID of the area to which the scenes belong 
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GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/zones/detail 

JSON Body Example 

{ 

  "content": [ 

    { ZONE_OBJECT_PROPERTIES }, 

    { ZONE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 

Using ro as the All Zones Detail List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more zone objects. See Area Zone Detail View for more information. 

All Zones Display List 

Return a display list of all zones in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/display HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/display 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – ID of the building to which the target area belongs 

• <AREA-ID> – ID of the area to which the scenes belong 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/zones/display 

JSON Body Example 

{ 

  "content": [ 

    { ZONE_OBJECT_PROPERTIES },  

    { ZONE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 
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Using ro as the All Zones Display List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more zone objects. See Area Zone Display View for more information. 

All Zones Identity List 

Return an identity list of all zones in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer). 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request. 

• <BUILDING-ID> – ID of the building to which the target area belongs. 

• <AREA-ID> – ID of the area to which the scenes belong. 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/zones/identity 

JSON Body Example 

{ 

  "content": [ 

    { ZONE_OBJECT_PROPERTIES },  

    { ZONE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 

Using ro as the All Zones Identity List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more zone objects. See Area Zone Identity View for more information. 

All Zones List in Ascending Order 

Return an identity list of all zones in a specified area, sorted in ascending order by name. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity?page=<PAGE-NUMBER>&amp;size=<RESULTS-

PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1 

Authorization: bearer <PUBLIC-API-AUTH-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 
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GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity?page=<PAGE-

NUMBER>&amp;size=<RESULTS-PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 

• <AREA-ID> is the ID of the area to which the scenes belong 

• <PAGE-NUMBER> – Page number to be returned 

• <RESULTS-PER-PAGE> – Results per page, maximum size is 100 

• <SORT-FIELD> – Value by which to sort the listed areas 

• <SORT-ORDER> – Sort order (always ASC) 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/zones/identity?page=1&amp;size=10&amp;sort=name,ASC 

JSON Body Example 

{ 

  "content": [ 

    { ZONE_OBJECT_PROPERTIES },  

    { ZONE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "sort": [ 

    { 

      "direction": "ASC", 

      "property": "name", 

      "ignoreCase": false, 

      "nullHandling": "NATIVE", 

      "descending": false, 

      "ascending": true 

    } 

  ], 

  "size": 10, 

  "number": 0 

} 

Using ro as the ascending All Zones List JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more zone objects. See Area Zone Identity View for more information. 

All Zones List in Descending Order 

Return an identity list of all zones in a specified area, sorted in descending order by name. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity?page=<PAGE-NUMBER>&amp;size=<RESULTS-

PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> HTTP/1.1 

Authorization: bearer <PUBLIC-API-AUTH-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/identity?page=<PAGE-

NUMBER>&amp;size=<RESULTS-PER-PAGE>&amp;sort=<SORT-FIELD>,<SORT-ORDER> 

Where: 
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• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 

• <AREA-ID> is the ID of the area to which the scenes belong 

• <PAGE-NUMBER> – Page number to be returned 

• <RESULTS-PER-PAGE> – Results per page, maximum size is 100 

• <SORT-FIELD> – Value by which to sort the listed areas 

• <SORT-ORDER> – Sort order (always DESC) 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/zones?page=1&amp;size=10&amp;sort=name,DESC 

JSON Body Example 

{ 

  "content": [ 

    { ZONE_OBJECT_PROPERTIES },  

    { ZONE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 2, 

  "numberOfElements": 2, 

  "first": true, 

  "sort": [ 

    { 

      "direction": "DESC", 

      "property": "name", 

      "ignoreCase": false, 

      "nullHandling": "NATIVE", 

      "descending": true, 

      "ascending": false 

    } 

  ], 

  "size": 10, 

  "number": 0 

} 

Using ro as the descending All Zones List JSON response object in the example above, the relevant values are described below. See 

the Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more zone objects. See Area Zone Identity View for more information. 

2.5.2 – Requests for a Specific Zone in One Area 

This section describes API calls that provide various ways to view data for a single zone in a specific area. 

Area Zone Detail View 

Returns a detail view of one zone in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 
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• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the zone is assigned 

• <ZONE-ID> – Case-sensitive ID of the requested zone 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/zones/Z1/detail 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:24:07.639-0400", 

  "createdTime": "2018-06-05T16:18:36.759-0400", 

  "publicId": "Z1", 

  "name": "Dimmable", 

  "type": "3454641e-f73e-4517-8197-9084ec31d5e6", 

  "zoneStatus": "UNKNOWN", 

  "occupancySet": { 

    OCCUPANCY_SET_OBJECT_PROPERTIES 

  }, 

  "zoneDecorators": [ 

    { 

      "name": "dimmableLight", 

      "operationMode": "FOFO" 

    } 

  ], 

  "isReachable": false, 

  "isPartOfDemandResponse": true 

} 

Using ro as the Area Zones Detail JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId A1 The ID of this zone (string). 

ro.name Dimmable The name of this zone (string). 

ro.zoneStatus UNKNOWN The status of this zone (string). 

ro.occupancySet Array The occupancy set object for this zone. See Occupancy Set Detail View for more 
information. 

ro.zoneDecorators Array Selected data for zero or more zone decorator objects. 

ro.isReachable false Whether this zone is reachable (boolean). 

ro.isPartOfDemandResponse false Whether this zone is part of the demand response set (boolean). 

Area Zone Display View 

Returns a display view of one zone in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/display HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/display 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 
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• <AREA-ID> – Case-sensitive ID of the area to which the zone is assigned 

• <ZONE-ID> – Case-sensitive ID of the requested zone 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/zones/Z1/display 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:24:07.639-0400", 

  "publicId": "Z1", 

  "name": "Dimmable", 

  "type": "3454641e-f73e-4517-8197-9084ec31d5e6", 

  "occupancySet": { 

    OCCUPANCY_SET_OBJECT_PROPERTIES 

  }, 

  "zoneDecorators": [ 

    { 

      "name": "dimmableLight", 

      "operationMode": "FOFO" 

    } 

  ], 

  "isPartOfDemandResponse": true 

} 

Using ro as the Area Zones Display JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId A1 The ID of this zone (string). 

ro.name Dimmable The name of this zone (string). 

ro.occupancySet Array The occupancy set object for this zone. See Occupancy Set Detail View for more 
information. 

ro.zoneDecorators Array Selected data for zero or more zone decorator objects. 

ro.isPartOfDemandResponse false Whether this zone is part of the demand response set (boolean). 

Area Zone Identity View 

Returns an identity view of one zone in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/identity 
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Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the zone is assigned 

• <ZONE-ID> – Case-sensitive ID of the requested zone 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/zones/Z1/identity 

JSON Body Example 

{ 

  "publicId": "Z1", 

  "name": "Dimmable", 

  "type": "3454641e-f73e-4517-8197-9084ec31d5e6" 

} 

Using ro as the Area Zones Identity JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId A1 The ID of this zone (string). 

ro.name Dimmable The name of this zone (string). 

2.5.3 – Requests for All Devices in One Zone 

All Devices Detail List 

Returns a detail list of all devices in one zone in a specified area. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-ID>/devices/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/zones/<ZONE-

ID>/devices/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the target area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the zone belongs 

• <ZONE-ID> – Case-sensitive ID of the zone to which the devices are assigned 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/zones/Z1/devices/detail 

JSON Body Example 

{ 

  "content": [ 

    { DEVICE_OBJECT_PROPERTIES }, 

    { DEVICE_OBJECT_PROPERTIES } 

  ], 

  "last": true, 
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• <BUILDING-ID> – ID of the building to which the requested area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the OCCUPANCY sets belong 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/occupancySets/identity 

JSON Body Example 

{ 

  "content": [ 

    { OCCUPANCY_SET_OBJECT_PROPERTIES }, 

    { OCCUPANCY_SET_OBJECT_PROPERTIES } 

  ], 

  "last": true, 

  "totalPages": 1, 

  "totalElements": 1, 

  "numberOfElements": 1, 

  "first": true, 

  "size": 100, 

  "number": 0 

} 

Using ro as the All Occupancy Sets Identity List JSON response object in the example above, the relevant values are described below. 

See the Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.content Array Zero or more occupancy set objects. See Occupancy Identity Display View for more information. 

2.6.2 – Requests for a Specific Occupancy Set 

This section describes API calls that provide various views of the details of a single Occupancy Set on the network. 

Occupancy Set Detail View 

Return the detail view for a specified occupancy set. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-ID>/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-

ID>/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the OCCUPANCY set belongs 

• <OCC-SET-ID> – Case-sensitive ID of the occupancy set being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/occupancySets/OS2/detail 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:18:36.986-0400", 

  "createdTime": "2018-06-05T16:18:36.750-0400", 

  "publicId": "OS1", 

  "name": "Default Occupancy", 

  "zones": [ 
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GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/occupancySets/OS2/display 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:18:36.986-0400", 

  "publicId": "OS1", 

  "name": "Default Occupancy", 

  "zones": [ 

    { ZONE_OBJECT_PROPERTIES }, 

    { ZONE_OBJECT_PROPERTIES } 

  ], 

  "occupiedAction": { 

    "updatedTime": "2018-06-05T16:18:36.986-0400", 

    "id": "e99f7f20-ca14-11e7-8385-001d054d15d2", 

    "name": "Occupied" 

  }, 

  "unoccupiedAction": { 

    "updatedTime": "2018-06-05T16:18:36.986-0400", 

    "id": "e99e4204-ca14-11e7-9c31-001d054d15d2", 

    "name": "Unoccupied" 

  }, 

  "holdTime": 1200000, 

  "area": { AREA_OBJECT_PROPERTIES }, 

  "isOccupiedLogical": true, 

  "isOccupiedPhysical": true, 

  "isAutoHoldTime": false, 

  "isAutoOn": true 

} 

Using ro as the Occupancy Set Display JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId OS1 The ID of this occupancy set (string). 

ro.name Default 
Occupancy 

The name of this occupancy set (string). 

ro.zones Array Zero or more zones objects to which this occupancy set applies. See Area 
Zone Display View for more information. 

ro.occupiedAction.name Occupied The name of the occupied action (string). 

ro.unoccupiedAction.name Unoccupied The name of the unoccupied action (string). 

ro.holdTime 1200000 The configured hold time for this occupancy set (number). 

ro.area Object The area object to which this occupancy set belongs. See Area Identity View 
for more information. 

ro.isOccupiedLogical true Whether this is a logical occupancy set (boolean). 

ro.isOccupiedPhysical true Whether this is a physical occupancy set (boolean). 

ro.isAutoHoldTime false Whether the automatic hold time is enabled for this occupancy set (boolean). 

ro.isAutoOn true Whether automatic on time is enabled for this occupancy set (boolean). 

Occupancy Set Identity View 

Return the identity view for a specified occupancy set. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-ID>/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 
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GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/areas/<AREA-ID>/occupancySets/<OCC-SET-

ID>/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the OCCUPANCY set belongs 

• <OCC-SET-ID> – Case-sensitive ID of the occupancy set being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/areas/A1/occupancySets/<OCC-SET-ID>/identity 

JSON Body Example 

{ 

  "publicId": "OS2", 

  "name": "Occupancy Set 1", 

  "area": { AREA_OBJECT_PROPERTIES }, 

  "isOccupiedLogical": false 

} 

Using ro as the Occupancy Set Identity JSON response object in the example above, the relevant values are described below. See the 

Common Response Properties for descriptions of the standard list properties. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId OS1 The ID of this occupancy set (string). 

ro.name Default 
Occupancy 

The name of this occupancy set (string). 

ro.area Object The area object to which this occupancy set belongs. See Area Identity View for 
more information. 

ro.isOccupiedLogical true Whether this is a logical occupancy set (boolean). 

2.7 – Device Calls 

The Occupancy Set API calls are used to discover the devices that belong to a specific building, or to get information about a specific 
device. 

Device Detail View 

Return the detail information for a specific device. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested device belongs 

• <DEVICE-ID> – Case-sensitive ID of the device being requested 
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Property Value Description 

ro.deviceStatus GOOD The status of this device (string). 

ro.area Object The area object to which this device belongs. See Area Identity View for more 
information. 

ro.endpoints Array Selected data for zero or more endpoint objects that belong to this device. See 
Endpoint Detail View for more information. 

ro.networkInterfaces Array Selected data for zero or more network interface objects available on this device. 

ro.isIdentify false Whether this device has isIdentify status (boolean). 

ro.isReachable true Whether this device is reachable (boolean). 

Device Display View 

Return the display view for a specific device. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/display HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/display 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested device belongs 

• <DEVICE-ID> – Case-sensitive ID of the device being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/devices/D1/display 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:24:07.530-0400", 

  "publicId": "D5", 

  "name": "Integrated Sensor 3", 

  "description": "Need Requirements", 

  "physicalLocation": "Floor 1", 

  "systemLocation": "ZB>Int Sensor 3", 

  "model": "W-IS", 

  "hardwareVersion": "0", 

  "firmwareVersion": "16842871", 

  "deviceSubtype": "cc343f99-ad81-41f7-8c02-6a6d13d425b4", 

  "deviceStatus": "GOOD", 

  "area": { AREA_OBJECT_PROPERTIES }, 

  "endpoints": [ 

    { ENDPOINT_OBJECT_PROPERTIES }, 

    { ENDPOINT_OBJECT_PROPERTIES } 

  ], 

  "networkInterfaces": [ 

    { 

      "updatedTime": "2018-06-05T16:24:07.639-0400", 

      "name": "Need requirements", 

      "attachedToNetwork": { 

        "name": "ZigBeeNetworkManager", 

        "publicId": "N3" 

      }, 

      "clientNetworkProperties": { 

        "name": "zigbeeClientNetwork", 

        "nodeId": 5518, 

        "macId": 3781220692507278, 

        "permitAssociation": false, 
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Device Identity View 

Return the identity view for a specific device. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested device belongs 

• <DEVICE-ID> – Case-sensitive ID of the device being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/devices/D1/identity 

JSON Body Example 

{ 

  "publicId": "D5", 

  "name": "Integrated Sensor 3" 

} 

Using ro as the Device Identity View response object in the example above, the relevant values are described below. 

Property Value Description 

ro.publicId D5 The ID of this device (string). 

ro.name Integrated Sensor 3 The name of this device (string). 

2.8 – Endpoint Calls 

The Endpoint API calls are used to get information about an endpoint on a specific device. 

Endpoint Detail View 

Return the detail information for an endpoint on a specific device. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoint/<ENDPOINT-ID>/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoint/<ENDPOINT-

ID>/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested device belongs 

• <DEVICE-ID> – Case-sensitive ID of the device to which the endpoint belongs 

• <ENDPOINT-ID> – ID of the endpoint being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/devices/D1/endpoint/E1/detail 
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Property Value Description 

ro.name Occupancy Sensor 5 
a0db 

The name of this endpoint (string). 

ro.description Need Requirements The description of this endpoint (string). 

ro.physicalLocation Floor 1 The physical location to which this endpoint is assigned (string). 

ro.systemLocation ZB>Ceiling1 >Occ 5 The system location to which this endpoint is assigned (string). 

ro.device Object The device object to which this endpoint belongs. See Device Identity 
View for more information. 

ro.device Object The area object to which this endpoint belongs. See Area Identity View 
for more information. 

ro.area Object The area object to which this endpoint belongs. See Area Identity View 
for more information. 

ro.endpointDecorators Array Zero or more endpoint decorator objects. 

ro.isAssigned true Whether this endpoint is assigned (boolean). 

ro.isInDlaylightSet false Whether this endpoint is part of a daylight set (boolean). 

ro.isIdentify false Whether this endpoint has isIdentify status (boolean). 

ro.isAvailableForOLDLSet false Whether this endpoint is accessible for OLDL set (boolean). 

Endpoint Identity View 

Return the identity view for an endpoint on a specific device. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoint/<ENDPOINT-ID>/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/devices/<DEVICE-ID>/endpoint/<ENDPOINT-

ID>/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested device belongs 

• <DEVICE-ID> – Case-sensitive ID of the device to which the endpoint belongs 

• <ENDPOINT-ID> – ID of the endpoint being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/devices/D1/endpoint/E1/identity 

JSON Body Example 

{ 

  "name": "Occupancy Sensor 5 a0db", 

  "publicId": "E17", 

} 

Using ro as the Endpoint Display View response object in the example above, the relevant values are described below. See the 

Common Response Properties for more information about the standard list property descriptions. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId E17 The ID of this endpoint (string). 

ro.name Occupancy Sensor 5 a0db The name of this endpoint (string). 
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2.9 – Network Calls 

The Network API calls are used to discover the networks configured in a specific building, or to get information about a specific 
network. 

2.9.1 – Requests for All Networks 

This section describes API calls that provide various ways to view a list of networks configured in a building. 

All Networks Detail List 

Returns a detail list of all configured networks in the specified building. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/networks/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/networks/detail 

JSON Body Example 

[ 

  { NETWORK_OBJECT_PROPERTIES }, 

  { NETWORK_OBJECT_PROPERTIES } 

] 

Using ro as the All Networks Detail List response in the example above, the relevant values are described below. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro Array An array of zero or more network objects. See Network Detail View for more information. 

All Networks Display List 

Return a display list of all configured networks in the specified building. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/networks/display HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/display 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested area belongs 
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GET Request Example 

https://192.168.2.100/v2/public/C1B1/networks/display 

JSON Body Example 

[ 

  { NETWORK_OBJECT_PROPERTIES }, 

  { NETWORK_OBJECT_PROPERTIES } 

] 

Using ro as the All Networks Display List response in the example above, the relevant values are described below. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro Array An array of zero or more network objects. See Network Display View for more information. 

All Networks Identity List 

Return an identity list of all configured networks in the specified building. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/networks/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – ID of the building to which the requested area belongs 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/networks/identity 

JSON Body Example 

[ 

  { NETWORK_OBJECT_PROPERTIES }, 

  { NETWORK_OBJECT_PROPERTIES } 

] 

Using ro as the All Networks Identity List response in the example above, the relevant values are described below. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro Array An array of zero or more network objects. See Network Identity View for more information. 

2.9.2 – Requests for a Specific Network 

This section describes API calls that provide various views of the details of a single network in a building. 

Network Detail View 

Return the detail view for a specified network. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/detail HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

Disc
on

tin
ued

06
-0

2-
20

23

http://www.cooperlighting.com/


Trellix Lighting API Reference 2 –  Trellix Lighting API Reference 

 www.cooperlighting.com 68 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/detail 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested network belongs 

• <NETWORK-ID> – Case-sensitive ID of the network being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/networks/N1/detail 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:18:37.152-0400", 

  "createdTime": "2018-06-05T16:18:15.706-0400", 

  "name": "ZigBeeNetworkManager", 

  "publicId": "N3", 

  "protocol": "ZigBee", 

  "attachedDevices": [ 

    { DEVICE_OBJECT_PROPERTIES } 

  ], 

  "masterNetworkInterface": { 

    "name": "Controller" 

  } 

} 

Using ro as the Network Detail View response object in the example above, the relevant values are described below. See the Common 

Response Properties for more information about the standard list property descriptions. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId N3 The ID of this network (string). 

ro.name ZigBeeNetworkManager The name of this network (string). 

ro.protocol ZigBee The network communication protocol (string). 

ro.attachedDevices Array Zero or more device objects that are attached to this network. See 
Device Identity View for more information. 

ro.masterNetworkInterface Object The master network interface object. 

Network Display View 

Return the display information for a specified network. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/display HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/display 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested network belongs 

• <NETWORK-ID> – Case-sensitive ID of the network being requested 

Disc
on

tin
ued

06
-0

2-
20

23

http://www.cooperlighting.com/


Trellix Lighting API Reference 2 –  Trellix Lighting API Reference 

 www.cooperlighting.com 69 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/networks/N1/display 

JSON Body Example 

{ 

  "updatedTime": "2018-06-05T16:18:37.152-0400", 

  "name": "ZigBeeNetworkManager", 

  "publicId": "N3", 

  "protocol": "ZigBee", 

  "attachedDevices": [ 

    { DEVICE_OBJECT_PROPERTIES }, 

    { DEVICE_OBJECT_PROPERTIES } 

  ] 

} 

Using ro as the Network Display View response object in the example above, the relevant values are described below. See the Common 

Response Properties for more information about the standard list property descriptions. 

NOTE 
Some nested object properties above have been replaced with uppercase labels (ABC_OBJECT_PROPERTIES) for simplicity. 

Property Value Description 

ro.publicId N3 The ID of this network (string). 

ro.name ZigBeeNetworkManager The name of this network (string). 

ro.protocol ZigBee The network communication protocol (string). 

ro.attachedDevices Array Zero or more device objects that are attached to this network. See Device 
Identity View for more information. 

Network Identity View 

Return the identity information for a specified network. 

HTTP Header Fields 

GET /v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/identity HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

GET Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/<BUILDING-ID>/networks/<NETWORK-ID>/identity 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested network belongs 

• <NETWORK-ID> – Case-sensitive ID of the network being requested 

GET Request Example 

https://192.168.2.100/v2/public/C1B1/networks/N1/identity 

JSON Body Example 

{ 

  "name": "ZigBeeNetworkManager", 

  "publicId": "N3" 

} 

Using ro as the Network Identity View response object in the example above, the relevant values are described below. 

Property Value Description 

ro.publicId N3 The ID of this network (string). 

ro.name ZigBeeNetworkManager The name of this network (string). 
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2.10 – Control Commands 

The Control Commands API allow authorized users to send specific commands to Trellix. 

2.10.1 – Acknowledge Alarms 

Send an alarm acknowledgement request to Trellix. The request can acknowledge all alarms or specify a list of one or more alarms to 
acknowledge. 

HTTP Header Fields 

POST /v2/public/alarms/acknowledgement HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

POST Request Structure 

https:/<ipAddress>/<version>/public/alarms/acknowledgement 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

POST Body (Acknowledge All Alarms) 

{ 

  "acknowledgeAll": true 

} 

POST Body (Acknowledge Specific Alarms) 

{ 

  "alarmIds": [ 

     "88e77d49-1a99-4dd3-b36b-f3860cb26a68", 

     "456ec044-6e05-4400-9bd3-b1f18a34f524"  

  ] 

} 

POST Request Example 

https://192.168.2.100/v2/ alarms/acknowledgement 

2.10.2 – Send Demand Response 

Send a demand response request to Trellix. 

HTTP Header Fields 

POST /v2/public/exec HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

POST Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/exec 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> is the Demand Response API token returned in a Get Demand Response Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested network belongs 

• <NETWORK-ID> – Case-sensitive ID of the network being requested 

POST Body 

{  

  "id":"ceda5efb-4722-4ee8-b259-f198b2517018", 

Disc
on

tin
ued

06
-0

2-
20

23

http://www.cooperlighting.com/


Trellix Lighting API Reference 2 –  Trellix Lighting API Reference 

 www.cooperlighting.com 71 

  "event":"EXECUTE", 

  "action":{  

   "id":"6f048fc1-b61b-41a1-82a4-1ec438c9da1c", 

   "name":"Action-DemandResponse", 

   "actionDecorator":{ 

     "id":"a0362cb5-a685-43a4-8b94-8da4c6b11293", 

     "name":"demandResponse", 

     "activeSignalLevel": 1 

   } 

  }, 

  "source":"Third Party" 

} 

POST Request Example 

https://192.168.2.100/v2/public/exec 

2.10.3 – Set Zone Level 

Send a zone level command to Trellix. 

HTTP Header Fields 

POST /v2/public/exec HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

POST Body 

{  

  "id":"ceda5efb-4722-4ee8-b259-f198b2517018", 

  "event":"EXECUTE", 

  "action":{  

   "id":"6f048fc1-b61b-41a1-82a4-1ec438c9da1c", 

   "name":"TestAction-SetZoneLevelResponse", 

   "actionDecorator":{  

     "id":"a0362cb5-a685-43a4-8b94-8da4c6b11293", 

     "name":"setZoneLevel", 

     "publicAreaId":"<AREA-ID>", 

     "zone":"<ZONE-ID>", 

     "level":10.0, 

     "fadeRate":22 

      

   } 

  }, 

  "source":"Third Party" 

} 

POST Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/exec 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested network belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the zone is assigned 

• <ZONE-ID> – Case-sensitive ID of the requested zone, or "ALL" 

GET Request Example 

https://192.168.2.100/v2/public/exec 

2.10.4 – Select Scene Level 

Send a scene selection command to Trellix. 
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HTTP Header Fields 

POST /v2/public/exec HTTP/1.1 

Authorization: <TOKEN-TYPE> <ACCESS-TOKEN> 

Content-Type: application/json 

Cache-Control: no-cache 

POST Body 

{  

  "id":"cb45c502-c53b-41fa-95d9-71af398ea10b", 

  "event":"EXECUTE", 

  "action":{  

   "id":"6f048fc1-b61b-41a1-82a4-1ec438c9da1c", 

   "name":"TestAction-SetSelectSceneResponse", 

   "actionDecorator":{  

     "id":"a0362cb5-a685-43a4-8b94-8da4c6b11293", 

     "name":"selectScene", 

     "publicAreaId":"<AREA-ID>", 

     "publicSceneId": "<SCENE-ID>" 

      

   } 

  }, 

  "source":"Third Party" 

} 

POST Request Structure 

https://<HOST-IP>:<HOST-PORT>/v2/public/exec 

Where: 

• <HOST-IP> – IP address of the Trellix Lighting API server, and defaults to 192.168.2.100 

• <HOST-PORT> – IP port on the Trellix Lighting API server, optional and defaults to 443 for secure (https) connections 

• <TOKEN-TYPE> – Type of authentication token (always bearer) 

• <ACCESS-TOKEN> – Trellix Lighting API token returned in a Get Public Login Token request 

• <BUILDING-ID> – Case-sensitive ID of the building to which the requested network belongs 

• <AREA-ID> – Case-sensitive ID of the area to which the scene is assigned 

• <SCENE-ID> – Case-sensitive ID of the requested scene 

GET Request Example 

https://192.168.2.100/v2/public/exec 
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